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3. Anti-Terror Legislation in Germany
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PART Il - Germany

Der Staat darf und muss terroristischen Bestrebunge..) mit den
erforderlichen rechtsstaatlichen Mitteln wirksam égegentreten. Auf die
rechtsstaatlichen Mittel hat sich der Staat unteemh Grundgesetz jedoch

auch zu beschranken. Das Grundgesetz enthalt eiderftrag zur

Abwehr von Beeintrachtigungen der Grundlagen einkeeiheitlichen
demokratischen Ordnung unter Einhaltung der Regealies Rechtsstaats.
Daran, dass er auch den Umgang mit seinen Gegneen dllgemein
geltenden Grundsétzen unterwirft, zeigt sich geratle Kraft dieses
Rechtsstaats$

(The State may and must efficiently counter terrorst tendencies with
the necessary measures that are conforming to thele of law.
However, under the Basic Law, the State has to limitself to these
measures that are conforming to the rule of law. Té Basic Law
contains the mandate to defend the State againstrtailing the
fundaments of a free and democratic order, in obseation of the rule
of law. It is this conduct by which the State govered by the rule of law
shows its particular strength: that it also subjecs the interactions with
its enemies to the generally applicable principlek.

! German Federal Constitutional CouBufidesverfassungsgerighDecision of 4 April 2006 (case no. 1
BvR 518/02).
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3.1. Introduction

After the downfall of Hitler and the victory of th&lies in 1945, Germany underwent
extensive legal reform. The criminal procedure wiggificantly modernised in 1964.
For example, a provision governing the prohibitafntorture (8 136a of the German
Code on Criminal ProcedureStrafprozessordnung,StPQ was introduced,
improvements in the rules on detention on remasdwell as the reiteration of the fair
trial principle took placé.

During the 1970s, this progressive tendency wasigligr reversed. In the
attempt to fight the left-wing terrorism of the RAtRe criminal procedure in particular
was amended. The rights of the defence and aceusedcontinuously reduced, whilst
the powers of police and prosecution were extendeda result, the principles of
equality of arms and fair trial which had previgusleen promoted once lost again
importance. Stefan Aust and Helmar Blchel of thendé® magazine SPIEGEL
compared the mark the RAF experience left in thalléctive memory of Western
Germans” with the one experienced by Americansnduand after the events of 11
September 200%1.Although terrorism diminished in Germany considiéyain the
1980s> the great bulk of the laws that targeted thisipalar delinquency has remained
in force until today.

In the 1990s, organised crime dominated politicgbate. Acts which focused
on combating organised crime were adopted througinos period. However, many of
these provisions were also meant to cover terrorssmilar measures were adopted for
both types of delinquency.

A turning point in German legislation resulted aftee events of September™.1
2001. Following this and in quick succession, twghly debated “security packages”
were adopted, both of which encountered substactiiatism from legal scholars. In
2005, the Air Security ActLuftsicherheitsgesetavas adopted to try and improve the
combat against terrorist hijackers. Shortly aftisr adoption, the Act was declared
unconstitutional and thus null and void by the GamrConstitutional Coulft.

While the anti-terrorism laws of the 1970s had nhyosbncerned criminal
procedure, the recent anti-terror Acts have infbgeha large variety of legal fields,

% The principle of proportionality was introducedtive regime on pre-trial detention, see § 11&®Q
Moreover, the grounds for detaining were objedifemd amended. Thus, the ‘apocryphic’ ground that
the danger for flight be presumed in the case gbn@aimes {erbrechendefined pursuant to § 12(1) of
the German Criminal Codé&frafgesetzbuctBtGB], as major crimes punished with at least yeer of
imprisonment) was abolished and replaced by theurgto of “danger of recurrence”
(Wiederholungsgefahrand “gravity of the deed” Tatschwerg The grounds for detaining were
objectified and amended. A detailed and criticallgsis of these amendments can be found by Schmidt-
Leichner (1961).

® For instance, an unlimited access to records lier defence was introduced (§ 1&tPQ, and
communication between the accused person and fesaecounsel could no longer be subject to any
restrictions (§ 14&tPO.

* DER SPIEGEL (2007aper letzte Akt der Rebellion

®> However, the movement continued its combat, buchmless obtrusively, until the 1990s. In March
1998, the RAF was officially dissolved. Their deekion is published at the site RAF info,
http://www.rafinfo.de/archiv/raf/raf-20-4-98.pHpisited on 10/04/07).

® See below at 3.4.6.
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particularly administrative law (e.g. police lawpréigner's law, the law of
associations), as well as the law governing theegpinilitary and secret services.

3.2. Relevant legal sources

The most important German legal instrument adojtethe aftermath of th&hird
Reich of 1933-1945 was the German Constitution of 194@, so-called Basic or
Fundamental LawGrundgesetzGG).” The Constitution is especially significant for
the criminal procedure as it guarantees and pmotectdamental rights, including the
rights of the accused. The compliance with thegietsiof the individual has the highest
hierarchical position of all principles establishied the Constitution, occupying the
first part of the Law (Arts. 1 to 19). Moreover etldignity of the human being is
regarded as the most significant value of the statetherefore protected by Art®1.

All German laws rank hierarchically below the Catogion and have to be interpreted
in conformity with this. Of these laws, the Crimir@ode Gtrafgesetzbuch, St¢GBnd
the Code of Criminal ProcedureSt(afprozessordnung, StPQuill be of special
relevance for the present study.’&89a and 129b of the Criminal Code are the
relevant provisions with respect to substantive &awl with regards to the Criminal
Procedure, a number of Articles regulating coercmeasures make reference to
terrorism (e.g. §§ 100c, 103, 111, 112, 138a, 34&).*°

Germany ratified the ECHR relatively early on 5 Bexdber 1952. The ECHR
forms, as part of international law, an integrat jgd the law of the Federal Republic of
Germany (see Art. 26G). However, Germany is a dualist country, which meifas
international treaties must be transposed intmnatilaw in order to become binding in
Germany. The ECHR has been implemented this waytlem@fore ranks as federal
law within the national legal systeth.

3.3. Anti-terror legislation prior to September 11"

3.3.1. Significant Acts adopted against the RAF

The terrorist attacks committed or attributed te RAF were responded to by the
legislator with a series of so-called Anti-Terraavss which have led to multiple

" This legal instrument was a product of both tlesdes learnt under the Hitler dictatorship, whield h
been unintendedly facilitated by the previous Citutibn of the Weimar Republic, and of the influenc
of the Allies — mainly the USA — on Germany afte94%, obliging German politicians to draft a
constitution in accordance with democratic prinegpl

® The subsequent 18 Articles protect other fundaateights and freedoms, and further fundamental
rights regarding the justice system (so-callagtizgrundrechfeare placed in Arts. 101 to 1GG.

° In most German legal statutes, the different mmiovis are numbered by the following sign: "§" or,
the plural: 88) Paragraph). This may be compared to "Article" or "Sectioni English. In the
Constitution, however, the provisions are callédtikel' and will therefore be directly translated by
"Article” (Art.).

19 Most German laws can be retrieved onlingtgt://dejure.organd at the official web site of the federal
ministry of justicehttp://www.gesetze-im-internet.d@doth last visited 1 October 2008)

1 Burkens, van Schagen and Starsmore (2004), at 319.
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controversial discussions. The most important Attseaction to particular events are
the following:

3.3.1.1. Eavesdropping ActAbhorgesety

In response to the assassination of Rudi Dutschietlae ensuing riots, the Act of 13
August 1968 on Restrictions on the Secrecy of theaillM Post and
Telecommunication¥’ also known as theEaves Dropping Act’ (Abhérgesefzor G

10 Act (G-10-Gesetz due to its implications on Art. 10 of the Germ@anstitution,
was adopted® This Act authorised extensive telephone tappingluiing the tapping
of conversations of non-suspect third persons (8@ § 100 b of th&tPQO, as well
as the interception and reading of mail and pb3he Act was by no means limited to
terrorist offences, although its adoption had beggered by a terrorist incident. In
order to ensure its constitutionality, the relevAnmticle of the German Constitution,
protecting the secrecy of mail, Art. 10, was amehdeowever, the constitutionality of
88 100a and 100BtPOwas still doubted. It was disputed whether the taet an
individual could be the subject of surveillance sweas without being informed about
it, not everex postcomplied with the essence of Art. 10@%. Further, the absence of
any legal means against the decision seemed toriigacy to the guarantee of a legal
remedy as provided by Art. 19(43G. Finally, it was questioned whether these
amendments were admissible under Art. 7968, which puts certain limits to the
possibilities to amend the constitutibh. A  constitutional complaint
(Verfassungsbeschwendevas thus lodged to thBundesverfassungsgerichih the
Judgment of 15 December 1970, the ConstitutionairCloeld that Art. 1(5)(5) of the
Eaves Dropping Act was void for being incompatibiégh the second sentence of Art.
10(2) of theGrundgesetzThis was in so far as the Eaves Dropping Actraiirequire
that the concerned person be notified of the measof surveillance even when such
notification could be given without jeopardisingthurpose of the measufeThe Act
was consequently amended and was to be interpretetordance with the findings of
the BundesverfassungsgericHit.

12 Gesetz zur Beschréankung des Brief-, Post- und Feldegeheimnissesr, Artikel-10-GesetzG-10-G.

3 For more details on the origins of the legislatiand the particular provisions, see also the
considerations in the Judgment of the ECtiKRiss and others v Germarigpplication no. 5029/71), at
para. 14 to 25. For a discussion of the constitatity, see also Diirig (Juni 2006), at 24 et seqq.

4 The amended Article read as follows:

"(1) Secrecy of the mail, post and telecommunicegtishall be inviolable.

(2) Restrictions may be ordered only pursuant$tatute. Where such restrictions are intendeddtept
the free democratic constitutional order or thesexice or security of the Federation or of a Ldhd,
statute may provide that the person concerned simllbe notified of the restriction and that legal
remedy through the courts shall be replaced bystesy of scrutiny by agencies and auxiliary agencies
appointed by the people’s elected representatiy@sdnslation taken from the Judgment of the ECHR,
Case oKlass and others v Germamgt para. 16).

> Welp (1970).

16 Judgment of 15 December 1970, Collected Decisibitise Federal Constitutional Cous¢ésammelte
Entscheidungen des BundesverfassungsgerigfMerfGE (Vol.) 30, at 1 et seq; online available at
www.oefre.unibe.ch/law/dfr/bv030001.htifAbhérurteil last visited on 1 October 2008).

" This meant concretely that the executive was afiywed to abstain from notifying the individual if
such natification would jeopardise the purposehefrestriction.
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The same applicantKlass and othersalso lodged an application with the
European Commission of Human Rights on 11 June E@élnst the legislation as
amended and interpreted by the Federal ConstiaitiGourt. In their application, they
argued that this legislation was still contraryAd. 6 (right to a fair hearing), Art. 8
(right to respect for correspondence) and Art. &fde€tive remedy before a national
authority in respect of breaches of the Conventajrthe ECHR. This was based on the
grounds that the law contained no absolute req@nénto notify the persons once
surveillance of their mail etc. had ceased, andhéurthat no legal remedy was
available against the order and implementationhef measuré® The Commission
expressed the opinion that none of the named Asialere violated. The absence of
notification was a justified exception under Art2B of the Convention, and the
supervisory system provided by the Act, includirge tpossibility to ultimately
challenge the decision before tBandesverfassungsgericlialfilled the requirements
of a legal remedy under Art. 13 ECHRWhen the matter was later discussed by the
ECtHR? the Strasbourg Court confirmed the Commissiongessment. However, in
its judgment, the ECtHR also provided an intergstihiter dictumin that "the Court,
being aware of the danger such a law poses of ondielgy or even destroying
democracy on the ground of defending it, affirmattthe Contracting States may not,
in the name of the struggle against terrorism, adapatever measures they deem
appropriate”.

In a later case, initially before the Federal Cbasonal Court and subsequently the
European Commission, the tapping of the teleph@meearsations between journalists
of the German magazine Stern and their lawyers wecerded by police. It was
believed that one of the observed persons had lme@ived in the setting up and
running of an information centre which served tacch@ange information between
detainees who were convicted or suspected of tstractivities as well as between
these inmates and their defence counsels. The cappdi came to know of the
surveillance and requested that the Federal Atye@eneral destroyed all recordings
and documents relating to telephone conversatlmshad had with the concerned law
firm. When their application was rejected by thenkkatic Court, the applicants lodged
a constitutional complaint with thBundesverfassungsgericitHowever, the latter
also rejected their appeal, holding that the Hams€&ourt's decision had not violated
any constitutional rights, as its assessment that documents might still be of
importance at a later stage and that an immediaketion would only prolong the
criminal proceedings was considered justified. Bugopean Commission confirmed
this Decision of the German Federal Constitutid®aiirt??

8 ECHR,Klass and others v FRGudgment of 6 September 1978 (application no9503, at para. 2.
19 As to Art. 6(1) ECHR, the Commission considereat tine provision did not apply to the facts of the
case.
0 ECHR,Klass and others v FRGudgment of 6 September 1978 (application no9A03.
1 Decision of February 1978, cited by the EComHRa@seA., B., C. and D. v FR@ecision of 13
December 1979 (application no. 8290/78).
22 [1hi
Ibid.
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3.3.1.2.Decree on the Employment of Extremists

On 28 January 1972, the notion of "duty of loyalbythe constitution" Rflicht zur
Verfassungstregavas introduced by the Federal Chancellor andPtivae Ministers of
the Lander, obliging public servants to swear an oath posiyivecognising the "free
democratic constitutional system'frgiheitlich-demokratische Grundordnungand
upholding its preservationR@dikalen- oder Extremistenerlassin the case that
reasonable doubts existed for a candidate to comly these requirements, such
doubts justified a refusal to employ them or, isecthe person was already employed, a
dismissal was justified. The Act was largely ciged as being contrary to deomcratic
principles® However, theBundesverfassungsgerichtcepted the provisions, in the
Judgment of 22 May 1978.1n the case where a school teacher was dismiseed f
office for being a member of the German CommunastyPDeutsche Kommunistische
Partei, DKP), the ECtHR held that her rights under Arts. 1@ aa of the ECHR were
violated®

3.3.1.3. Exclusion of defence counsels

One of the first executive actions taken by thdesta combat terrorism was the
exclusion of the RAF defence lawyer, and later H®geretary? Otto Schily. He was
excluded as a defence counsel for the RAF membeiru@uEnsslin when he was
suspected of collaboration with the terrorist moeatff

After Schily's exclusion in 1972, the Constitutib@aurt quashed the exclusion
as it lacked any legal basis and presented an iisathie restriction of the freedom of
profession (Art. 12 GG} The legislator was assigned to "restore a legaason", i.e.
it was given time to enact an Act to legalise tRelgsion of defence lawyefS.This
was done through the Act of 20 December 1974, thealed Anti-Terror-Act (Anti-
Terror Gesetz}° During the legislative process, another radiciMéng group, the so-
called Movement ¥ June Bewegung 2. Jupikilled the President of the Regional
Court of Berlin, Gunther von Drenckmann. The Act 26 December was clearly
adopted under the impression of this evérwith the introduction of §§ 138a, 138b

% The constitutional implications are further exaeuirby Battis (1972).

4 BVerfGE39, 334.

% ECtHR, Vogt v Germany Judgment of 25 February and 2 September 1995li¢appn no.
7/1994/454/535).

% Schilywas German home secretary from 1998 to 2005 auml ttre “creator” of the Anti-Terrorism
legislation adopted during this period.

" The suspicion that defence lawyers collaborateticamspired with the RAF became a characteristic
feature of the German anti-terror legislation. Twditical defence counsels had a particularly difft
role: they were, on the one hand, a judicial org@nl of the German Federal Lawyer's Rules,
Bundesrechtsanwaltsordnungwho contributed to justice just as much as thégge or the public
prosecutor. On the other hand, they were put ugdsat pressure by their clients who wanted thegoto
far beyond their professional duties. A comprehemsipossibly subjective doctoral thesis on the
problems of political defence was written by thetdbuformer RAF defence counsel: Bakker Schut
(1986). Regarding the position of the defence aee Berlit and Dreier (1984), at 253; Augstein§1p
Generalstaatsanwalte and Generalbundesanwalt (1BAt)n and Kirn (2004); Ellinger (1991).

8 BVerfGE34, 293, Judgment of 14 February 1973{3V1973, 696.

% The legal interests at stake and their balanciag @amined by Gross (1974). See also the Statement
of Lampe (1974).

%0 See the comment of the former Attorney Generalri@bier (1976).

%1 Vogel (1978), at 1219; Berlit and Dreier (1984)256.

220



PART Il - Germany

StPQ the exclusion of defence lawyers was put on allegsis. The exclusion of a
defence lawyer was hence allowed when they werpestsd of participating in the
criminal activity of the accused or of abusing thentact with the accused in order to
commit criminal acts or jeopardise the securityhef prisort?

The Act encountered severe criticism mostly foruipdestricting the defence’s
rights® Thus, it was criticised as it was seen that thelusion applied to all defence
lawyers, hence also tex officiolawyers, in which case a suspicion of collaboratio
seemed not really justifief.Since for the exclusion of defence lawyers onbiraple
level of suspicion is necessary, theoretically angesired lawyer can be excluded.
Notwithstanding, the then Federal Minister of JuestiHans-Jochen Vogel, stated that
the Constitutional Court laterincidentally accepted the new provisions as
constitutionaf®

Other new provisions in thénti-Terror Act were occasioned by RAF
defendants who tried to hamper proceedings by asirgreat number of defence
counsels. For example, in tiBammbheirt trial, some accused initially had between
ten and fourteen defence lawyers each chosen byligw, who were representing
different defendants conjunctively. As this largeaaint of defence lawyers seemed to
obstruct the trial and as the defence of severalsed persons by the same lawyer
seemed to facilitate information exchange betwbesd accused, the legislator adopted
two new provisions: a rule precluding the defengenore than three defence counsels
chosen by the defenddhtand another one impeding a lawyer to defend rti@e one
person accused of the same d&ed.

The provision limiting the number of defence cousde three was scrutinised
by the Constitutional Court. It could conflict withe right to an effective defence or
infringe the right of fair trial as guaranteed bgt..6 ECHR and inherent in the general
RechtsstaatsprinZip (as enshrined in  Art. 20(3) GG)** However, the
Bundesverfassungsgeriatggarded it as constitution® The purpose of the regulation
was to impede the accused from delaying the pracgedby using several defence
lawyers, so that it served the objective to ensudkie procedure and to maintain the
functioning of the criminal justice system as regdiby the rule of law. The Court held
that even in extraordinary heavy and protracteccgedings, the fair trial principle
could be observed with up to three defence counskdaever, whether the adopted

%t is interesting to note that the exclusion ofetiee attorneys had already been discussed in Ggrma
as early as 1925, but needed apparently the Catimtial Court’s pressure to trigger legislativei@at
(See the references of Ulsenheimer (1975), atNO& 2).

% Ibid.; GroR (1975); Dahs (1975); Diinnebier (1976).

% Ulsenheimer (1975), at 110.

% Kithne (2006), at 141.

%Vogel (1978), referring t8VerfGE39, 238 (245).

3" Stammheintefers to a place in Southern Germany, StuttganrBtheim, where the High Security
Prison was located in which the ringleaders ofRiAé¢- were held, and where they also were tried.

% § 137(1) second senten&PO.

%98 146,StPO.

% This may be known to international lawyers as état de droit. There is no direct equivalent in
English. However, the concept is quite similar anchparable to the English principle of thie of law
and will therefore be subsequently translated s/eRpression.

“1 See Kiihne (2006), at 174.

*2BVerfGE39, 156.
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provisions really ensure a balanced trial may bebted. The Attorney General can
rely on the support of a team of about ninety lawyerhile the accused shall not have
more than three defence councils. This is regasdésow complex the case and how
weighted the evidence may A considerable imbalance is therefore very well
imaginable. Diinnebier*$ assumption that in practice, the public proseaytfor the
sake of fairness, will voluntarily restrict itsétf no more than three prosecutors as well,
offers little consolation. It is hard to believe,l@ast in the case of serious crimes, that
the prosecution, just like the defence, will notkeaise of all instruments legally
available to them.

The application of the same provision was alsotsused by the European
Commission and the Strasbourg Court in the cas€rofssant® In this case, the
former RAF defence lawyer Klaus Croissant was, raggdiis will, represented not only
by two counsels of his choice, but also by one agpdex officiolawyer. His requests
to replace thex officiolawyer or to appoint a fourth lawyer of his chowere rejected
by the Court, on the basis of 8 1378P0O.The applicant contended before both the
European Commission and the Strasbourg Court thegmg him with the costs and
expenses of thex officiolawyer violated his right to free legal assistanceler Art.
6(3) ECHR. However, both the Commission and thas®wurg Court agreed that the
charging did not amount to a violation of Art. 6E8FTHR.

As far as the prohibition for the defence counsalé¢fend more than one person
accused of the same criminal ‘avas concerned (the so-called conjunctive defence -
gemeinschaftliche Verteidigupghe Constitutional Court considered this prauisas
justified in view of the risk that the lawyer couttherwise incur a potential conflict of
interests when, for instance, one of his clientsl¢a@nly be effectively defended by
incriminating the othet’

Another provision introduced in the context of igsiaf RAF members concerned their
right to attend trial. Apparently, the RAF membead only tried to use their lawyers to
continue their illegal activities, but they alsmkoadvantage of their right of presence
during the entire trial by provoking their own abse. This was done by either not
appearing before the court, or by putting themsebleiberately into a state of health
where they were unable to follow the proceedings garticular, through hunger
strikes). Alternatively, they insulted the justiegstem, the court, and the judges, until
the latter ordered their removal from the courtmods trialsin absentiawere not
permitted at that time, these actions considerdblgyed criminal proceedings, so that
the legislator decided to introduce an exceptiotht® general prohibition of trials

43 With the same argumentation: Krekeler (1979).

4 Diinnebier (1976), at 1.

% Croissant v Germanysee EComHR, EComHR Report of 7 March 1991 (apptio no. 13611/88),
ECtHR, Judgment of 25 September 1992(applicatiori 8611/88).

%68 146StPO.

47 SeeBVerfGE 43, 79, with respect to the admissibility of camjtive defence of several accused
persons by several defence counsels of one law, B¥erfG NJW 1977, 800 with respect to the
inadmissibility of consecutive conjunctive defeneed BVerfGNJW 1977, 1767 with respect to the
inadmissibility of conjunctive defence of severatgons accused of different criminal acts, but gber
during the same trial.
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absentia Thus, under the new 8§ 231(8)PQ trial proceedings may continue even in
the absence of the accused if the court deemgédsepce "not necessary". Further, the
trial proceedings also may continue if the accusasl intentionally put himself into a
situation that disables him to follow the proceegir{8 231&5tPQ, or if he has been
removed from the court room for improper behavig§ 231b StPQ.*® The
constitutionality of § 231&tPOwas confirmed by th8undesverfassungsgericlitit
mainly argued that the fundamental rights of theuaed, who by own choice waived
his right to be present instead of using it, wasewviolated by the fact that the trial was
then held in his absenc®.

3.3.1.4.Second Act against Terrorism

Through theAct of 18 August 1978 a special terrorist offence was introduced: § 129a
StGB This so-called "organisational offenceOrfjanisationsdelikt received wide
criticism as it criminalised, for the first time @ermany, the mere membership of a
terrorist organisatioff It applies to any organisation of which the ohjezt or activity

are directed towards the commission of the crinmasrerated in paragraph 1 of the
norm>® The offence has a considerably wide scope of egitin, especially since it
includes any supportUpterstitzunyto a terrorist organisation and even unsuccessful
advertising for such, as well as attempted instgabr assistance to it. Further, the
criminal conduct of "support” lacks any further cogtisation and can thereby amount
to any kind of support, such as providing fooddwdrists. Similarly, "support" might
also include support of the defence lawyer; sucppst might, under different
circumstances, be completely legal. To avoid suatiesirable results, § 12%tGB

“8 For a thorough discussion of the new provisioas, Riess (1975).

9 Bundesverfassungsgericiecision of 21 January 1976 — 2 BvR 941BYerfGE41, 246 =NJW78,
413 =JZ276, 763-767.

0 "Wennaber der Angeklagte, statt von seinem Recht aueemheit Gebrauch zu machen, sich selbst
der Moglichkeit seiner personlichen Teilnahme an ldauptverhandlung begibt, so wird er in seinen
Grundrechten nicht dadurch verletzt, daf3 die Haagtandlung in seiner Abwesenheit stattfinti@bid.

at para. 13).The Judgment was criticised by Grudwial JZ 76, 766-773, Anmerkung zu BVerGE 41,
246), because the judges claimed that the maintenaiha functioning criminal justice was an element
of the rule of law RechtsstaatsprinZjibid. at 772). Grinwald found that the rule af was perverted

if it was instrumentalised to legitimate the exémutof state power in the interest of criminal @ostion
(ibid. at 773). However, it should also be notedittithe German Federal Court of Justice
(Bundesgerichtshof, BGHnterpreted the provision of 8§ 23BiPOrestrictively, in view of Art. 103(1)
GG, by deducing that the norm only allowed to contirthe trial with disregard to the defendant’s
capacity to follow the proceedings, but that it dmt empower the authorities to keep the accusexy aw
from trial against his will in case he was potédhticor certainly unable to follow proceedings.
(Collection of the Decisions of the Federal Codrdwstice in Criminal MattersEhtscheidungssammlung
des Bundesgerichtshofs in Strafsacharthe following:BGHSt)(Vol.) 26, 288 =NJW 1976, 116 3Z
1976, 763) Vogel deduces from this interpretatiwat the general duty to attend the trial is reduoed
mere right of presence. He therefore argues thit ot at all appropriate to speak of depriving th
accused of his right to be present. (Vogel (19@8),225).

Gesetz zur Anderung des Strafgesetzbuches, der fp®assordnung, des
Gerichtsverfassungsgesetzes, der Bundesrechtsaowhiting und des Strafvollzugsgesetzes vom 18.
August 1976 0fficial Gazette Bundesgesetzblatt, BGBI, at 2181 (also referred to as the Anti-Terror
Act (Anti-Terror-Gesety, the Anti-Terrorists Act Anti-Terroristen-Gesejzor the Anti-Terrrorism Act
(Anti-Terrorismus-Gesetz A very critical and frequently cited comment tre Act, as well as on
previous anti terrorism legislation, is given byi3g1976) (“The Anti-Terrorists Act — a Defeat the
State governed by the Rule of Law”).

2 See Cobler (1984); Giehring (1983); Rebmann (1981)

3 Rau (2004), at 347, 348.

223



PART Il - Germany

should be interpreted very restrictive in all ca¥eBesides the issue of lack of certainty
of the provision, it has been criticised for beprgnarily symbolic>®

However, the most problematic issue of this newvision is that it has
considerable side effects on the law governing io@in procedure. Many special
procedures are now directly linked to 8 1Za&B Thus restrictions to the defence are
facilitated in cases where the concerned perssuspected of being involved in a
criminal activity related to § 1298tGB*° E.g. when an offence under § 129¢GBis
concerned, the written communication between thmused and his defence lawyer
becomes subject to judicial control, §§ 148(2),d88Q°’ With these regulations, the
the fundamental right of the accused to effectigéedce is substantially undermined,
as open correspondence is indispensable for thessaxy relationship of trust between
the accused and his solicit§rAdditionally, in the framework of the second Against
terrorism, the exclusion of defence lawyers washem extended® The legislative
motive for the extension was to try and comprehahgiprevent conspiring behaviour
of defence lawyers. Dahs states that the new regutaare close to a breach of the
Constitution®® while lacking, at the same time, both consisteany effectiveness.
Although the regulations aim to target the conspirdefence lawyer, they harm
especially the truthful lawyer and the accu%ed.

The application of § 148(2ptPO, which allows for the control of correspondence
during detention on remand, was challenged befeeElCtHR inthe case oErdem v
Germany’® The applicant, Selahattin Erdem, was arrested enGérman border on
suspicion of being a member of the Kurdistan Wake@arty (PKK) (8§ 129&5tGB)
and falsifying documents. In Strasbourg he compldiof the length of his detention
(five years and eleven months) relying on Art. 58fHR (right to be brought
promptly before a judge) and Art. 6(2) (presumptodrinnocence) of the Convention.
Relying on Art. 8 (right to respect for corresponde), he further complained about the
interception of his correspondence with his lawydre Strasbourg Court considered
that the grounds cited by the German courts irr tihetisions to justify the prolonged
detention had not been sufficient. The Court hieét there had been a violation of Art.
5(3). However, with respect to Art. 8, the Courdrdissed the application. The Court
held that the interference complained of was nepmiportionate in relation to the
legitimate aims pursued, with regard being givethithreat presented by terrorism in

>* |bid.
:Z See Plottnitz (2002); Cobler (1984); Rebmann (}981

Ibid.
" These restrictions also apply to convicted prissnef. § 29 of the German Penitentiary Act
(Strafvollzugsgesetz, StVollgG
*8 Drawn by the fear that the disclosure of certairts to the authorities might jeopardize the aat'sse
chances during trial, the accused will omit to imfichis lawyer of vital facts which might be crucfat
an effective defence. (Dahs (1976), at 2150).
%9 The exclusion is extended also to other trialsceoming an accusation of § 128¢GB cf. § 138a (5)
StPO.
%0 Art. 12 of the German Constitution protects fremdaf professionBerufsfreihei).
®l Dahs (1976), at 2149.
®2bid. at 2151.
83 Judgment of 5 July 2001 (application no. 38321/97)
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all its forms, to the safeguards attending therasgtion of correspondence in the
instant case and to the margin of appreciation tefthe state. In consequence, the
Court found that Art. 8 ECHR had not been violated.

3.3.1.5.“German Autumn” (Deutscher Herbst and Culmination of the Fight
against the RAF: the Act Governing Incommunicado Dention

When the RAF abducted Hanns-Martin Schleyer iretltemn of 1977, the atmosphere
became very tense in Germany. Politicians were rusmificant public pressure to
act. The life of the President of the Employer'ssddation was at stake. With the
previous killings of Siegfried Bubalkand Jirgen Portothe same year, the RAF had
sufficiently shown their readiness to sacrifice lmmtives. There existed suspicion that
the detained RAF members were directing and cdimgolthe abduction. As a
consequence, the imprisoned members were compistdfited from the outside world
in order to prevent communication with any potdntiallaborator. In the absence of
any legal basis, the legality of this measure wasemely questionable. When the
Higher Regional Court Gberlandesgericht of Frankfurt allowed applications of
prisoners against the meastftehe Government saw the necessity to rapidly eaact
legal basis for the on-going practitdt should be noted that the German Federal Court
of Justice, théundesgerichtshotonsidered that the measure was justified undet 8§ 3
StGB(necessity as a ground for justification or excii&ahis was not the first time §
34 StGBserved to justify otherwise unlawful governmeratetions®® It remains highly
questionable whether § BtGBin fact even applied in the case of isolation diete.”

% Attorney General Buback was killed by the RAF iprih1977.

® The banker and chairman of the Dresdner Bank bo&mdirectors, Jiirgen Ponto, was killed in a
kidnapping attempt carried out by the RAF on 3¢ 1977.

® This was argued on the grounds that concrete atidits for a collaboration of the defence lawyers
with their clients were missingeeOberlandesgerichErankfurt, Decision of 16 September 19RIW
1977, at 2177.

" The Government gave three main reasons for thessitg of this law: (1) The use of the underlying
principle of the justifying state of emergency un@e34 StGB should not be of longer duration than
absolutely necessary, (2) a uniform applicatiorthef measure within the Federal Republic of Germany
was only possible by legislative act, and (3) Tiheasion where in particular cases judicial degisiand

the actions of the executive branch were not infaromity had to be terminated as soon as possible.
(Bottcher (2003) EGGVG, Vor § 31, para. 6).

*® BGHSt27, 260.

%9 Other examples are the so-called eaves-droppifair afn the nuclear physicist Traube (see Der
Spiegel (1977)Verfassungsschutz bricht Verfassung — LauscharayrffBirger T, as well as the secret
recordings of conversations between prisoners apd tlefence lawyers in the prison of Stuttgart-
Stammheim, see Rudolphi (1979), at 4.

" The application of this justifying norm requirgsiaminent danger for a number of enumerated strong
legal interests (like life and limb, physical intiég...) and that, when balancing the interest ak ris
against the interest which will be restricted bg tlelevant action, that the first one will subseht
(wesentlich prevail. When weighing the interest in the giease, life and limb of the abducted person,
against the interests of the detainees, rightde fommunication with the defence, to effectiveedeé,

to physical and psychological integrity, a substrirevailing of the one over the other is notalit
evident. Further, there is an (on-going) academigate whether 8§ 38tGBcan serve at all to justify
encroachments from the public authorities, or wéetih is only applicable to private persons. (See
Bottcher (2003), margin no. 10, with further refeces (critically: Amelung (1978),). However, the
Bundesgerichtshdifeld in its decision of 23.9.1977 that in the préscase, the human life, the highest
interest of our justice system, was at stake. Raldragainst the only temporarily restricted righfree
defence, the latter one was much less import&GHSt 27, 260, 262). Similarly, the Federal
Constitutional Court dismissed applications foumgtive relief that had been lodged by detaineguén
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The very legislator seems to have doubted thisesincextremely little time the
measure was legalised. The so-calBibckage of Contact Act(*Kontaktsperre-
Geset?, " 8§ 31 et seqq. of the German Introductory Act hie fudicature Act -
EinfUhrungsgesetz zum Gerichtsverfassungsgese@VBE®wvas adopted in the record
time of only three day§ The Act allows for the temporary complete isolatiof
prisoners, including isolation from their lawyer®r a period of up thirty days,
prolongable as often as desired as long as thédegditions are still met.

The Professional Group of Judges and Prosecutdireddepartment of Justice
of the German Trade Union for Public Services, $pamt and Traffic Gewerkschaft
offentliche Dienste, Transport und Verkehr, QTéclared several objections to this
new Act primarily for undermining the rule of IaW.Thus, it was argued that the
legally guaranteed right to a defence lawyer inrgveoment of the procedufewas
completely undermined, especially since the lavo @pplied to remand detenti6h.
The judges and prosecutors further found that tbiecAntradicted the case-law of the
Bundesverfassungsgerichithich had reiterated in its Decision of 8 Octoh874 that
the accused could call his defence attorney attiamy of the procedur Further, the
Law undermined the authority of judges who wererinciple exclusively in charge of
any issues concerning prolonged deprivation ofrfjbef those non-convicted. Under
the new regime, executive authorities, not judgesie competent to order isolation
detention and make decisions related thereto. Mitiad, the right to be heard as
guaranteed under Art. 103(Z3G was violated, since legal remedies against the
isolation measures were extensively carried outbout the detainee’s or his lawyer’s
participation. Thereby, the guarantee of effectilegal protection dffektiver
RechtsschutzArt. 19(4)GG) was also undermined. Finally, the judges andquo®rs
doubted that the new law was compatible with humiigmity (Art. 1 GG).”” Besides
these constitutional doubts, the Act reflects argjrmistrust towards the profession of
defence lawyers. This is regrettable as the miseondf a small number of defence

trial detention, on the grounds that the negativesequences of suspending the contact blockage (tha
the terrorist kidnappers would receive additionadi¢ations and orders from the imprisonBéd\F
members that would present an additional threahéolife of the abducted persons and that would
considerable hamper the authorities’ efforts toe fthe abducted person) would prevail over the
temporary restrictions of the rights of the defené&e fact that this general measure concerned
indiscriminately all defence lawyers was considessdunavoidable and had to be temporarily accepted
(Judgment of 4.10.197BVerfGE46, 1).

" Literally: Act relating to the blockage of contact

2 A bill was presented by the factions of the peciitiparties represented in the Federal Parlianteat,
Bundestag{CDU/CSU, SPD, FDP), on #8September 1977. The bill was discussed byBiedestag
the very same day (in first reading). The next dag,committee on legal affairR¢chtsausschlussead

and modified the draft. Their version was adoptgdsécond and third parliamentary reading off 29
September with high majority. The Federal CountilGaermany, theBundesrat this organ serves the
purpose of representing the differdriinder governments, thus the interests of the federaéstms
opposed to the interests of the federation attehgeatieBundestap) gave its consent one day later. The
Act was promulgated on 1 October and entered oncefthe following day.

2 Béttcher (2003), paras. 7-9.

3 Fachgruppe Richter und Staatsanwalte (OTV Betliay8).

4§ 137(1)(1)StPQ

> The situation was improved however in Decembel518Ben legal aid was granted to the prisoner by
assigning him or her a contact person to attendriier legal interests, cf. now § 3B&GVG
"®BVerfGE38, 105, 111.

" For details on these arguments, cf. Fachgruppletéiand Staatsanwalte (OTV Berlin) (1978).
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lawyers during the times of the RAF caused a gésespicion towards the profession
of defence lawyers as a whdfe.

The Act has only been applied once: in the cagbefSchleyer-abduction, the
very case for which it had been created. Nonetbgiedhas never been repealed. In
December 1985, a new provision was added, 8E33&VG which allows a contact
person (a lawyer) to be assigned to the detaitess, ¢onsiderably strengthening the
right to effective defence. Although th€ontaktsperreregime was of almost no
practical application, it was further extended 008, through the Act of 19 April, and
since then can not only be applied to terroristpeats and convicts, but also to
members of a criminal organisation (§ 12%B), cf. the new § 38EGGVG®

With account of the exceptional situation, tlBundesverfassungsgericht
dismissed constitutional complaints against tKentaktsperregesetadeclaring it
compatible with the German Constituti$hSimilarly, the European Commission for
Human Rights dismissed the applications of somecewmed prisoners as being
manifestly ill-founded*

3.3.1.6. Other amendments to increase effectiveness of itigatons

With the Act for the Amendment of the Code of Criminal Praha&e of 14 April
19787 (the Raid Act or Razzia-Gesetzhe legislator further extended the competences
with regards to raids carried out by both the pcasen and police authorities. The Act
was based on an emergency catalogue adopted i€dhenittee on Legal Affairs
(Rechtsausschussn 19 October 1977. It was designed as a pretingiAct for the
realisation of particularly urgent legislative mewes, after the experiences of the
terrorist incidents concerning Buback, Ponto andlSer®® Previous events related to
terrorism had indeed come thick and fast: HannstiM&chleyer had been abducted
and killed by the RAF one day before, and the Geriathansa aircraft “andshut
had been hijacked by Palestinian terrorists whoewererthrown by German special
police units GSG 9 in Mogadischu, Somalia. In the very same nighthas above
events, the three RAF prisoners held in the prisbStuttgart-StammheimmAndreas
Baader, Gudrun Ensslin, and Jan-Carl Raspe, coeunitcollective suicid®, while

8 Kithne (2006), at 130.

¥ Concerning the conditions, the further histori@adl political circumstances of the Law, as welltas
compatibility with the ECHR and with German congiitnal law, see Oehmichen (2008).

8 Decision of 1 August 197&VerfGEsupra(note 20). A recent commentary on this Decisionh(th
showed how the Court accepted a partial state adpion”) was presented by: Henne (2007).

8 G.Ensslin, A.Baader & J.Raspe v FRGommission, Decision of 8 July 1978 (joint apation nos.
7572/76, 7586/76 and 7587/76) at 112.

82BGBI. I, at 497,

8 Vogel (1978), at 1221.

8 The theory of a collective suicide has been cardit later by other RAF members, e.g. Peter Jiirgen
Boock. Also, other evidence goes in this directifor instance, in previous communications, the
prisoners discussed already the possibility ofeabive suicide, as the ultimate terrorist act). ldoer,
some radical leftists (among them Irmgard Mollerovgtill claims that she was stabbed by an unknown
person in the very night) still defend the thedngttthe terrorists did not kill themselves, but ever
murdered instead. In its documentary on the RARuwtimn 2007 (Aust and Buchel (2007b), and Aust
and Biichel (2007c)), the authors of the German miageSPIEGEL, Aust and Blichel, found new facts
which support the assumption that the prisonergwefact eavesdropped by German secret services in
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the remaining RAF prisoner Irmgard Moéller was foundher cell severely injured with
four stabbings in her chest. As a result of thesmis, the urge to adopt new anti-terror
laws was once again prevalent: Thus, new investgaompetences were created for
the police and the rights of the defence were @rtbstricted®

3.3.2. The 1980's: Privacy constraints and leniency

3.3.2.1. Restraints of privacy and thBundesverfassungsgericht

In 1983 an Act was passed concerning a populagosus (théopulation Census Act
- Volkszahlungsgesg®? which was subsequently subjected to constitutioaaiew.

the very night in which they were killed. If thissumption should prove true, it would be probabé t
German secret services were aware of the suicatespbut did not intervene in the crucial moment.

% The following amendments took place (and areistilbrce):

By virtue of the new § 103 (1)(BtPQ police can search not only suspicious apartmg@etsapartments

of suspects or apartments where suspicion existissilispects are hiding there), but searches may be
extended to the whole building, provided that thare facts supporting the suspicion that the actuse
stays in this building (See also § 105 and 108§13(BQ related to this new provision). Further, the new
§ 111 StPO has created new competences for the police: trstaliation of control checks
(Kontrollsteller), in the case of crimes of 8 1294GB one of the crimes enlisted in that provisionaor
crime under 8§ 250(1)(15tGB At these control checks, everybody is obligedeteeal his or her identity
to the authorities and to be searched. The idechieck has been further regulated in § 188PO(As to
systematic and constitutional problems connectethito new provision, see Sangenstedt (1985)). As
Rudolphi points out, these amendments might befipwtin singular cases where the suspects were
under the strong suspicion of having been directiolved in terror acts. They are however hardly
sustainable and contravene the (constitutionatjcfplie of proportionality when these coercive measu
are applied in cases where the accused is suspefateere support or propaganda activities of aotest
organisation (Rudolphi (1979), at 3). The reforns laéso introduced more restrictions on the defence.
The level of suspicion has been reduced, for tstrémwyers, in the case of § 138PQ While in a
“regular” exclusion of the defence lawyer, an irmsed level of suspicion is necessary (strong siespic
or dringender Tatverdachtthus a level stronger (eithedringender Tatverdach{strong suspicion], or

at least hinreichender Tatverdach{sufficient suspicion] were required by § 138a@)PQ while
“einfacher Tatverdacht[simple suspicion] was required by § 138a@)PO or equal to the one
necessary for issuing an indictment (for an indatn only “sufficient suspicion” Hinreichender
Tatverdacht is required, § 205tPO, a lower level of suspicion is required in teisbrcases: in the
situation where the accused is suspected of commidt terrorist offence as criminalised under §d 29
StGB it suffices if “certain facts motivated the sudph” (bestimmte Tatsachen begriindeten den
Verdach) that the lawyer had collaborated with the acdusleus a simple level of suspicioairffacher
Tatverdacht sufficed, cf. § 138a (2ptPO(See Weitere MalRnahmen des Gesetzgebers zur Bek#gmp
des Terrorismus (1978)). Further, the norm wasomgér limited to a certain gravity of the offence i
question (before, a certain minimum punishment wexguired). Moreover, the new § 148(2) third
sentence,StPQ now regulates that in the case of imprisonedotat suspects on remand
(Untersuchungshaft special barriers (separating glass panels) ardet provided when suspected
terrorists talk with their defence lawyers, so titems cannot be handed over. Finally, the written
communication with the defence lawyer, which wagady to be controlled by the judge in cases of
remand detentionUntersuchungshaft see § 148 (2), second senten8t?Q is now also subject to
judicial control in the case of terrorist convict$, 8 29StVollzG This means that in all cases where a
prisoner has been convicted under § 138aB(now, also: § 129I5tGB, or where investigations have
been instituted against him for suspicion of thfferice, his mail with his defence lawyer will be
controlled by the competent judge. However, dunmgliminary investigations, the control must be
ordered by the judge (Calliess and Miller-DietzQ2)) at 287 (= § 29, margin no. 6). By the Act
Amending the Criminal Procedure of 27 January 18®Th oral and written communication control has
been abolished in those cases where the prisogearnged certain privileges\(bllzugslockerungen”§

11 StVollz@, i. e. when he is authorised to leave the prisorcertain periods of time, or when he is in
an open penitentiary facility ¢ffener Vollzu) (Calliess and Miller-Dietz (2005), at 287 (= 8,2
margin no. 6).

8 Gesetz liber eine Volks-, Berufs-, Wohnungs- uneitspittenzahlung, 1983, of 25 March 1982
BGBI. |, at 369.
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The Decision by th8undesverfassungsgeriabit 15 December 1983, declaring several
provisions of the Act as unconstitutional, wouldct@e a milestone for German legal
history (the constitutional 'Sermon of the Mount déta protection§’ and be
remembered as "the Census Decisiovitlkszahlungsurtai® In this decision, the
Court reiterated the right to privacy which it siied as the so-called right to
‘informative auto-determination'Récht auf informationelle Selbstbestimmyuings
enshrined in the general 'personality rightlgemeines Persodnlichkeitsrelaeriving
from Art. 1, read in conjunction with Art. 2, of@dhGerman Constitution. The Court
held that any limitation of the right to privacy svanly constitutional when a legal
basis for this limitation existed in which the cogte purposes of the limitation were
explicitly indicated. As we shall see, the Decisitad far-reaching consequences for
criminal investigations and led to important legtste change®

The terrorist activity of the mid-1988sled to the adoption of three new Acts
against terrorism; thé&ct Amending the Criminal Code and the Act on Asddias
(Gesetz zur Anderung des Strafgesetzbuches uncedsmimlungsgesetlesf 18 July
1985 the Passport Actand Act amending the Code of Criminal Procedure
(PaRgesetz und Gesetz zur Anderung der Strafpradessm) of 19 April 1986° and
the Act for the Fight against Terrorism(Gesetz zur Bekampfung des Terrorisytiust
the same year.

The first Act served to tighten the applicable dnah law during
demonstrations by criminalising the carrying ofatefive arms or the wearing of items
which impeded identification (e.g. mummery) in t@ntext of violent mass meetings.
Criticisms of the Act were numerous as it restdctbe constitutionally guaranteed
freedom of assembly. Also, the offences were d¢siit for not meeting the
requirements of the principle of certainty (e.gefehsive arms’Schutzwaffenwvere not
further defined}* Further, there were dogmatic objections agairesptiovisions”>

87 Schneider (1984).

8 BVerfGE65,1 (1 BVR 209, 269, 362, 420, 440, 484/83).

8 See, in particular: Rogall (1985).

0 On 1 February 1985, the chef of the GernmMmtoren- und Turbinen UniofMotor and Turbines
Union), Dr. Ernst Zimmermann was killed by the RAFGauting; several bomb attacks took place in
1985 (on 22 April 1985 at the company Siemens irsdeldorf, 27 April 85 at a building of the
International Monetary Fund in Paris, and 29 A@4 at the Deutsche Bank in Dusseldorf, at the
Gesamtverband der Metallindustridssociation of Metal Industry) in Cologne, andthé company
Hoéchst in Cologne, on 5 May 1985 at a NATO pipelinghe Federal State of Hesse); on 8 August
1985, the US soldier Pimental was assassinatadeinight of 4/5 April 1986, the Berlin DiscotheqLe
Belle was bombed; on 9 July 1986, Professor KarthH8eckurts and his driver were assassinated; on
25 July 1986 the company Dornier at the Lake Camstavas attacked; on 10 October 1986, the assistant
secretary of State, Gerold von Braunmuihl, was ags#ed in Bonn.

'BGBI I, at 1511.

2BGBI. I, at 537 et seqq.

%BGBI. |, at 2566.

% See Verscharfung des Demonstrationsstrafrech85j1&iihl (1985).

% Mummery as such (which may be necessary in the aipeople suffering from AIDS or cancer who
demonstrate against being generally registeredjietensive weapons as such (which may include, for
instance, protection helmets of mining union denmasrs) do not imply the use of violence, they may
however encouragethersto resort to violence. In that sense, it is howemely an act of aiding or
assisting Beihilfe), which will not even qualify as a criminal act es$ there is an intention (mens rea) to
assist others in using violence, which in most sas#l not be established. Further objections can b
found at Amelung, Hassemer, Rudolphi and Scheé&g39).
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The Passport Actwas adopted in response to the Census Decisithred@onstitutional
Court reported above. This Act, by introducing 83d&tPO, offered police and
prosecution services another tool for the invesibga of terrorisnt® Besides the
introduction of automatically readable Europearspass, the Passport Act authorised
police to store personal data for prosecution psgpdin order to permit computerised
searches). In response to the Census Decisioredbémman Constitutional Court, the
storage of personal data was thus put on a leg#.bBhe provision of § 1638tPOis
called dragnet searcts¢hleppnetzfahndupgindicating that the concerned person is
caught like a fish in a dragnet spread out by thic@ over control posts and border
controls. In order to localise the searched perpolice could take and store personal
data of all passing people at control posts anddyarontrols.

The Act for the Fight against Terrorism of 19 Decemb&®86 was triggered by the
series of terrorist attacks that had taken plack9®5/1986 in particular the murder
of the ministerial officer Braunmuhl. It was adagte a rush as the tenth legislative
period was coming to an efdlln the bill proposed by the political parties CI$U
and FDP, a leniency programme, the so-calkétbfizeugenregelurig®’ was planned,
which provided for the reduction of sentences oenevmpunity of offenders who
showed willingness to collaborate with the justael share their insider information.
However, the proposal was rejected by the vastnmitgjincluding judges, lawyers, and
prosecutors (except for the General Attorney whosmered the leniency as a good
tool in the fight against terrorism). Notwithstangj it would be accepted in 198%.

3.3.2.2. Leniency policy

The concept of a leniency programme had enteredusksons already with the
emergence of the RAF in the beginning of the 197®@srman legislation did not
provide for general sentence reductions or exchssfor collaborating offenderSt but

the issue had been raised in several legislatisgeqts® as well as in academic
writings,'° where authors were often inspired by common lavickvihas, in various

% For further details on the new provision, see K(l9187); Baumann (1986); Kiihne (2006), at 312 et
seq.

" See aboveote 89.

% Kiihl (1987), at 743 et seq.; Dencker (1987b).

% Literally: ‘crown witness regulation’. The notiatescribed an informer or ‘grass’, a witness turning
Queen’s evidence.

10 5ee below, 3.3.2.2.

191 However, under German procedural law, § 153e(1$(POprovides since over thirty years for the
possibility to close proceedings of offenders wlawéhcommitted the most serious offences again& sta
security, if they reveal themselves and their esinent, after their act has been discovered. Séa&u
(2006), at 463.

192 Three draft bills of the Land North Rhine-Westgha(Prints of theBundestag[Bundestag-
Drucksachen, BT-Dr]7/3734), of the Federal Governme®&T¢Dr 7/4005 and of the factions of the
political parties SPD and FDMBT-Dr 7/3729 were introduced in the legislative process in 3,94l
providing for a leniency program in the case ofeesglly dangerous criminal organizations, i.e.dast
organizations.

193 Baumann (1975)Jung (1974); Meyer (1976)
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forms, a longer tradition of leniency In practice, however, it seems that leniency
already took place: Thus, after the RAF member &uthlpleaded guilty and had
comprehensively confessed, he received a comparablg punishment and
subsequently acted as a witness in a series d§.falt is true that the German
criminal law already offered covert possibilities apply leniencyde facto. For
instance, § 129 (6) (13tGB allows the judges to decide not to punish or tgaie
the sentence if the actor voluntarily and seriodisgd to prevent the continuation of a
criminal or terrorist organisation or to prevent thommission of criminal act§’
However, the principle of legality reigning in Geamlaw generally seemed to preclude
at least explicit mitigation of punishment in exoga for collaboration with the justice
system®® In spite of this legal restraint, the so-callech&l leniency programme’
(Kleine Kronzeugenregeluhavas introduced through the Act of 28 July 19%yhich
provided for the possibility to mitigate or evenckxe punishment for drug-related
offences if the offender contributed to further rifieation of fact or assisted in
preventing further criminal acts’

After a series of terror attacks in 1985 and 1488nd ensuing debates, another
leniency  programme  (so-called ‘big leniency progmh - grolRe
Kronzeugenregelungvas adopted in 1989, this time for offences esldb terrorism,
through theAct of 9 June**?

Before, a number of criminal lawyers had raisedrthe@ice against the leniency
programme proposed by the legislation of 1986tHerfollowing reasons:

- Constitutional reasons: the impunity or mitiggtipunishment contravenes the
rule of law Rechtsstaatsprinzjand the principle of equality

- Procedural reasons: the principle of legality ahgdublicity were violated

- Criminal theoretical reasons: the destabilisatibthe legal order and shattering of
the legal conscience

- Legal-ethical reasons: a state collaborating wéherest delinquents is immoral

- Pragmatic reasons: not efficient as evidence idda is of questionable
reliability™*>

194 5ee, for example, Jung (1974); Oehler (1987); Midtbrff (1973).

19 Middendorff (1973), at 1117.

1% gee also, for terrorist cases, § 1298} B read in conjunction with § 129 (6) ($)GB

197 For this and more examples of possibilities ofdany under German law as of 1988, see Bernsmann
(1988).

108 cf, § 152(2)StPO.

199 Gesetz vom 28.7.198ih force since 1.1.82BGBI. |, at 681).

119 5ee § 31 of the German Act on NarcotBstdubungsmittelgesetz, BtyIG

1 5ee above, note 89.

112 5o-calledArtikelgesetz zur inneren Sicherheit vom 9. JurB91BGBI. |, at 1059 orGesetz zur
Anderung des Strafgesetzbuches, der StrafprozeGogdmund des Versammilungsgesetzes und der
Einflhrung einer Kronzeugenregelung bei terrorigtien Gewalttaten(Act Amending the Criminal
Code, the Code of Criminal Procedure, the Act osehsblies, and the Introduction of a leniency
programme for terrorist offences); for an overviewthe Act and the leniency programme, see Hilger
(1989); Jung (1989).

113 5ee Amelung, Hassemer, Rudolphi and Scheerer 18829 et seq. See also the references given by
Kihl (1987), at 744.
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The leniency programme received considerable #&tenturing the legislative
discussions. Due to its focus on one single istheepther regulations proposed by the
Bill were insufficiently discussed and have therefaemained unknown to the
public** Dencker compares this situation with the Athersimtesman Alcibiades who
cut off the tail of his dog so that the Atheniam®tld have something to talk about...,
so that they would not talk of worse things donerta**> The 'worse things' in this
case were that many amendments in substantivenairaw were not discussed; for
example, 8 1298tGBwas extended and its punishment was raised. Nismcds were
created, such as 8§ 13@®tGB "Instruction for Criminal Offences" Anleitung zu
Straftater), 8 140 StGB "Rewarding and Approving of offencesBdlohnung und
Billigung von Straftatey and § 305&tGB "Destruction of important working tools"
(Zerstdrung wichtiger Arbeitsmitdet'® These changes in substantive criminal law also
have had large effects on the criminal procedws & suspicion of an offence of § 129a
StGB for example, is often one of the requirementdéomet for the adoption of
intrusive measures.

It was as a result of all these debates that thetad provision of 1989 were only
of a temporary duration, initially lasting from @nk 1989 to 31 December 1989. It was
then extended until 31 December 1995 and once onuite31 December 1999. After
this date it was no longer extended, because th&il not a single RAF terrorist had
made use of the provisidf® In 1994 the leniency programme was further extdride
organised crimé'® The programme posed multiple problems. First,dswontrary to
the principle of legality (see abovEY.In addition, it was hardly compatible with the
principle of equality, as guaranteed under Art.f3he German Constitution, since it
treated the offender who gave information diffeieritom the one who remained
silent. Moreover, the right of the accused notite@ dgnformation?* as well as his right
not to incriminate himselfnemo tenetur se ipso accuspveere at stake. Likewise, the
principle of equality of arms could be hamperedihasprogramme clearly favoured the
prosecution to the detriment of the defeffédt was even suggested that the method of
motivating a witness by promising sentence reduastiamounted to an abusive and
therefore prohibited interrogation method (as pibsd by § 136atPQ.%® Further,
practical arguments spoke against this. It was tioulwhether a person would be
willing to speak out against their accomplicesgsithis person could be exposed to life
threats (in particular in the area of organisedheriand terrorism?* To minimise the

14 Kiihl (1987), at 744; Achenbach (1987), at 299.

15 Dencker (1987a), at 117.

118 For more details, see Kihl (1987) at 744 et segugd, Das Anti-Terrorgesetz (1987); Achenbach
(1987)

7 See Dencker (1987a), at 119 et seq.

118 Mehrens and Miihlhoff (1999).

19 This took place in the framework of the Act for ethFight against Crime
(Verbrechensbekampfungsgeyetz28 October 199BGBI. |, at 3186, by including a new section (§ 5)
into the German Leniency AcK(onzeugengesetz, KrongG-or a discussion on further potential
extensions, as well as on arguments brought aghi@gtrovisions, see Schliichter (1997).

120 Meyer (1976), at 27.

121§ 55StPO.

122 pid.

123 Meyer (1976), at 27.

124 Kilhne (2006), at 464.
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risk, the witness needed extensive, long-term ptiote after giving testimorly® which
the state was not always able to provitfeFurther, it was questionable whether a
witness turning Queen’s evidence was still creddode reliable. Such a witness was
highly motivated to lie, in order to enjoy the pieges offered by the programme, and
the motivation to incriminate his former accompdiogas even greater since this was
the outcome expected by the authoritfésTo minimise such risks, the information
provided by the witness turning queen's evidencaulshbe limited to objectively
controllable informatiort?® Finally, the lenience programme was said to béiaent,
and by 1997 there had indeed been very few casies application® Since 1999, the
provisions have not been renewed, but offence-Bpeailes on witnesses turning
Queen’s evidence still apply. More recently, unttherimpression of the Septembef"11
attacks, and the continuing lobby for the leniepoggramme, the Minister of Justice
has presented a draft bill regulating leniency ageaeral rule, embedded in the
sentencing statutes (§ 86GB.™°

3.3.3.Fin de siécle of privacy? Combat of organised crime and
terrorism combined

At the beginning of the 1990s, after the re-untima of Germany, criminal law politics
also started to focus on organised crime and mghty extremism, but terrorism
remained an issue at this time. On 27 June 19@3phcial anti-terror uneSG-9had
persecuted two suspected terrorists of the RAF f§snh Grams and Birgit Hogefeld,
in Bad Kleinen Northern Germany. One police officer, Michael Neslla, and Grams
were shot and killed in circumstances that wers than cleat®! The incident became
a scandal as considerable defects overshadowedethging of evidence. Grams’
parents went to Court suing the German Governnmanthie Killing of their son, but
neither the German Constitutional Court, nor theogaan Court of Human Rights
confirmed their allegations that their son had bdehberately killed by the police
officers*2On 20 April 1998, the RAF officially declared thelissolution.

Acts for the combat of organised crime were adoptet992:** 1994134 and 19983°
During this time, police observation powers wergeaged. A highly controversial

125 bid.

126 The problems are discussed in more detail by Lanfir889).

127 See Kithne (2006), at 464. For example, in théahataseBrusca’?’ several witnesses contradicted
each other by blaming the other one, and thus aa#ntundermined completely the truth finding
process. (Schluchter (1997), at 67).

128 K{ihne (2006) ibid.

129 Eor both arguments with further references, sédiShter (1997), at 66 et seq.

130 Albrecht (2006). A critical comment on the proposell (and on the newly introduced § 12StGB

is given by Maurer (2001).

131 As the bullet entered Grams’ head from very shtistance, it remained unclear whether he had
committed suicide, or had been illegally executedybe in revenge to the deathNswrzella

132 ECtHR, Grams v Germanyecision of 5 October 199®Bundesverfassungsgerictdecision of 17
July 1996, case 2 BvR 981/96. See also the CommyenitdVassermann (1993); DER SPIEGEL (1993):
Bad Kleinen: "Das gehdrt zu den Todsiinden". Ubét&ein der Spurensicherung

133 The first and most bulky Act introducing these swgas was théct for the Fight Against lllegal
Drug Trafficking and other Manifestations of Orgamsied Crime of 15 July 1992 Gesetz zur
Bekampfung des illegalen Rauschgifthandels und rendErscheinungsformen der Organisierten
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issue was the electronic acoustic observation witlemes, labelled as the 'big bugging
operation' groRer Lauschangriff)>® which eventually led to an amendment of the
German Constitution.

Also of constitutional impact was the amendmerth Eaves Dropping Act of
1968. In June 2001 Art. 10 of the German Constitufjprivacy of correspondence,
posts and telecommunications) was further resttritiheough the amendment. At the
same time, secret services procured more obsenvptiwers. Of the several intrusive
measures adopted during the 1990s, only the modtros@rsial ones, i.e. the grid
search Rasterfahndung the bugging operationd_guschangriff and the use of
undercover agents and private informers, will lsedssed.

3.3.3.1. Grid search Rasterfahndung)

Grid searclt’ means that police and prosecution services sezediain databases
containing the personal data of a large proportidnthe population (mainly non
suspects), by applying specific criteria that sospéypically meet. These criteria are
indiscriminately applied to all personal data, aimda second step, those persons who

Kriminalitat, BGBI I, at 1302. For a brief overview, see Weis (1993)e Act was mainly directed
against organised drug trafficking, as this crimed hncreased in recent years. Among the new
investigation measures were the so-called gridched® 98a and § 98BtPO (Rasterfahndupgthe
request for observation, § 16380 (Ausschreibung zur Beobachtynthe long-term observation by the
police (8 163fStPQ, the use of technical devices (e.g. for the irgation of telecommunication) (88
100a-cStPQ, as well as the use of under-cover agents (§ EIB§). These measures are discussed,
from a comparative perspective, by Gropp (1993)aiAgthe need to provide legal bases for these
intrusive measures goes back to the Census Deaididine Bundesverfassungsgericbf the 1980s (
Gropp (1993), at 406). All these measures wereicqudatly controversial as they constituted
encroachments of the people's privacy. They hashdir been used in practice for some years, lacking
any legal basis, and were now considered as untugimtal, unless legally regulated. Thus not tise u
of these methods, but rather its legislative matdficon, setting out requirements and limitatiomsre
new.

13 The second Act was the Fight against Crime Act rafimgy the G10 Act
(Verbrechensbekampfungsgeyetd 28 October 1994BGBI. 1, at 3186), for which the acoustic
observation within private premises was again dised, but eventually rejected (see below at 3.3,3.2
and the leniency programme was extended to seergices. Moreover, the powers of the Federal
Intelligence Service Rundesnachrichtendienstwere extended, with regard to the recording of
telecommunications in the course of the so-callegategic monitoring of international
telecommunications, i.e. automatic monitoring inelegent of any suspicion (described by Kihne
(2006), at 229, as "electronic vacuum cleaner'jval as the use of personal data obtained theratly a
their transmission to the authorities. In this eomit Kiihne (ibid) remarks the apparent inefficienfyhe
measure, referring to a number of 13.419 faxelexés between July 1997 and April 1998, out of Wwhic
only four were further used.

135 Act for the Improvement of th€ight against Organised Crimeof 4 May 1998 Gesetz zur
Verbesserung der Bekdmpfung der Organisierten Kwlitét, BGBI. |, at 845, in force since 8 May
1998). By this Act, the heavily discussed buggingeration within private premisesgroflier
Lauschangriff was finally adopted.

1% See below at 3.3.3.2.

137 A thorough overview on this instrument includinéggal discussion, in English language, is given by
Achelpdhler and Niehaus (2004). (The article presexctually a translation of their earlier article
Achelpdhler and Niehaus (2003)). The German tdRasterfahndurigwas translated in Achelpéhler’s /
Niehaus’ article as “data screening”. Nonethelasthe present study, | preferred the translatibfgod
search”, as this translation comes closer to tieeali meaning of the word. ‘Grid search’ may besles
intelligible, but so is Rasterfahndung'for Germans unfamiliar with the concept. By tratisig
“Rasterfahndurigwith ‘grid search’, | followed the translation dkau (2004)). Rasterfahndury a
Jrastrum” (lat.) is a rake, by which disorderedntis can be sorted or separated. Achelpéhler and
Niehaus (2003), at 49, note 1. For details on tieegparch, see Kiihne (2006), at 312.
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meet the criteria are selected and thereby becaospests. From the perspective of the
rule of law, it is problematic that, by this measua large number of non-suspects are
investigated®® The measure had already been used during the o RAF, but
only obtained an explicit legal basis in 1990, wtika respective regulations were
introduced into the police laws of the differentddeal states (thus, concerning
preventive police law)® In 1992 a similar regulation was also introducet ithe law

of the federation (thus for repressive, not preivenpurposes), by adding § 98a and §
98b to the Code of Criminal Procedure.

The grid search had been successfully used in #i@slas an instrument to
identify apartments and other locations used auueated by suspected members of the
RAFX |n the aftermath of the Census Decision of Bundesverfassungsgericht
clear legal basis now became indispensable. ThestDational Court held that the
collection of data already, but also further datacpssing, constituted an encroachment
of the right to privacy (right to auto-determinatiof personal data, Art. &G) and
hence need a concrete legal basis, outlining tqainements and the scope of the
encroachment. As 88 94, 160, 161, and $@30did not meet this criteria, the use of
the grid search was in fact for many years, naraahjl the adoption of these specific
regulations, unconstitutionat

The provisions adopted in the regional police lafvthe Landerin the 1990%"
allowed police and prosecution services to acagsgmation systems from private or
public institution$*®in order to search their databases.

Through the Act of 1992, similar provisions wereluded in the Code of
Criminal Procedure (§ 98a,3tPQ** governing the repressive use of grid search. The
grid search under this provision requires the cossian of an offence of ‘considerable

138 Baumler (2001), at 780.

139 See, for instance, § 31 of the Police Law of Ndrthine Westphalia of 1990. Until the specific
provisions were adopted, police and prosecutionices based the grid search on § 163 (1), § 161, §
160(1) StPO (regulating the prosecution’s general obligationirtvestigate, and conferring powers to
prosecution and police facilitating these invedtages, including the request for information frombic
authorities), interpreting these provisions as aegal authorisation claus®. If the data was not
voluntarily provided, the police confiscated ityaking § 94(1)StPO(providing for the confiscation of
items that may be relevant evidence). Both legakba § 160, 161, 163tPOas well as § 9&6tPO—
were insufficient to allow such an intrusive measais the grid search. It was especially doubtful
whether § 945tPOsufficed as a legal basis, as the relevance oftlence obtained by grid search was
not at all certain. (Baumann (1986), at 496).

190 police knew that clandestine RAF members rentedtaents for certain periods of time, and that
they paid the bills, including electricity billsitieer in cash, or not at all. Therefore, the Feld®ffice of
Criminal Investigation Bundeskriminalamt, BKAdecided to search customer data of the Hamburg
Electricity Works Hamburgische Elektrizitatswerkeapplying the “grid” of bills paid either in cash

by the respective landlord. These data were thewched with the names registered at the town hall, i
order to remove from the data the names of peradmwsreally existed. The remaining data consisted
then of ‘wrong names’, under which certain aparttmevere registered. These apartments could now be
monitored with the ordinary observation methods.

1“1 Rogall (1985), at 20 et seq.

142 Except for the police laws of Lower Saxony and I8shig-Holstein, the regional police laws
provided for the possibility of a grid search. Aogooverview on the individual police laws is prosttl

by Bausback (2002).

143E g. credit card companies, telephone compariesalsservice administration, housing agencies, etc
1% See also the so-call@htenabgleich(data matching), § 98 $tPQ which differs from the grid search

in that the source of information is not an extématabase, but an internal one, thus an informatio
system based on data collected by the police gprigecution itself.
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significance’ {on erheblicher Bedeutupghat belongs to one of certain enumerated
areas of criminal law (e.g. state security, orgashisrime, etc.). It needs to be ordered
by the judge, or, in the case of imminent danggithle prosecutor.

The measure, which is still in force, has beeniotsi#éd for violating the
principle of proportionality, as the privacy of arge number of innocent people is
infringed, for the sake of identifying a few susgseé® Moreover, the presumption of
innocence is undermined if the police are authdrisecarry out intrusive measures on
innocent people who have not given any reason tsuspected®® In addition, the
practical necessity of the measure is doubted:pite 2of the seeming need of this
legislative measure, the grid search was in fatimplemented during the years prior
to September 12001'*” Nonetheless, the grid search was revived in Geynian
20011

3.3.3.2. Bugging operations

With the Act of 1992 the new 88 100c, 108tPOoffered the possibility of technical
(optical and acoustical) observation to fight oigad crime, but only in pubfi¢’
places. These provisions were known as the ‘smadjgimg operation’ der kleine
Lauschangriff; literally: ‘the small eavesdrop attack’), while thdig bugging
operation’ er grol3e Lauschangr)ffwhich included the possibility also to recor@ th
words spoken within private rooms, was discussatfibally rejected. Only two years
later, the 'big bugging operation’ was discussedhaduring the negotiations for tihet
for the Fight against Crime(Verbrechensbekampfungsgeyeti 28 October 199%7
but eventually collapsed due to constitutional ablss™* The planned extension of the
intelligence services' powers in this field was jeab of a constitutional complaint
lodged in November 1995 with the Federal Consttdl Court. The applicants alleged
that certain provisions of the Fight against CriAwt went against their fundamental
rights, notably the right to secrecy of telecomnsations (Art. 10 of the German
Constitution), the right to self-determination retsphere of information (Art. 2(1) and
Art. 1(1) GG), freedom of the press (Art. 5(GG) and the right to effective recourse to
the courts (Art. 19(45G). In its judgment of 14 July 1999, the Federal Siuational
Court partly allowed the first applicant's conditnal complaint, holding that certain
provisions of the Fight against Crime Act were imgatible or only partially
compatible with the principles laid down in the ®en Constitutiod>? It fixed a

195 Schafer (2003a), at 271 et seq; Albrecht (2086)6.

196 A thorough analysis as to the legality of one tgfehese measures, § 98tPO (Datenabgleich),
where the collection of personal data to be seardh not provided by (external) public or private
institutions, but by the police itself, is offerby Siebrecht (1996).

147 See the Decision of tHeundesverfassungsgericishise 1 BVR 518/02, at 4; see also Lisken (2G62),
515.

18 See below 3.4.3.

149 private rooms were then protected under Art. 18hefGerman Constitution, which precluded any
intervention within private premises.

130 Act for the Fight Against Crimé3GBI. |, at 3186, in force since 1 December 1994.

11 See, in particular, Art. 13 of @G, which protects the inviolability of the home. Fodigcussion on
the constitutional objections, see Raum and Pa#84)L

%2 The Federal Constitutional Court found that inpitssent version, § 3(4) of the Act was incompatibl
with Art. 10 and Art. 5(1), second sentence, of @anstitution. It found that the provision did not
contain sufficient safeguards to guarantee thatqmed data which were not destroyed or deletecamgb
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deadline of 30 June 2001 for the legislature tmdthe situation into line with the
Constitution. On 29 June 2001 a new version ofGHED-Act entered into for¢&’ and
the G 10 Act in its version as amended by the Fagfainst Crime Act of 28 October
1994 ceased to apply. However, whether the ame@d&d-Act was constitutional has
again been subject to dispute, since besides thendments required by the
Constitutional Court, other provisions have beerdead which allow for the
interception of international telecommunicationssituations not considered under the
previous regulation®*

The Fight against Crime Act of 1994, as interpretdd/ the
Bundesverfassungsgerichtas challenged before the European Court of Humght&
in Weber & Saravia v Germarly® The applicants claimed that certain provisionthef
Act violated their right to respect for their priealife and their correspondence as
protected by Art. 8 of the Convention. They alsteteon Arts. 10, 13, ECHR. The
Strasbourg Court dismissed all applications, asrisidered the interferences with Arts.
8, 10 and 13 were justified.

The legislator eventually allowed the technicalicgitor acoustical observation inside
private houses in 1998. The amending Act to $tBO was called théAct for the
Improvement of the Fight against Organised Crinté 4 May 1998:°° In order to be
able to adopt such a provision, the legislatoramy amended provisions of the Code
of Criminal Procedure (88 100c,StPQ, but it also changed Art. 13 of the German
Constitution, which guarantees the inviolability the homée?>’ The severity of this
change becomes clear in view of Art. 79 of the @tutgn, under which amendments
of the Constitution require the majority of tworths of the members of tHeundestag
and two thirds of the votes of tlBindesrat The German Constitution is therefore very
rarely amended. In spite of this foresighted amesmimthe Constitutional Court still
found in its Judgments of 3 March 2004 that th@eesve provisions (88100c,3tPO

unnecessary for the purposes of the Federal lgegitie Service would be used only for the purposes
which had justified their collection. Furthermorthe provision also failed to comply with the
identification requirements flowing from Art. 18G. In addition, there were insufficient safeguards t
guarantee that the Federal Intelligence Serviceldvonly use such data as were relevant for the elang
listed in § 3(1). Such safeguards should also enthat the Federal Intelligence Service would take
account the important concerns of non-disclosuresafrces and confidentiality of editorial work as
protected by the freedom of the press under Att) 6f the Basic Law. The court ruled that, pendimg
entry into force of legislation in compliance witte Constitution, § 3(4) was to be applied onlyhié
data were specially marked and were not used fgggses other than those listed in § 3(1). (citednfr
the Judgment of the ECtHRVeber & Saravia against Germanpecision of 29 June 2006 (application
no. 54934/00), at para. 23).

193 Gesetz zur Neuregelung von Beschrankungen des,BPie$t- und Fernmeldegeheimnisseb,26
June 2001, BGBI I, at 1254, 2298, amended by the Act for the Camlof Terrorism
(Terrorismusbekdmpfungsgegeatf 9 January 200BGBI. 1, at 361).

% Gusy (2005), at 1017, with further references.

1%5\Weber & Saravia against Germariyecision of 29 June 2006 (application no. 5498}/0

1% Gesetz zur Verbesserung der Bekampfung der Orgateisi Kriminalitat (VerbBekOrgKis BGBI. |,

at 845, in force since 8 May 1998.

57 This was done by the Act Amending Art. &8 (BGBI. I, No. 19), which came into force on 26
March 1998.
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were unconstitutiondf® and that the legislator had to restore the cariitital
situation by 30 June 2005, at the lat83The Court held that eavesdropping on private
premises complied, in principle, with constitutibmaquirements, but that statutory
requirements needed to ensure absolute protectibnthe core of private
communication, which the respective provisionsefailto guarantee. The German
legislator reacted and amended the respective o0, taking the requirements set
out by the Constitutional Court into accodfftBesides the constitutional issue, it is
still controversially being discussed whether tlugding operations can be considered
as useful and reasonable also from a criminalipicspectivé®® Kithné® raises
several doubts. In practice, mafia bosses will evh@ measure of eavesdropping, by
simply discussing sensitive information outsiderth®mes. Moreover, the association
with eavesdropping practices of totalitarian stadless not particularly advertise an
extensive application of the measure.

3.3.3.3. Undercover agentserdeckte Ermittler)

Undercover agents are police officers who invesgtigander a different identity, cf. §
110a (2)StPQ™3 Their false identity should enable them to indite criminal gangs
and organised criminal networks in order to procaxédence that would not be
obtainable with traditional methods. The undercosgent is authorised to approach
other people and to enter private premises undggudie. He may deceive others as to
his true identity. As in the case of the grid skaran offence of ‘considerable
significance’ must have been committed to warrhatuse of an undercover agent. The
use of the undercover agent requires, in principldy the consent of the public
prosecutorr® The disputable question whether the agent shallloeved to commit
certain 'typical' crimes of the milieu, in orderr@main unsuspicious, has deliberately
not been regulated by the legislator, with the egaognce that the commission of
crimes remains illegal for the agefit. The use of undercover agents encounters several
legal problems, such as the circumvention or nésétéon of the basic rights of
suspects (e.g. the right to remain silent, thetrigi to incriminate oneseltf® § 110c
StPOallows the undercover agent to enter private mesjiprovided that the owner of

138 Bundesverfassungsgericitudgments of 3 March 2004, 1 BvR 2378/98 and R B084/99, NJW
2004, 999.

139 potential consequences of this Judgment are cotaéed by Warntjen (2005).

180 5ee Act of 24 June 200BGBI. |, at 1841. See also Kithne (2006), at 302 et seq.

181 1bid. at 305, with further references.

192 |pid.

183 They are to be distinguished from private inforr@tsersonen)i.e. private persons who can also act
under a different identity for the purpose of hetpithe police, by provoking crimes or infiltrating
criminal groups. Their use is not regulated byudigtand § 110a(ZtPOcannot be applied in analogy
(BGHSt41, 42). Nonetheless, the German Federal Coulttistice accepted the use of private informers
(BGHSt41, 42). This is worrisome, since police men &lap act as private informers, and thereby evade
the restrictions provided under § 110a82pO(Kiihne (2006), at 307).

% However, if the undercover agent investigatesrasjai certain determined suspect, or if he needs to
enter private premises, the judge also needs teetito the measure.

1% Gropp (1993), at 421.

186 Albrecht (2006), at 19.
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the home consents. This provision is also problemaith respect to Art. 13 of the
German Constitution (inviolability of the homey.

The necessity of legislating for the use of und®rec agents was discussed by
the European Court of Human Rights in the Casé.iafi.'°® While the European
Commission considered the actions of the underrcagent as interfering with the
right to privacy and thus required a special jusation, pursuant to Art. 8(2) ECHR,
the Court did not consider the right of Art. 8 te biolated"®® Notwithstanding, in
Teixeira de Castrothe Court found that the use of undercover agestagents
provocateursconstituted a violation of Art. 6(1) ECHR® However, the German
Federal Court of Justice was of the opinion thaséh principles did not apply to
German law, since the European Court left it uphtodiscretion of the Member States
how to avoid a violation of the Conventibf.Yet this logic cannot be applied here: In
the case offeixeirg the Strasbourg Court held that the violation gdravision under
the Convention brought about a concrete legal apresece, and this legal consequence
directly derived from the Convention and not froatianal law. Therefore, if Germany
had been the respondent, the Strasbourg Court wuale deduced the same legal
consequenc¥? In addition, the inadmissibility aigents provocateursas also stated
in Vanyan v Russi&®> where the Court held that "such intervention arsduise in
criminal proceedings may result in the fairness tloé trial being irremediably
undermined *"*

One of the reasons why other countries rejectdlea bf undercover agents is
the high risk for the agent himself. Hence, Denngidcknot want to expose their police
men to such an extreme risk, which, in some cases.amount to risking one’s own
life.*"

3.4. Post September 11" Anti-Terror Legislation

The events of September™Lhad a great effect on the German legislator. Withie
subsequent six months, two large legislation pagkagere passed, which were

187 f it does not encroach Art. 13G at all, the provision may be considered as carital. However,

if it does encroach Art. 183G, such encroachment is not constitutionally justififor it does not comply
with the requisites of Art. 13(25G. Moreover, the obligation to cite affected fundawaé rights,
enshrined in Art. 19 GG, is then violated, sincé1®c StPOmakes no reference to a potential effect on
Art. 13 GG (Schéafer (2003b), at 666 et seqq.)

188 ECtHR, Judgment of 25 June 1992di v Switzerland application no. 12433/86.

19 Gropp (1993)at 422.

70| this case, two undercover agents had askedppkcant, Teixeira de Castroto sell them 20 grams
of heroin. When the applicant obtained the heraid was about to sell it to them, they revealedrthei
identity as police officers and arrested him. Theasbourg Court held thathe two police officers’
actions went beyond those of undercover agentsusecthey instigated the offence and there is ngthin
to suggest that without their intervention it wolldve been committed. That intervention and itsiuse
the impugned criminal proceedings meant that, riffoin the outset, the applicant was definitively
deprived of a fair trial. Consequently, there hagb a violation of Article 6 § 1{(ECHR, Judgment of 9
June 1998Teixeira de Castro v Portugahpplication no. 44/1997/828/1034, at 39).

"1 Decision of 18 November 1999, case no. 1 StR 221/9

172 Kiihne (2006), at 309.

173 Judgment of 15 December 2005 (application no0S&Mm).

4 Ibid. at 47.

17 Gropp (1993) at 429.
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labelled as Anti-Terror-Packet or Security Packa@icherheitspak@t’™® Unlike
previous anti-terror laws, these legislative unalarigs were no longer restricted to
criminal law and the criminal procedure, but codeseveral branches of law, such as
the law governing private associations, asylum arahs law, secret services’ statutes,
laws governing identity cards and passpoariger alia. In total, seventeen different
statutes and six statutory orders were chanfgedoreover, the grid search was again
applied. Other changes concerned, once more, thec@ption of telecommunication,
substantive criminal law, air security, and isstetated to data protection.

3.4.1. Security Package |

On 19 September 2001, only eight days after theclatton the Twin Towers in New
York, the German Government approvedfirg anti-terrorism package The package
abolished the so-called 'religious priviled&eligionsprivileg) and criminalises the
formation of terrorist organisations based abroad.

The religious privilege was until then stipulateddaer § 2(2)(3) of the Act
Governing Private Associationd/dreinsgesetz, VereinsGThe privilege basically
meant that religious or ideological associationsreweexempted from being
prohibited!”® even when they conflicted with criminal laws ortlwthe constitutional
order, or concepts of international understandamy uaranteed under Art. 9(@)5).
Religious and ideological associations were exedhfitem this prohibition because
they enjoyed special protection in the light ofitle®nstitutionally guaranteed freedom
of religion and conscience (cf. Art. @G). By abolishing this principle, religious or
ideological associations can now also be prohibifEte abolition of the religious
privilege came into force on 8 December 268 Immediately afterwards, the German
Minister of the Interior banned the Turkish IslamgioupKalifatstaat(Caliphate State)
and a Dutch sister foundation, théenaar aan Islan{servants of Islamm®°

The criminalisation of terrorist organisations hsdroad was brought about via
a new § 129t5tGB® which extends the application of §13GB (formation and
membership to a criminal organisation) and § 128aB(formation and membership to
a terrorist organisation) to those groups locatead!®? Interestingly enough, while
coevals now welcomed the amendment, in 1986 suplowsion had already been
considered, but rejected for constitutional, pcadtiand legal reasons, by the former
Attorney General Kurt Rebmartf®

7 The packages were also called "Otto-Katalog",rrizfg ironically to the Minister of Interior Affasr
responsible for the Acts, Otto Schily.

17 A yet more thorough overview in English languagieriovided by Rau (2004).

178 Cf. § 3VereinsG.

179 Erstes Gesetz zur Anderung des Vereinsgesetze$. \ezember 200BGBI. |, at 3319.

80 Rau (2004), at 327.

'8l vierunddreiRigstes Strafrechtsanderungsgesetz29% $tGB vom 22. August 2002, BABAt 3390.

182 This amendment was only partially based on th®tettacks of September %:1it also implemented
European law requisites. In December 1998, the €ibwih the European Union had adopted a Joint
Action to ensure that involvement in a criminal amgsation based in a EU country or carrying oeggil
activities there could be prosecuted in any EU Mentitate (Joint Action 98/733/JHA of 21 December
1998, adopted by the Council on the basis of Ar8 &f the Treaty on European Union, on making it a
criminal offence to participate in a criminal orgaation in the Member States of the European Union,
0J 1998 L 351/1).

183 Rebmann (1986), at 291.
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In addition, 8§ 129&tGB (foundation and membership of a terrorist orgdiosa
was modified. The criminal act of ‘advertisingvérber) is now restricted to the
advertising of other members or supporteMitdlieder oder Unterstitzgr The
declared purpose of this amendment was to takeuatas the freedom of expression
and limit criminal liability of advertising actsn iparticular, to exclude advertising for
the mere purpose of engaging sympath#sripathiewerbund®*

3.4.2. Security Package I

The second security package was also calletdfor the Fight against International
Terrorism.*® It came into force on 1 January 2002, with thetfifraft having been
presented on 2 November 2001. Considering the anajuagal changes this package
includes, the time needed to adopt the changessh@skingly short. The limited time
for drafting the Act, in combination with the amaduwf changes it involved, suggest
that the legal amendments had already been prepafece the attacks of September
11" however, they were not proposed earlier as theuldvnot have found the
requisite parliamentary majority without the 'ag@gted circumstances' of a terrorist
attack. The Act was adopted in direct responsédaattacks of 11 September 2001. It
aimed to improve and support the work of the ségwuthorities, in order to ensure
that terrorist activities could be detected befang harm could be done. By means of
this Act, the competences of the intelligence sswiand the federal police agencies
were broadened. They have been conferred withereatvers to request information
on various issues (movement of finances, teleconwatian, post and air traffic...)
from a number of public or private institutiof.The extension of the powers of the

184 Cf. also the Decision of the German Federal Cofittustice Bundesgerichtshifof 16 May 2007,
case no. AK 6/07 and StB 3/07, where the Courtraied that since this legislative amendment, the
advertising for terrorist organisations such as @dida, the justification of their goals and the
glorification of criminal acts committed by themncao longer be considered as ‘support’ to a testori
organisation, and can only be considered as ‘aduagt if it can be proven that the advertising was
aimed at recruiting new members or supporters.

185 Gesetz zur Bekampfung des Internationalen TerrarssnTerrorismusbekampfungsgesett 9
January 2002BGBI. |, at 361.

1% The tasks of the authorities for the Protectiorihef Constitution Bundesverfassungschutzbehéiden
have been extended, by including now also the tlutyather and evaluate information on ‘endeavours
that are directed against the idea of internatiomalerstanding’ (Art. 9(25G; see new 8§ 3(1)(4) of the
Federal Constitution Protection ActBundesverfassungschutzgegethis new duty goes along with
new conferred powers: under certain conditionsathtborities are now authorised to request infoignat
from a number of public or private institutionsg(icredit institutes, financial service institutipfinance
companies, postal service providers, aviation camgsa and companies providing telecommunications
services and teleservices) on bank accounts, attamlders and other authorised persons, monetary
transactions and investments, circumstances irradggapost and air traffic, and data relating te tise

of telecommunications services and teleservices riggv § 8(5) to (8)Bundesverfassungsschutzgesetz
Furthermore, the authorities for the Protectiothef Constitution may also use so-called 'IMSI-Caish
which facilitate the localisation of mobile phonas, well as the determination of the respectivenpho
numbers and phone card numbers (Rau (2004), at S&8)larly, the tasks and powers of the Military
Counterintelligence Servicalitarischer Abschirmdienst, MADhave been enlarged. Additionally, the
Military Counterintelligence Service may also resfueompanies providing telecommunications services
and teleservices to pass on information on dattingl to the use of telecommunications services and
teleservices (see new § 10(3) of the Military Ceuntelligence ServiceAct (Gesetz Uber den
Militarischen Abschirmdienst, MADG)Under certain conditions, the Military Counteeliigence
Service may transmit personal data to other agenmieinstitutions (New § 11(1IMADG). Similar
powers have also been granted to the third Germtalligence service, the Federal Intelligence Servi
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German intelligence services has been criticisecadademic writings for further
blurring the constitutional distinction betweenipelagencies and intelligence services,
known in Germany asTtennungsprinzip(principle of separatior’:’ This principle is
based on historical experience: Both under Hitlezgme in thelThird Reichand in the
Totalitarian Regime of the former Eastern Germdhg, state obtained total control of
its citizens precisely by combining the forces etret services and police. To avoid
such a situation, the principle of separation piesia fair control of state powéF.

Additionally, legal changes were introduced in tae/s governing the prevention of
sabotage by personnel, the area of computer-adsdatifications of persons, and
civil aviation and energy law. Modifications to threspective Acts on Passports
(Passgesetzand Personal ID Card®érsonalausweisgesgtiaave led to the inclusion
of biometric features in identity documents.Since 2007 passports additionally
contain digital fingerprints of their owné&f’ These amendments seem to actually target
illegal immigration rather than terrorism. Forgemkpports present a serious problem in
the fight against illegal immigration; unconspicsderrorist sleepers with no criminal
records will have little reason to forge their itdgn papers. Moreover, a large
proportion of the second Security Package contamendments to the law governing
asylum and aliens. Of special significance arenié grounds for refusal of residence
approvald™ and expulsiof?? introduced into the Aliens ActA(islandergese}z Also,

(Bundesnachrichtendienst, Bl)\Dsee new 88 2(la), 8(3a) of the Federal Intallige Service Act
(Bundesnachrichtendienstgesetz, BNDRurther, the responsibilities and powers of Fleeleral Border
Guard Bundesgrenzschutz, Bz8re extended. For instance, the BGS is now aliovee carry out
identity checks (cf. 8 22(1)(3) of the Federal Bardsuard Act- Bundesgrenzschutzgesetz, BGSG).
However, the control is limited to documents thepesctive person is carrying on him/her. With respec
to this power, it is important to know that in Gemmy, there is no general obligation to carry
identification documents. (Rau (2004), at 333, ridt&.) Again, this measure may conflict with thghti

to privacy reiterated by thBundesverfassungsgericsince 1983. The duties and powers of the Federal
Office of Criminal InvestigationBundeskriminalamt, BKAhave also been expanded. For example, the
BKA is now empowered to collect autonomously dat § 7(2) of the Act of the Federal Office of
Criminal Investigation Bundeskriminalamtsgesetz, BKA®ut only for the purpose of ‘complementing
existing factual findings'Aur Ergdnzung vorhandener Sachverhglte

87 See Roggan and Bergemann (2007), at 876 et sefjtha references cited by Rau (2004), at 330.
Whether this principle of separation is enshrinedhie Constitution (either deriving form Arts. 7}(1
87(1), (2)GG, or deriving from the separation of powers estigdd under Art. 20(2BG, see Gusy
(1987), at 45) is a matter of controversy. Histaltic it can be derived from the Allies' "policettier"
(Polizeibrief der Alliierten),which established the separation between police sautet services.
However, the letter itself enjoys no constitutiostdtus. Some argue thapplicitly, its contents were
included in the German Constitution, since Art.18¢) of the Constitution distinguishes between the
Federal Border Servic®G9 and the Federal Criminal Offic8KA), on the one hand, and the Federal
Office for the Protection of the ConstitutioBundesamt fiir Verfassungsschuim the other. While the
police forces have certain executive tasks, theesservice is restricted to the "collection of doents"
(Roggan and Bergemann (2007)). The Federal Cotistial Court refers to the police letter, invokiag

a possible constitutional basis the principle @& thle of law RechtsstaatsprinZjpthe principle that
Germany is a federal statBundesstaatsprinzjpand the fundamental rightSiundrechtg, cf. BVerfGE

97, 198 (217) -NVwZ1998, 495 (497). In any case, the principle ofasaton is of great importance in
German legal policy (Walter (2007), at 5).

188 Kilhne (2006), at 223, with further references.

189 See the new § 4(3) of the Passport Act; the négof the Personal ID Card Act.

1% see Amending Act to the Passport Act, of 20 JA9RGesetz zur Anderung des Passgesetzes und
weiterer VorschriftenBGBI. |, at 1566). For details see Hornung (2007).

91 Under the new § 8(1)(5) of the Aliens Act, the rgiag of a residence approval
(Aufenthaltsgenehmiguh@gan be refused on the ground that the concereesbp ‘endangers the free
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the possibilities for protection from deportatioavie been reducéed Other provisions
concern the collection, storage and processingeo$gmal data of foreigners. In this
context, registers of foreigners require the lattervoluntarily disclose indications
concerning their religionr'?* Such a provision has direct effects on the freedsm
religion, including the freedom not to disclose ‘'sneligious believed® Finally, the
possibility to prohibit aliens’ associations, whibhd already been opened by the First
Security Package, has been further extended thriegbecond packad®

The Security Package Il contains a sun-set claugs Art. 22. According to section 2
of this provision, the amendments of the Acts camog the three German intelligence
serviced”” as well as other provisions regarding securityises and federal police
should only be effective until 11 January 2007. phdiamentarian control panel of the
GermanBundestagParlamentarisches Kontrollgremium des DeutschendBatages)
evaluated them before the elapse of this time géffoThe evaluation report resulted
in the general approval of most measufésiowever, the evaluation itself encountered

democratic basic order or the security of the Fald&epublic of Germany [...]. The ground is
formulated in a rather blurry manner. It is leftclearwhich concrete indications may manifest that the
free democratic basic order is at stake.

192 Thus under the new § 47(2)(5) of the Aliens Aatatien shall regularly be expulsed ‘if he or she [

in the course of an interview which serves to §jamservations regarding entry or continued resige
fails to reveal previous stays in Germany [...] ainfahes false or incomplete information on key f®in
regarding links with persons or organisations whownbich are suspected of supporting international
terrorism.” As Rau notes, given that contacts terimational terrorism do not need to be proven, the
proportionality of the provision may be doubted®gu (2004), at 355.)

193 Thus the protection against deportatiddgchiebunghas been reduced in the situation where there
are ‘justifiable grounds to assume’ that the al@s committed a certain (serious) crime (see new §
51(3)(2) of the Aliens Act). Before, the protecti@gainst deportation was only suspended if the
foreigner was convicted by a Court, and sentendddat least three years of imprisonment. By virbdie
the amended provision, the protection can alreadguspended if th@ssumptioris justified (on serious
reasons) that the foreigner has committed a criganat the peace, a war crime or a crime against
humanity, (...) within the meaning of the respectimternational treaties. In the situation where the
deportation of an alien implies a deadly peril fdm or her, the suspension of the protection agains
deportation could violate the protective obligatiaf the State under Art.GG, Art. 3 ECHR, as well as
the human rights prohibition of refoulment (Art. &:neva Convention) (Nolte (2002) at 577 (citing
Denninger’'s Opinion for the Hearing before the iIn@mmittee of the Parliament, of 30 November
2001, at 5 $tellungnahme zur Anhérung vor dem InnenausschesBT).

194 gee, for instance, § 3 No. 5 of the Foreigners’' nt2¢ Registration Act
(Auslanderzentralregistergesetz, AZR@ad in conjunction with section I, no. 4, colurA (h) of the
annex to théAZRGimplementing regulation.

195 A profound analysis of this freedom in the lighitrecent counter terror legislation in Germany is
given by Globig (2002).

19 Cf. the amended § 1¥ereinsG This has been done by adding more grounds jirsgifine ban, inter
alia when the public order may be affected by s$soaiation. Only foreigners from outside the Eueope
Union fall within the scope of this provision (&.14(1)(2)). Under Art. 14(1)ereinsG associations,
whose members or leaders are entirely or predontynaliens (aliens’ associations), can also be bdnn
under the preconditions set out under paragrajm &jdition to those grounds enumerated in Art),9(2
Grundgesetz. Associations of which the membergsaxidrs are exclusively or predominantly citizens of
a Member State of the European Union, do not gualfaliens’ associations.

7 Bundesverfassungschutzgesetz, MAD-GesetiBND-Gesetz

198 Art. 22(3) of the Act for the Fight Against Terism of 9 January 2002 (see above note 184).

19 The report concludes: ‘The evaluation has maiolyficmed the legislative decisions; in single issue
further possibilities of improvement were shown.[..(Pie Evaluierung hat die gesetzgeberischen
Entscheidungen ganz (berwiegend bestéatigt, zu leeze Punkten aber auch weitere
Verbesserungsmdoglichkeiten aufgezeigt.[...]). The orep is online available  at:
http://www.cilip.de/terror/eval_tbg_11052005.pdfetrieved onhttp://www.cilip.de/terror/gesetze.htm
last visited on 1 October 2008).
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some criticism both in the expert hearings in Rarknt®® and in literaturé®* In spite

of the critics, the sunset-clause was removed ays thefore the time period expired, by
means of theAct Complementing the Act for the Fight against Terism, of 5
January 2007%% In addition, the Complementing Act has once maxeereled the
powers of the Security authorities, in particulaithwrespect to the gathering of
information.

3.4.3.More grid search and "forefront investigations" under police
law

The attacks of 11 September 2001 also triggeredetieal of the grid search. New
legislative bases for this old measure were intcedy which allowed for both its
preventive and repressive application. The metleeingd at first useful to identify so-
called ‘sleepers’, i.e. unidentified members ofdest organisations who had not been
engaged in any criminal activity until now, but wivere ready to commit a terrorist
attack anytime. Whilst before 2001, under polioe, lthe preventive grid search had
only been possible in the situation of ‘imminenhder’ (@egenwartige Gefahyr many
federal states relaxed this requirement. For icgtaim the state of Thuringia, the
requirement of ‘imminent danger’ was replaced by tbquirement that the use of the
grid search was ‘necessary for the preventive figdpinst crimes of considerable
significance’ (8 44(1) of the Police Tasks LawPRelizeiaufgabengesgtz Similar
changes took place in the States of Baden-Wuertegfff Bavaria?®* and Saxong®
It was further introduced in those states whichvimesly had not allowed the
preventive grid searcif® However, many of these provisidfis were considered
unconstitutional, for not being proportional coresidg the effects on the right to
privacy?%®

In light of a recent Decision of th&undesverfassungsgerichthe federal
provisions allowing for the grid search without #astence of a concrete danger must
be considered as unconstitutional. Thus the Caomistital Court held, in its Decision of

20 See Walter (2007), at 5, with further referen@tatement byrof. Dr. Hans Jérg Geigefavailable
at:
http://www.bundestag.de/ausschuesse/a04/anhoerémdarerung03/Stellungnahmen/Stellungnahme 1
0.pdf; Statement bir. S. Hilbrans(available at
http://www.bundestag.de/ausschuesse/a04/anhoerifrgeerung03/Stellungnahmen/Stellungnahme 1
2.pdf, both visited on 1 October 2008).

21 5ee Ibid. at 5, with further references. Roggath Bergemann (2007), at 879.

292 Gesetz zur Erganzung des Terrorismusbekampfundzgssem 5.1.200BGBI |, at 2, see Art. 2 to
this Act.

203§ 40(1)(1) of the Police LawPplizeigeselz

2048 44(1)(1) of the Police Tasks LaRdlizeiaufgabengesdtz

205§ 47(1) of the Police LawPplizeigesetz

2% gchleswig-Holstein, and Lower Saxony. In Bremérw, provision was reintroduced shortly after it
had been abolished. (Kett-Straub (2006), at 448.

207 An exception presents the Police and Order L&olifei- und Ordnungsgesgtof Rhineland-
Palatinate, which requires for the grid searcH stil “imminent significant danger” ¢egenwartige
erhebliche Gefall), see & 25d(1) of the Police and Order Law. Thi®vision was declared
constitutional by the Higher Administrative Court Rhineland-PalatinateQberverwaltungsgericht
Rheinland-Pfal, by Decision of 22 March 2002, case no. 12 B 1033..0VG (online as pdf-document
available atttp://www.cilip.de/terror/ovg-rlp-220302.pd¥isited on 1 October 2008).

208 Achelpshler and Niehaus (2003)
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4 April 20067 that a preventive police grid search (as stipdlateder § 31 of the
Police Law Polizeigesetzof North Rhine Westphalia of 1990) was only cotiipa
with the fundamental right of informative auto-detéation, Recht auf
informationelle Selbstbestimmungy. the right that a person may decide autonofgous
which of his or her personal information and to ethéxtent it is shared with othe?s,

if there was a concrete danger for strong legar@sts such as the Constitution, or for
the security of the Federation or of a FederaleStat the life, limb or freedom of a
person. It further held that a general situatiothoéat, such as the one existing after the
attacks of September 2001 does not suffice to justify the grid searth.

However, even supposing that an imminent dangesigied, there would still be
serious objections against the preventive use efgifid search. Asloffmann-Riem
notes, the discrimination of certain groups of tpepulation is unavoidabfé?
Moreover, the efficiency of this method is ratheestionable, especially with respect
to the so-called sleepers, who are by definitidibdeately inconspicuous and resemble
ordinary citizens in most ways® In addition, experience has shown that the préwent
grid search carried out in Germany in the afternudtBeptember 12001 had little if
any success. The ‘grid’ applied to the searchedbdasies was indeed too large to
promise the identification of real suspects: cidtesuch as “Male, aged 18 to 40, (ex-)
student, Islamic religious affiliation, native cdgnor nationality of certain countries,
named in detail, with predominantly Islamic popidat®** probably apply to hundreds
of thousands of people in Germany and there is apte consider all these as terrorist
suspects.

The grid search is just one of many examples incwigolice law, previously
only applicable for preventive purposes, has bedeneed after September ™10
measures of an essentially repressive naturenvestigation measures concerning not
yet committed (!) crimes. The respective measurescalled Vorfeldermittlungeh
(forefront investigations). Unfortunately, this ihgs that police must either have a
clear knowledge of what crimes the suspected passgning to commit, or that they
consider principally any person as a potential grahh While the first is a rather
idealistic assumption, the alternative gives rise great worrie3™ Other new

2991 BvR 518/02. The Decision was commented by Volkmg006), and Bausback (2006), Kett-Straub
(20086).

1% The right to informative auto-determination forrpart of the right to privacy. Under German
constitutional law, this is deduced from Art. 2(@@ad in conjunction with Art. 1(15G.

?1The head notes of the decision read as follows:

(1) Eine praventive polizeiliche Rasterfahndung e 31 PolG NW 1990 geregelten Art ist mit dem
Grundrecht auf informationelle Selbstbestimmung.(Ar\bs. 1 in Verbindung mit Art. 1 Abs. 1 GG) nur
vereinbar, wenn eine konkrete Gefahr fir hochraagRgchtsguter wie den Bestand oder die Sicherheit
des Bundes oder eines Landes oder fur Leib, Leden ereiheit einer Person gegeben ist. Im Vorfeld
der Gefahrenabwehr scheidet eine solche Rasterfatmdus.

(2) Eine allgemeine Bedrohungslage, wie sie im Hikbauf terroristische Anschlage seit dem 11.
September 2001 durchgehend bestanden hat, odempolsche Spannungslagen reichen fir die
Anordnung der Rasterfahndung nicht aus. Vorausgegstvielmehr das Vorliegen weiterer Tatsachen,
aus denen sich eine konkrete Gefahr, etwa fir dieb&feitung oder Durchflihrung terroristischer
Anschlage, ergibt.

212 Hoffmann-Riem (2002), at 500.

213 isken (2002), at 516.

214 See the Decision of tHgundesverfassungsgericlof 4 April 2006, 1 BVR 518/02, at para. 8.

25K ithne (2006), at 220 et seq.
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competencies of the police in the stage of fordfrionestigations include identity
checks and searches that no longer require a denswspicion, bugging operations
etc®

3.4.4. More telecommunication interception

Since August 2002, the prosecution authorities ase allowed to use the IMSI-
Catchef'’ to intercept mobile phone calls (see the new § BPO) Interestingly
enough, this provision, clearly motivated by theeits of September 112001, is of
general character, and not limited to terrorisenfles. Like the provision allowing the
use of the IMSI-Catcher by the authorities for Bretection of the Constitutict® §
100i StPO is problematic with respect to the privacy of dhiparties®® Besides,
allegations have been made that the provision doesomply with the constitutional
requirement of Art. 19(1)(1)3G (the obligation to cite the concrete fundameritgitr
that is restrictedZitiergebo).?*® The view that § 1006tPQinterferes with the right to
informative auto-determination was later indirectbonfirmed by the German
Constitutional Court”* Moreover, in 2004, § 111 of the Act on Telecomnsatibn
(Telekommunikationsgesetz, TX#as introduced, by which owners of fixed or mebil
telephones are obliged to identify themselves. Asttutional complaint lodged
against this decision was dismissed on groundsasfmissibility?*2

3.4.5. Implementations of European law

The two European Framework Decisions of 13 Jun& 260 combating terrorism and
on the European arrest warrant, were respectivaplemented into German law in
2003 and 2004. In addition, the EC Directive 20@fZ concerning the retention of
communication daf&®was transposed into German law in 2006.

Through the Act of 22 December 2083 the European Council Framework Decision
of 13 June 2002 on combating terrorism was trarespomto German law?

218 For details on these provisions, see Ibid. atéXkq.

27 See above, 3.4.2. (note 199).

218 See above, 3.4.2. (note 199).

219 Rau (2004), at 349.

220 pyrsuant to Art. 19(1)(13G, any law that allows for a restriction of a fundantal right shall cite the
affected right and the pertinent Article of the an Constitution. As § 10@BtPOaffects the right to
privacy or informative auto-determination, guaradteinder Arts. 1, 2 GG, without stating that thght
shall be restricted, apparently it does not comyth this constitutional obligation (see Ibid. &% with
further references).

221 1n its Decision of 22 August 2006 (2 BvR 1345/08)e Court decided not to rule on the matter
whether § 1006tPOcomplied with Art. 10GG (privacy of letters, posts, and telecommunicafjassit
claimed that § 1006tPOdid not even touch the right of Art. 10 GG. Theu@alid not exclude that the §
100i StPOmight affect indeed the right to informative adtetermination, enshrined in Arts. 2(1), 1(1)
GG. However, as the applicants had not argued theit tight to informative auto-determination was
violated, the Court did not assess this issue.ritical analysis of the Decision is provided by Rbaur
(2007).

22 Decision of 21 June 2006, Case no. 1 BVR 1299/05.

23 Directive 2006/24/EC on the retention of data getesl or processed in connection with the provision
of publicly available electronic communicationssegs or of public communications networks and
amending Directive 2002/58/EC.

224 Gesetz zur Umsetzung des Rahmenbeschlusses des Rate 13. Juni 2002 zur
Terrorismusbekampfung und zur Anderung anderer @esBGBI |, at 2836.
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Amendments included the extension of the catalajwiminal offences enlisted in §
129aStGRB higher sentences in some cases (e.g. the maxseuatence for supporting
a terrorist organisation is raised to ten yeams{, modifications as to the elements of
the crime. According to the European requiremeantts shall be included which may
seriously damage a country or an international risgdion. A new criminal element
introduced by the law is the notion of ‘terroristantion’ terroristische Absicht This
element is worryingly obscure, especially consiigthat terrorism itself is not defined
by the German law.

In 2004 Germany adopted thct on the European Arrest Warran{Europaisches
Haftbefehlsgesetzin order to implement the Council Framework Deerisof 13 June
2002 on the European arrest warrant and the swargmbcedures between Member
States’?® However, the Federal Constitutional Court declatesi Act void in 20052’
The Court found that the German legislator did nwke sufficient use of the
discretionary possibilities provided by the Framsewdecision to regulate the
European Arrest Warrant in a manner least harnofdihdamental rights. Subsequent
to this decision, Parliament passed a Aatvon the European Arrest Warrantaking
into  consideration the constitutional requirementset out by the
Bundesverfassungsgericdit.Criticisms have been uttered against the use ryflwead
legal terms in the la®?®

The Directive 2006/24/EC on the retention of comioation data was adopted on 15
March 20062 This Directive requires Member States to ensuat tommunications
providers retain, for a period of between six merdhd two years, telecommunications
data (i.e. communication data of telephones, maisitenes, emails and internet, but not
the contents of these communications). The topeeived particular attention on
account of an expertise concerning the ‘admisgjbitif telecommunications data
retention under European and German [&%submitted by the Scientific Service of
the German Parliamentissenschaftlicher Dienst des Bundestages 3 August
2006. The outcome of the expertise was that thepetibility of the Directive, both
with European law and with German law, met seridosibts. It was questioned

225 5ee Ausweitung: Gesetzentwurf zum Terrorismuspapiign 129a StGB (2003)

226BGBI. (2004) |, at 1748.

227 judgment of 18 July 2005, Case no. 2 BvR 2236M4omment in Spanish language on this
judgment is provided by Ormazabal Sanchez (5 JgrRG06).

22BGBI. (2006) |, at 1721. The new Act generally assuhed prison terms can be served in Germany if
a German national is surrendered under a EuropesstAWarrant. Moreover, it is required that the
offence in question has no ‘relevant internal catioe’ (maf3geblicher Inlandsbezutp Germany, and,
additionally, either has a relevant connectionhi® $tate which asks for the extradition, or is phable
under both legal orders. Further, a balancing efabnflicting interests must lead to the conclustuat
there are no reasons to assume that the persanegtiadited could reasonably rely on non-extraditi
See Walter (2007).

22 Hackner, Schomburg, Lagodny and GleR? (2006), atet8eq., Rosenthal (2006), 107 et seq.

20 For an analysis of the Directive and its implioas on German and European law, see Breyer (2007);
Gitter and Schnabel (2007)Glauben (2007).

231 Document can be retrieved online at:
http://www.bundestag.de/bic/analysen/2006/zulag&s#igder _vorratsdatenspeicherung_nach_europaeisc
hem_und_deutschem_recht.fdisited on 23-10-07).
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whether the law complied with the formal (e.g. cetemce of the third pillaf}* and
with the material (e.g. European fundamental riginésjuirements established under
European law. Moreover, the Directive risks conflizvith several German
constitutional rights (right to informational auietermination, Arts. 10, 12 and 14 of
the Constitution). In addition, the former Germaninigter for Justice, Sabine
Leutheusser-Schnarrenberger, warned that the ingpietion of the Directive into
German law might contravene the case-law of them@er Federal Constitutional
Court, leading to a serious conflict between theopean Court of Justice's case-law
and Germany's national case-I&tt.In July 2007, the German Constitutional Court
declared a similar provision in a regional stat(§e33a(1)(2) and (3) of the Act on
Public Security and Order of Lower Saxoff§)as incompatible with Art. 1GG and
thus void**®

Despite all these concerns, on 9 November 2007 @gyradopted théct for
the Readjustment of Telecommunication Control andher Covert Investigation
Measures, as well as for the Implementation of Ditere 2006/24/EC which came
into force on 1 January 206% The Act introduced two new provisions into the
Telekommunikationsgese(ZKG).?*” Pursuant to § 113FKG, telecommunication
services are obliged to store telecommunicatiora dat six months. § 1130KG
regulates the use of the stored data for the parpbshe prosecution of crimes, the
prevention of considerable danger for public saf@dghebliche Gefahren fur die
offentliche Sicherhegit and to fulfill tasks of secret services. Thrbeitskreis
Vorratsdatenspeicherun@Working Group Mass Data Storing filed a constitutional
complaint Yerfassungsbeschwerd@painst these provisiongand in parallel, an
injunction to suspend 88 113a, 113KG, until the Decision on the constitutional
complaint could be adoptéd® The Federal Constitutional Court partially allowte

232 Similarly, Ireland brought an action to the EurapeCourt of Justice, arguing that the Directive was
not adopted on an appropriate legal basis (Actimudht on 6 July 2006— Ireland v Council of the
European Union, European Parliame@ase C-301/06, 2006/C 237/09).

23| eutheusser-Schnarrenberger (2007).

2% The provision (§ 33a Abs.1 Nr.2 und 3 des Nisdemsischen Gesetzes iiber die &ffentliche
Sicherheit und Ordnung) reads as follows:

,Die Polizei kann personenbezogene Daten durch Wiehung und Aufzeichnung der
Telekommunikation erheben (...)

2. Uber Personen, bei denen Tatsachen die Annakofgfertigen, dass sie Straftaten von erheblicher
Bedeutung begehen werden, wenn die Vorsorge fivelifolgung oder die Verhiitung dieser Straftaten
auf andere Weise nicht mdglich erscheint, sowie

3. Uber Kontakt- und Begleitpersonen der in Numngenannten Personen, wenn dies zur Vorsorge fir
die Verfolgung oder zur Verhitung einer Straftatm&lummer 2 unerlasslich ist.”

2% Bundesverfassungsgericludgment of 27 July 2005, Case no. 1 BVR 668/04.

2% Gesetz zur Neuregelung der Telekommunikationsilobwe und anderer verdeckter
Ermittlungsmaflnahmen sowie zur Umsetzung der Rieh2006/24/EG vom 21. Dezember 2(BGBI

I, at 3198).

37 Telecommunication Act, see above at 3.4.4.

38 The Working Group also provides a web site whenghér information, including references to
literature, legislation, and the current statehaf proceedings before tiBindesverfassungsgericlate
available:  http://www.vorratsdatenspeicherung.de/componeritogiom_frontpage/ltemid,1/lang,de/
(visited on 1 October 2008).

239 Bundesverfassungsgericiecision of 11 March 2008, Case no. 1 BvR 256/08.
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injunction. It stated that data must indeed beestobut that a request under § 113b
TKGis subject to certain additional conditions whitHefined**°

3.4.6. Air Security Act

In January 2005, another hotly debated Act canteforce in Germany: thAct for the
Readjustment of Air Security Tasks (the Air Secyrict - LuftsicherheitsgesetZf*

The law, particularly § 14(3), was maifif§ occasioned as a result of the pilot
Franz-Stephan Strambach entering the sky over kmnwithout permission on 5
January 2003. He was circulating above the Frahlgank Quarter and threatened to
crash into the building of the European CentrallBaie was arrested before any harm
was doné*® However, the case made politicians aware of thksriexisting in air
security and soon initiated the legislative procesacerning the Air Security Act,
followed by highly controversial debates. In partar, 8 14(3) of the new Act
encountered severe criticisff. This provision authorised the armed forces to
deliberately shoot down a passenger aircraft, pexi that under the given
circumstances it was assumed that the aircraftavbelused to kill human life, and that
the danger could only be prevented by resortingi@gapons. The constitutionality of
the Act was publicly doubtednter alia, by the German Federal President, Horst
Kohler. This occasioned thednder governed by th&CDU/CSUparty to follow the
President’'s recommendation and lodge a constitati@omplaint with the Federal
Constitutional Court. It was argued that a law whpermitted the killing of innocent
bystanders (i.e.: the passengers of a hijackedaagp violated the right to life, as
protected by Art. 2(1)GG. Through the Judgment of 15 February 2006 the
Bundesverfassungsgerichbheld that 8§ 14(3) of the Air Security Act was
unconstitutional and thus null and void. It wastimei compatible with the right to life
(Art. 2(1) GG), nor with human dignity (Art. 1GG), as far as third parties were
affected®*®

240 The court ruled that, until the Decision concegnihe constitutional complaint will be adopted,adat
can only be requested if the investigations coneeanime listed under § 100a(3)PO[i.e.: a serious
offence], and if the requirements of § 100&1pOare met. This means that the investigated crimd& mus
have a certain minimum degree of seriousness (hewvét should be noted that the catalogue of §
100a(2) StPOis rather wide, ranging from murder to propertyn@s such as bankruptcy, economic
subsidy fraud, and others). § 100a§tPOrequires that the investigated crime is, in theccete case,
serious, that certain indications justify the saogpi of the crime, and that the clarification o€t by
other means would be significantly impeded or éufdee ibid.).

241 Gesetz zur Neuregelung von Luftsicherheitsaufga®@l. |, at 78 (in force since 15.1.2005).

242 Naturally, the memories of Septembef"Mere still fresh and surely also contributed oditeation.
Moreover, the law served the purpose to implemesguiation (EC) No. 2320/2002 of the European
Parliament and of the Council of 16 December 208kdishing common rules in the field of civil
aviation security.

243 5ee BBC News (online edition) (6 January 20@83nkfurt flier 'has astronaut fixation'

244 See, for instance, Hartleb (2005).

245 Bundesverfassungsgerichfase no. 1 BvR 357/05.The Court argued that fhputed provision
degraded the passengers of the targeted planerto abgects, since the State would use them onby as
means to save other people’s lives. They weredbpsived of the value inherent in human dignity.
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3.4.7. Anti-Terror-Database and Completion of the Act forthe Combat
of Terrorism

On 31 July 2006, in regional trains in the Germéres of Koblenz and Dortmund
police found two suitcase bombs that, as a reduléahnical difficulties, had not by
chance exploded. The attempted attack had apparbedn carried out by Islamic
fundamentalists. The events led to a conferen¢keoGerman Ministers of the Interior
of the Federal States on 4 September 2006. Attngerence, the Ministers decided to
establish a central anti-terror-database that shioellused by all German secret services
and the German federal police. The legal basishisf database, th&ct on Joint
Databases(Gemeinsame-Dateien-Geg9ét? was adopted, together with another Act
complementing the existing Act to Fight Terrorism
(Terrorismusbekampfungserganzungsgésetz 1 December 2006’

The complementing Act served to extend the existagpetencies of secret
services with regards to the gathering of inforomatiThe Federal Service for the
Protection of the ConstitutiorB(indesverfassungsschutzas also enabled to request
information concerning "militant tendencies". THeyethe scope of application was
extended to fields other than terroriéth.In addition, the complementing Act
authorises secret services to search for persottinwihe Schengen Information
System (SIS). Again, this goes against the Germaimciple of separation
(Trennungsprinzip®®® since the SIS was originally only a tool fgpolice
investigations™°

The purpose of the Act on Joint Databases wasamate the collaboration of
the intelligence services and police, and to imprthe exchange of information. The
database contains personal data of members or gapgof a terrorist organisation and
their contacts, suspected members or supportees grbup that supports a terrorist
association, extremists who are ready to or tengséoviolence and their contaéts.

Some authors have raised doubts as to its caomnmtiélity. It is seriously
doubted whether its wide legal formulations complyith the constitutional
requirements of clarity and precision of norfifs.Further, it is argued that the
constitutional requirements, to define object andopse of any interference with the
right to privacy (right to informative auto-detemmtion) are not met, since the Act
allows for the creation of so-called "project-relhtdatabases” with common access for
intelligence services. This goes without furtheeafication as to the scope of these
projects so that it is left up to the authoritiesdiecide about the purpose and scope of
the project as well as the scope of exchangeahi@*dawith this database, the
principle of the separation of police and inteliige services, the German

246 Gesetz zur Errichtung gemeinsamer Dateien von &bkhorden und Nachrichtendiensten des
Bundes und der Lander (Gemeinsame-Dateien-Ge%etz) 22. Dezember 200BGBI. I, at 3409; a
thorough discussion of the law is provided by Raggad Bergemann (2007).

47 See |bid. at 876, with further references.

>*% |bid. at 880.

9 5ee above at 3.4.2.

250 |bid.

251 g 2 first sentence, sub-paragraphs (1a) - (3).

%2 Roggan and Bergemann (2007), at 878.

?%% |bid. at 879.
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Trennungsprinzig>* is further weakened. Intelligence and police fernew share the
same data. Moreover, it seems problematic that ewere "contact persons" are
included in this database, that is, persons forrwHactual indications"tétséchliche
Anhaltspunkteexist that their contacts to a suspected tetrerise. a person for whom
"actual indications" exist that they are engagedtemorism — are more than just
coincidentaf>®

3.4.8. Rulings of the German Federal Court of Justice coneaing the
"Hamburg Cell"

Two members of the so-called "Hamburg Cell", théansst group presumed
responsible for the attacks of Septembéf, Mere charged for abetting to murder and
the membership of a terrorist organisation. Whiled@lghani Mzoudi was eventually
acquitted of all charges® Mounir El Motassadeq was convicted to fifteen geaf
imprisonment>’

The Hamburg Hanseatic Courthapseatisches Oberlandesgerichéicquitted
Mzoudi of all charges, on the grounds of lack oidemnce of his involvement in the
September 1M attacks. The appeal before tBandesgerichtshofias dismissed on 9
June 2005 as theBundesgerichtshofyhich can re-assess the lower court's decision
solely on points of law, saw no legal errors.

Motassadeq had originally been convicted to fiftgears by the Hanseatic Court,
having been charged with abetting to murder 3,0&668gns and the membership of a
terrorist organisation. His first appeal to Bendesgerichtshofias successfdf® The
court had to reassess the evidence. In the seamugquings against him before the
Hamburg Court, Motassadeq was convicted of chafgesmembership of a terrorist
organisation and sentenced to seven years imprisonnBoth the defence and
prosecution appealed against this decision. Bwndesgerichtshofrepealed the
previous decision on 16 November 2006, finding Msgaleq guilty for abetting to

4 See above, at 3.4.2.

2% Roggan & Bergemann (2007), at 878.

%% The Hamburg Higher Regional Couttafiseatisches Oberlandesgericliquitted him from all
charges, on the grounds of lack of evidence ofrhislvement in the September™ attacks. The appeal
against this decision before tlgundesgerichtshofvas dismissed on 9 June 2005 (case no. 3 StR
269/04), as th8undesgerichtshofyhich can only re-assess the former court's detigiopoints of law,
saw no legal mistakes.

%7 He had been originally convicted to fifteen yedrg the Hamburg Higher Regional Court
(hanseatisches Oberlandesgerigttharged for abetting to murder of 3,066 persox membership in a
terrorist organisation. His first appeal to tAandesgerichtshovas successful (Judgment of 4 March
2004, case no. 3 StR 218/03). The court had tesesasthe evidence. In the second proceedings agains
him before the Hamburg court, Motassadeq was ctetionly on charges for membership to a terrorist
organisation, and sentenced to seven years ofsoprient. Both parties appealed against this decisio
The Bundesgerichtshakpealed the previous decision on 16 November 2ding Motassadeq guilty
also for abetting to murder of now "only" 246 persqcase no. 3 StR 139/06). This assessment was
confirmed by the Hamburg court on 8 January 200€oAstitutional complaint against his arrest before
the Bundesverfassungsgerictgmained unsuccessflBYerfG case no. 2 BvR 2557/06, Decision of 10
January 200)7 His last complaint to thBundesgerichtshagainst the former decision has been rejected
(case 3 StR 145/07See also the comment by Kost (2007).

*%% Case no. 3 StR 269/04.

29 Judgment of 4 March 2004, case no. 3 StR 218/03.
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murder "only" 246 persorf§® This assessment was confirmed by the Hamburg ocourt
8 January 2007. A constitutional complaint agairfss arrest before the
Bundesverfassungsgerichtemained unsuccessfil! His last complaint to the
Bundesgerichtshafgainst the former decision has been rejetted.

These judgments are worthy to be mentioned as 8teyw the relative
independence and immunity of judges from politieatl public pressure. The judges
strictly applied the law, and thereby demonstraled basic rule of law principles, such
as the need of convincing evidence beyond reasermtlbt for a conviction, apply to
everybody irrespective of the gravity of the aatgjuestion.

3.5. Current developments

In recent times, the regional and federal ministgrghe interior have proposed a
collection of legislative changes to improve thghfi against terrorism, most of which
are discussed controversially in the public ar&mane of these laws have already been
implemented on a regional level, but as of yetarostate level. The regional laws have
partially been quashed or their application hasalreduced through judgments of the
Bundesverfassungsgericltome of these new measures are:

* online search@nline Durchsuchung

» automised recording of licence plates

* generalised leniency provisions

» further criminalisations of preparatory acts
The online searc®® has been included in the bill for the Federal G@ffiof
Investigation's prevention of risks from internatb terrorisn?®* This search method
means that special programmes are installed ohdhe computer of the suspect (they
may be sent to him as an email attachment or theylm installed directly by secretly
breaking into the suspect’s home). The programmesdasigned to search the hard
disc of the computer for certain data and the tesaf these searches would be
transmitted to the prosecution services, withoatghspect's knowledge, as soon as the
latter connects his computer to the inteffieRecently the German Federal Court of
Justice had to decide upon the admissibility of¢hgecret online searches without any
explicit legal basi$®® The Attorney General lodged an application to @wurt to
confiscate files, sent or received emails, textothier files. The Court rejected the
application, as the requested confiscation corstitia severe encroachment on the

29 Case no. 3 StR 139/06.

%1 BundesverfassungsgericBudgment of 10.1.2007, case no. 2 BvR 2557/06.

%2 Case no. 3 StR 145/03ee also the comment by Kost (2007).

263 See also Kemper (2007). Further references osuhject are available Bundestag2007).

%4 Entwurf eines Gesetzes zur Abwehr von Gefahrenimtesnationalen Terrorismus durch das
Bundeskriminalamtstate of June 2008 online available at the ditteGerman Ministry of the Interior:
http://www.bmi.bund.de/cln_028/nn_121566/Interneiidation/DE/Gesetze/Gesetzesentwuerfe.html__
nnn=true(last visited on 21 September 2008).

285 Kudlich (2007), at 1.

256 Bundesgerichtshofecision of 31 January 2007, case no. StB 18/86.decision was commented by
Cornelius (2007). See also the Decisions of 25 Niar — 1 BGs 184/2006, and of 28 November 2006
— 1 BGs 186/2006. In both Decisions, Bendesgerichtshaleclared the online search as inadmissible,
on the grounds that there was no legal basis fsrgtave encroachment in the informational right to
auto-determination (printed iduristische Rundscha2007, at 77, 78, commented by Jahn and Kudlich
(2007)).
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accused person’s right to informative auto-deteatnam, for which a legal basis was
missing. In particular, 8 105tPO (regulating the search of private premises of
suspects) did not suffice as a legal basis. Othgvogvering provisions which were
invoked, such as 88 100&61(1), 163(1)StPQ directly or analogically. also do not
cover the online search, so that there is curréfitijo applicable national legal
authorisation for the measui¥. Besides the right to privacy, the guaranteed
inviolability of the home (Art. 13 of the German @titution) is also at stake, at least
when the suspect’s personal computer is locatdumihe suspect’s premis&s.

Subsequent to the Attorney General's failed apipdicathe German Minister of
the Interior,Wolfgang Schaub]eeiterated the need for such a legal basis catiamal
level. In an interview he even admitted indiredtiyat the online search was already
being done in practice, although there was no lamjfiting this. He stated that "we
need a legal basis; until now, it [the online skht@as been carried out without such a
legal basis (...)%’°Admittedly, if one has to choose between the twactical
alternatives: online search with or without legakis, it indeed seems preferable to
legalise the search in order to be able to coits@cope and set out clear limitations as
to its requirements and fields of use. However, fiod that the online search has
already been carried out before such a legal ssted means nothing less in fact
than that the responsible officials have conscipohsbken the law.

On the regional level’* the online search has already been regulatedrferfederal
State: North Rhine Westphalia, through the Act & Recember 20082 The

%7 As of 21 September 2008.

28 The application of these norms is further examiaed eventually rejected by Kudlich (2007).

29 |bid. at 5 et seq.; Kutscha (2007); different vigofmann (2005); Perrey, Gefahrenabwehr und
Internet (2003), at 128; see also the DecisiohefGerman Federal Court of Justice, BGH, Decisfon o
21 February 2006, case 3 BGs 31/06, and the conamyeloy Beulke and Meininghaus (2007).
2%Wolfgang Schauble in: Al Kaida in Deutschland?q2). An excerpt of the interview:

[Interviewer:] Herr Schéauble, dieser Fahndungserfolg ist auf dear@lage der bestehenden Gesetze
erfolgt. Warum bestehen Sie weiter auf Online-Dsucihungen?

(Mister Schéauble, this investigation success hkertglace on basis of the existing laws. Why do you
still insist to legalise the online-search?)

[Schauble:] Alle diejenigen, die verantwortlich fldiese Arbeit sind, die Préasidenten von
Bundeskriminalamt wie Bundesamt fir Verfassungszcltiie Generalbundesanwalte, alle Fachleute
sagen, die Terroristen kommunizieren immer stamkigHilfe des Internet, und auch dadurch, dass man
auf Computer Zugriff hat, es geht ja gar nicht metit Emails, wie man sich das so vorstellt, undsdas
man deswegen diese Moglichkeit braucht, in eng (batgten Ausnahmefallen auch auf den Computer
Zugriff zu haben. Daflir braucht man eine Rechtsdlage, bisher hat man’'s ohne gemacht, und ich
glaube, dass es schon richtig ist, dass wir aufedigen horen, die die Arbeit machen, und die jatbe
auch zeigen, dass sie gute Arbeit machen.

(All those who are responsible for this work, theegidents of the Federal Office of Criminal
Investigation, the Federal Office for the Protectiof the Constitution, the Attorney Generals, all
professionals say that terrorists communicate raacemore via the internet, and also, by having ssce
to the Computer, it does not concern only emailgrare, as one may imagine, and that for this reason
we need the possibility to access also the compimerarrowly justified exceptional cases. For this
need a legal basis, until now, it has been donkoattsuch legal basis, and | think that it is irdieight

to listen to them who do the work, and who shovatothat they do their work well.)

21| e. in the field of preventive police law (regigld by the legislator of the respective federaksia
Germany), as opposed to repressive police law @by legislator of the federation).

22 8 5(2)(11) (first sentence), read in conjunctioithvg 7 of the Act Governing the Protection of the
Constitution in North Rhine Westphalia, of 20 Det&m2006 provides for "the secret observation and
other kinds of investigations on the internet, mrtigular the covert participation to communication
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Bundesverfassungsgerichtled on this law in February 2088 The Court held that
online searches of suspects were only allowedéfettwas a concrete and imminent
danger Konkrete Gefahrdungfor ‘pre-eminent important legally protected igst’
(Uberragend wichtige Rechtsgtitesuch as the life, limb or freedom of a persoiher
foundations or existence of the sta@ryndlagen oder Bestand des Staates the
foundations of human existence. The law of NortinBWestphalia did not meet these
requirements and was therefore deemed unconstiautio

In recent times, the police law or, respectivehg administrative law of twaander
(Hesse and Schleswig-Holstéeiff)allowed police to usénstallations by which they
could automatically read the licence plate®f cars, in order to compare these with
their investigation data. Several car drivers fibethstitutional complaints against these
provisions. The Federal Constitutional Court alldvkese complaints in its Decision
of 11 March 20087 The challenged provisions did not comply with teguired
principle of legal certainty and clarity, since yh@id not even mention the purpose of
the investigations for which the measure should ddopted. Moreover, the
Constitutional Court considered them as dispropoéi.

Moreover, the German government plans to agairodoite ageneral provision
allowing the reductions or remissions of sentencder delinquents who contribute

to the detection or to the prevention of a crimdisted under § 100a (HtPQ?*’® The
regulation shall be of a general character, i.eonger be restricted to certain types of
offenders with only petty offences excluded. Moregvthere is no longer a link
required between the crime that the informer cortmaiand the crime which he has
helped to detect or prevent. Just like the fornreppsals in this direction, the present
proposition again is confronted with the same cisth?’’

installations, or, alternatively, the search foerth as well as the secret access to IT-based system
including the use of technical devices. As farwashsmeasures constitute an encroachment to AKGG0
(privacy of letters, posts, and telecommunicatipos) respectively, are equal to such an encroanhme
in account of their mode and intensity, the endno@@nt may only take place within the limits of At0
GG."

273 Judgment of 27 February 2008, Case nos. 1 BvRO37605/07.

214 §14(5) of the Public Security and Order Act of bsHessisches Gesetz lber die &ffentliche
Sicherheit und Ordnung § 184 (5) of the General Administration Act ofchBeswig-Holstein
(Allgemeines Verwaltungsgesetz fiir das Land Schieldwistein)

°’> Case nos. 1 BVR 2074/05; 1 BVR 1254/07.

2% see the proposed bill of 24 August 2007, BT-Dr./6268 (online available at
http://dip21.bundestag.de/dip21/btd/16/062/160626B visited on 1 October 2008).

' Representatives of all legal professions raiser thoices against this Bill, adducing the highly
questionable reliability of the gained informatidhwas argued that there was no proven necessity t
offer leniency for all types of criminal offende®unishment was deprived of its main function (to
counterbalance guilt), as not even a connectiowdsat the committed crime by the informer and the
crime about which he gives information is needdusas, moreover, not fair towards the victimhof t
informer’s crime. It was also unfair towards thgeeticipants to a crime who only played a secondary
role in a criminal organisation (aidors and absftcand who, because of this smaller role, werdlera
provide as valuable information as those heavilyoived in the crime, who would, because of their
collaboration with the authorities, enjoy sentereductions or remissions. (Dombek, Arenhdvel, Kilge
and Schlieffen (2006)).
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With respect to substantive criminal law, the Garmanister of Justice has proposed
the introduction of two new criminal offences the preparation of terrorist offences
(Vorbereitung von terroristischen Straftatethe draft 8 89&tGB and instruction to
terrorist offencesAnleitung zu terroristischen Straftatedraft § 91StGB.%’®

In addition, the Federal State of Hesse has appliea new law criminalising
the stay in a terrorist training camp.?’ In the application théand of Hesse also
proposed to criminalise advertising for the purposé engaging sympathy
(“Sympathiewerbung’ This proposal was occasioned by the arrest of three in
South East North Rhine-Westphalia, who had plaresly attacks on US institutions
in Germany. Twelve barrels of hydrogene peroxideeweund in their country house,
sufficient material to build bombs of higher impatian the ones in Madrid and
London. All three suspects had been trained imrarist camp in Pakistaf?’

3.6. Summary
3.6.1. Main developments

The end of the 1960s and the 1970s in Germany marked by gradual extensions of
police powers, to the detriment of both the accus®tlhis defence lawyer.

In 1968 eavesdropping powers of the police wereeredgéd to allow the
eavesdropping of unrelated third parties. The Gutistnal Court limited the new law
by requiring that the concerned person had to baetof the intrusive measure. The
law was amended and subsequent applications (ssidflags and Othepsto the
European Commission of Human Rights and to thesBtiarg Court failed.

In 1972 civil servants became obliged to pledgaliyyto the constitution and
the free, democratic basic order of the FederaWghile the German Constitutional
Court declared the provision in accordance with@Gnendgesetzthe ECtHR found in
the case oYogtthat the applicant's rights of Art. 10 and 11 ECk&e violated.

The subsequent anti-terror legislation of the 197€sponding to the emerging
RAF terror, particularly targeted and limited thights of the defence. First, the
exclusion of defence lawyers was ordered, in practwithout any legal basis and
subsequently, having been declared unconstitutiopahe Bundesverfassungsgericht
regulated by law (88 138a, 13&PQ. Second, the number of defence counsels was
limited to three and defence lawyers became predudrbm defending more than one
person accused of the same act. Both regulations f@and to be constitutional by the
Federal Constitutional Court. Third, a provision swatroduced to allow trials to
continue in the absence of the accused, if he hHdllw provoked his absence. This
provision was also considered constitutional byBl@desverfassungsgericltourth,
written communication between the accused and dws/dr could be subjected to

%’8 See Bundesministerium des Inneren (2007).

2% Land  Hessen  (2007); the proposed bill is  online ailable at:
http://dip21.bundestag.de/dip21/btd/16/079/16079&Klast visited on 21 September 2008).

280 Die Zeit (online edition) (5 September 2008¢hlimmer als London und Madrid

255



PART Il - Germany

judicial control (88 148(2), 148atPQ. In Erdemv Germanythe ECtHR held that this

provision did not violate Article 8, ECHR. On theacasion of the abduction of Hanns-
Martin Schleyer, the notion of incommunicado datantvas introduced into German
law. This presented the most severe interferentle the rights of the defendant. He
was not allowed to communicate with his lawyer iivacy for a period of anything up

to thirty days, a period that could in theory belpnged indefinitely, as long as the
legal requirements were met. In view of the vergegtional situation in which the law
had been adopted, both tBeindesverfassungsgericahd the European Commission
sanctioned the measure.

In 1976 the terrorist offence of the membershiptdoundation of a terrorist
organisation, 8 1298tGB was introduced into German law. Since then, st\special
coercive measures of criminal procedural law tangeterrorism make reference to this
provision. Until the September ®1bombings, this was the only explicit terrorist
offence in German criminal law. After Septembel’1§ 129bStGBwas introduced,
extending the application of the former provisiolsoato international terrorism
committed abroad. The provision was criticiseddeveral reasons, one of them being
that the term "terrorist organisation” was not attjudefined by the law.

Due to the Census Decision of the Federal Constitat Court in December
1983, in which the need for a legal basis (in thenf of a parliamentary law) for all
intrusive measures limiting the right to privacysaestablished, in the following years
many new laws were adopted that regulated measures had already been applied
in practice before, but which had hitherto lackagt egal basis. In the following years,
anti-terror laws concerning police powers to seaneti control were further extended,
targeting incrementally broader parts of the pofaaand, in particular, limiting their
right to privacy. Thus, control posts (8 1$1PQ could be located on public streets,
controlling all people who passed. Computer-sugubgearching tools were invented
which scanned through the personal data of largeh®s of the population, with the
goal of identifying new suspectsS¢hleppnetzfahndungg 163d StPQ and
Rasterfahndung88 98a, 98b StPO, see also respective policedateLandel).

In the 1990s the fight against terrorism and againganised crime and drug-
trafficking was combined. Measures in these fietddude the hotly debated adoption
of a legal provision allowing for the reduction even remission of sentences for
offenders willing to cooperate with justickrbnzeugenregelungbugging operations
in public places and later also in private homesl @e use of undercover agents and
informers. All of these measures were criticisedr fmany reasons. The
Kronzeugenregelungroved of little effect with respect to the RAFome of its
members made use of this possibility. The provisioegulating electronic acoustic
observation in private houses were considered qalgtially compatible with the
German Constitution by teundesverfassungsgericlthough the legislator changed
the law following the Constitutional Court's recoemdations, in 2004 the
Constitutional Court declared that some of the eespe provisions were still
unconstitutional. Subsequently the respective lego was further amended.

The use of undercover agents and private informeas considered as
problematic regarding both constitutional and Eesp human rights aspects,
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particularly with respect to the inviolability ofie¢ home (Art. 135G), and the right to
privacy (Art. 8, ECHR). In two cases before the HR}{ the use ofagents
provocateursa special form of undercover agents, was assesseblating Art. 6(1)
of the ECHR.

After the attacks of September™ithe German legislators have been particularly
proactive in adopting new, far-reaching laws. Tvgecurity packages" were speedily
adopted. The first package mainly facilitated tmehgbition of religious associations
and the criminalisation of terrorist organisatidyased abroad. The second introduced a
number of changes in different branches of lawlugiog the law governing secret
services, the federal police agency, identity dosot®, asylum and aliens. These
amendments are criticised from three different yeints: first, an important principle
of German law which developed in the aftermathhaf €éxperience under Hitler, the
principle of separatiorof police and secret services, was gradually weatteSecond,
the right to privacy is increasingly undermined, Qyanting step-by-step more
investigation tools to the police and secret sewinot only with respect to suspects,
but also with respect to the general populationalfy, when it comes to the prevention
of terrorism, in the field of asylum and aliens JaWe principle of non-discrimination
(Art. 3GG, Art. 14 ECHR) is in some cases disregarded.

In addition to these security packages, the gradtctewas again applied with
the objective to identify sleepers in Germany, touto avail. Respective provisions on
the level of federal states were declared uncanstital by the
Bundesverfassungsgericht

Telecommunication interception, including of mobiphones, was further
extended and no longer limited just to terrorisn1(8i StPO.

Following developments at the level of the Europédnion, the two
Framework Decisions of June 2002 were implemenisith, regards to the combat of
terrorism and to the European arrest warrant. filmp@amenting Act introducing the
European arrest warrant into German law was detlarell and void by the
Bundesverfassungsgeriaht2005. Subsequently a new implementing Act warpsaet].
Also, Directive 2006/24/EC on the retention of coumication data was transposed
into German law, allowing for the storing of elertic communication data for up to
six months. Its constitutionality and compatibildaiso with respect to European human
rights was seriously doubted. The Constitutionali€aeclared a similar provision
included in a regional statute from Lower Saxonyuasonstitutional and thus void.
Despite these concerns, the Directive was impleatketitrough the Act of 9 November
2007, which came into force on 1 January 2008. @atisnal injunctions against the
Act were partially allowed by th8&undesverfassungsgerichthe Court established
additional conditions that need to be fulfilled.

With the Constitutional Court's quashing of the Sacurity Act in 2005, which
was meant to legalise the shooting down of hijackigalanes, the Constitutional Court
set an important limit to the state's powers tdtfigerrorism. In the Court's view, the
killing of innocent passenger's for the purposeaifing other people's lives degraded
the passengers to mere objects and therefore etbtaeir human dignity.
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After two suitcase bombs were found on German regitrains, in 2006 the
legislator again introduced new measures, whicHudedl an anti-terror database
allowing the information exchange between the lig@hce services and the police
with respect to terrorist suspects and their "otntpersons". The database is
problematic in view of the principle of legal centiy and with respect to the mentioned
principle of separation.

By the Act complementing the existing Act to figierrorism, the provisions
introduced by the second Security Package of 2082 Wurther extended, in particular
with respect to the competencies of the secretice=yv Further, the sunset clause
limiting the duration of some of the provisions28f02 (concerning mainly the powers
of secret services and police) has been abolishetii® Act, so that these provisions
have become permanent.

The principle of separation has been further weedterby conferring
investigation powers also for preventive purposesvrto the Federal Office of
Investigation Bundeskriminalami which traditionally only administrated measunes
the repression of crime.

Finally, the court rulings in the cases of MzouddeEl Motassadeq, the first
being acquitted on the basis of lack of evidencd #Hre second being eventually
convicted for the abetting to murder of 246 induats, were mentioned. They
demonstrate that basic rule of law principles napgily to everybody indiscriminately,
regardless of the gravity of the deeds of whiclshHgeing accused.

The current developments show that a number ofargiserror measures are planned,
of which the debated "online search" is probabby st questionable measure. Also,
the introduction of two new offences are being uésed: preparation of and instruction
to terrorist offences, as well as the participatioa terrorist training camp. Further, the
guestion of introducing a general provision to pésantence reductions or remissions
for offenders in exchange of information is aga@miy discussed, in spite of the critics
already mentioned earlier. Furthermore, the readfrigence plates, which has already
been introduced on the regional level in some fddsates, has been declared in these
cases as unconstitutional, for not complying whk tequirements of legal certainty
and clarity and for being disproportional.

3.6.2. General observations

It is apparent that German anti-terror legislatltas led to concessions in different
fields. The rights of the accused and his defeasgér have been considerably limited,
the rights to privacy are subject to more and nfiongations, including the privacy of
uninvolved third parties. In addition, one can alisea general tendency of recent laws
to increasingly affect more parts of the civil ptation. In view of the presumption of
innocence, this is particularly worrying. More amdre people are being checked and
controlled by the authorities without having givany reasons to be suspected. A
special feature of German anti-terror legislatisrthat the Germaiirennungsprinzip,
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the principle to separate competences of the palitkesecret services, is less and less
taken into account when mixing the powers of the tand allowing information
exchange.

Moreover, we can observe that some very far-regclaws were adopted in
extremely little time (e.g. thEontaktsperregesein only 3 days, the Security Package
Il in little more than a month). Similarly as inethUK, it is observed that those
provisions initially of a temporary nature, whichayn have only encountered
parliamentary consent because of its limited donatbecamex postpermanent (e.g.
see the provisions of Security Package Il, whiclhengibjected to a sunset clause, Art.
22, which was abolished six days before its exjoint

The role played by the Constitutional Court in tleelopment of anti-terror legislation
has been relatively strong. The Court quashed abeunof laws which were
subsequently amended, when taking the constituti@uairements into account. The
Constitutional Court not only declared laws nultamid, but in many cases reshaped
the law, by giving a restrictive and clearly definmterpretation which needed to be
taken into account when subsequently applying dlae The legislators mostly reacted
by changing the respective law accordingly. In f@ages the Constitution was changed,
in order to avoid reproval from tigundesverfassungsgericfithus Arts. 10 and 13 of
the Grundgesetavere changed, to facilitate the adoption of laa&nicting these rights
to a greater exteAt: Despite this, at least in one case the legislater® not able to
change the law in a fashion that complied with ttutsonal requirements, so that the
Court had to quash the same provision ad&iin most cases, the ECtHR agreed with
the Constitutional Court's judgmefit.

81 G10 Act, amendment to G10 Act, and Act for the lowement of the Fight against Organised Crime
(of 4 May 1998), changing Art. 13.

%2 gee above at 3.3.3.2.

283 E g. caseKlass and othergabove at 3.3.1.1.);Stertt case (above at 3.3.1.1.); CaseQrbissant
(above at 3.3.1.4.); Grams (above at 3.3.3); the applications concerning the
Verbrechensbekampfungsgese®®4 (above at 3.3.3.2.). Only in the cas&/oft (above at 3.6.1.), the
opinion of the ECtHR and of the Federal ConstitailoCourt differed.
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