Universiteit

4 Leiden
The Netherlands

Time at your service : schedulability analysis of real-time and

distributed services
Jaghoori, M.M.

Citation
Jaghoori, M. M. (2010, December 20). Time at your service : schedulability analysis of real-
time and distributed services. Retrieved from https://hdl.handle.net/1887/16260

Version: Not Applicable (or Unknown)
License: Leiden University Non-exclusive license
Downloaded from: https://hdl.handle.net/1887/16260

Note: To cite this publication please use the final published version (if applicable).


https://hdl.handle.net/1887/license:3
https://hdl.handle.net/1887/16260

Time at Your Service

Schedulability Analysis of Real-Time and Distributed Services

Mohammad Mahdi Jaghoori






Time at Your Service

Schedulability Analysis of Real-Time and Distributed Services

PROEFSCHRIFT

ter verkrijging van
de graad van doctor aan de Universiteit Leiden
op gezag van de Rector Magnificus prof. dr. Paul van der Heijden
volgens besluit van het College voor Promoties
te verdedigen op maandag 20 december 2010

klokke 13.45 uur

door

Mohammad Mahdi Jaghoori

geboren te Mashhad, Iran
in 1982



PhD committee

Promotor: Prof. Dr. F.S. de Boer Leiden University
Co-promotor: Dr. T. Chothia Birmingham University, UK
Other members:

Prof. Dr. F. Arbab Leiden University

Prof. Dr. J.N. Kok Leiden University

Prof. Dr. W. Yi Uppsala University, Sweden

INSTI7
vy,
2,
2 .
S -

z - -
’5 — —
-

S
S
&

The work reported in this thesis has been carried out at the Center for Mathemat-
ics and Computer Science (CWI) in Amsterdam and Leiden Institute of Advanced
Computer Science at Leiden University, under the auspices of the research school IPA
(Institute for Programming research and Algorithmics). This research was supported
by the European IST-33826 STREP project CREDO on Modeling and Analysis of
Evolutionary Structures for Distributed Services.

Copyright (©) 2010 by Mohammad Mahdi Jaghoori. All rights reserved.

The cover illustration depicts a real-time solution to the dining philosophers problem.
This solution is referred to as “A Late Philosopher” in Section 5.3.

Cover design by Samira Sedghi.

ISBN: 978-90-6464-445-0



Acknowledgments

Thank you all. This, at the highest level of abstraction, shows my thanks and grati-
tude to all who made it possible for me to accomplish my PhD. I will try to refine it a
bit here, but am sure this refinement will miss some traces. My apologies in advance.
The English acknowledgment is complementary to the Farsi one on the other side of
the book.

I would like to thank my PhD supervisor Frank de Boer. Throughout these years,
he was a unique source of inspirations for me. Since my first visit to CWI for the PhD
interview, he was more of a friend to me than a supervisor. Next to Frank, I spent
hours and hours pushing the frontiers of science with Tom Chothia, my co-promoter.
As it is obvious from my publications record, I would not be writing this thesis if it
were not for them.

I spent most of my days at CWI with these people, in addition to Frank and Tom,
alphabetically listed: Lacramioara Astefanoaei, Marcello Bonsangue, Dave Clarke,
David Costa, Susanne van Dam, Fernando Filho, Bo Gao, Stijn de Gouw, Immo
Grabe, Helle Hansen, Michiel Helvensteijn, Stephanie Kemper, Natallia Kokash, Chris-
tian Krause, Clemens Kupke, Rodrigo Laiola, Delphine Longuet, Huiye Ma, Ziyan
Maraikar, Jacopo Mauro, Young-Joo Moon, José Proenca, Jan Rutten, Alexandra
Silva, Sun Meng, Yanjing Wang, Joost Winter. Some of them have left already, some
of them have joined only recently. We sometimes had scientific discussions, but I am
to thank them mainly because they made my life easy, so far away from my family
and my country, and basically made my stay in Amsterdam possible, by being good
friends before anything else.

What I liked most during these years was travelling. I was involved in a Eu-
ropean project called Credo. We travelled a lot, mainly for project meetings, all
around the world during which I learned scientific collaboration, presentation, dis-
cussion, and sightseeing. During all these meetings, I also got to know many other
nice people related to the Credo project and, in one way or another, they all played
a role on my way towards this thesis. As the smallest sign of appreciation, I will
name them, alphabetically: Bernhard Aichernig, Christel Baier, Tobias Blechmann,
Andreas Griesmayer, Einar Broch Johnsen, Joachim Klein, Sascha Kliippelholz, Mar-
cel Kyas, Wolfgang Leister, Willem-Paul de Roever, Rudolf Schlatte, Andries Stam,

iii



Martin Steffen, Simon Tschirner, Xuedong Liang, and Wang Yi.

The fourth year of my PhD was funded by Leiden University. I should thank
everyone in Leiden who helped me in different ways. Joost Kok supported me, espe-
cially in the last few weeks leading to my defense. I also thank him for nominating
my thesis for the prestigious C. J. Kok prize and his efforts to schedule my defense in
2010.

I wish all those who helped and supported me scientifically, and more importantly
non-scientifically, the best and success and prosperity in life and afterwards.

Mahdi Jaghouri
November 2010

iv



Contents

Acknowledgments iii
1 Introduction 1
1.1 The Credo Context . . . . . . . . . . . . . . . . .. .. 3
1.2 Thesis Overview and Contributions . . . . . . . .. . ... ... .... 3
1.3 Case Studies . . . . . . . . . . e 6

2 Distributed Concurrent Objects in Real-Time Creol 9
2.1 Background: Modeling in Creol . . . . . . . . ... ... ... ..... 9
2.1.1 Defining a Class in Creol . . . . . . .. ... ... ... .... 10

2.1.2  Creol Semantics in Rewrite Logic . . . . . ... ... ... ... 12

2.2 Real-Timein Creol . . . . . . . . . . . . . .. .. ... . . 14
2.2.1 Real-Time Creol’s Semantics . . . .. .. .. ... ....... 15

2.3 Case Studies . . . . . . .. 18
2.3.1 Coordinator . . . . . . . . . ... 18

2.3.2 Thread-Pools . . . . . . . . . ... ... 20

3 Automata-Based Actor Framework 23
3.1 Background: Timed Automata . . . .. ... .. ... ... .. .... 24
3.1.1 Networks of Timed Automata . . . . .. .. ... ... ..... 25

3.1.2 Timed Automata in UPPAAL . . . . . . . ... ... ...... 27

3.2 Modeling Actors in Timed Automata . . . . . . . . . ... ... .... 27
3.2.1 The Formal Timed Actor Model . . . . ... ... ....... 30

3.2.2 Timed Actor Model Semantics . . . . . . ... ... .. .... 33

3.3 Using UPPAAL for Modeling . . . . . .. ... .. ... ... . ..... 35
3.3.1 Modeling the Scheduler . . . ... ... .. ... .. ...... 35

3.4 Thread Pools Extension . . . . . . .. . ... .. ... ... ...... 40
3.4.1 Time-Sharing . . . . . . . .. . . o 40

3.4.2 Parallel Threads . . . .. . . . .. .. . ... ... ....... 42

3.5 A Peer-to-Peer Case Study . . . . ... ... ... ... ... .. 43



3.5.1 Interface Inheritance . . . . . . . . . . . . ... ... ... ... 43

4 Schedulability Analysis of Automata-Based Actor Models 47
4.1 Background: Task Automata and Schedulability . . . ... ... ... 48
4.2  Analyzing Actor Models . . . . . ... ... oo 50

4.2.1 Analyzing One Actor in Isolation . . . . . . .. ... ... ... 52
4.2.2 Discussion on Preemptive Scheduling . . . . . . ... ... ... 55
4.3 Case Studies . . . . . . . ... 55
4.3.1 Schedulability Analysis of MutEx . . . . ... ... ... .... 56
4.3.2  Schedulability Analysis of Thread Pools . . . . ... ... ... 58
4.4 Guidelines for Efficiency . . . . . ... ... 0 L. 61

5 Compatibility in the Context of Schedulability 63

5.1 Testing Refinement of Timed Automata . . . . ... ... ... . ... 64
51.1 Test Cases. . . . v o v v i i 66
5.1.2 Properties of the Test Cases . . . . . .. ... ... ... .... 68

5.2 Testing Compatibility . . . . . . ... ... ... o 73
5.2.1 Schedulability . . . . . ... ... o o 74
5.2.2 Executinga Test Case . . . . .. ... ... ... ........ 75

5.3 Case Studies . . . . . . . ... 76

6 Schedulability Analysis of Real-Time Creol 83

6.1 Timed Automata Semantics For Creol . . . . . . ... ... ... ... 83
6.1.1 Extended Schedulers . . . . . . ... ... ... ... . ... . 87
6.1.2 A Formal Encoding . . . ... ... ... ... ... ..... 89
6.1.3 End-to-end Deadlines . .. .. ... ... .. ... ....... 96

6.2 Checking Compatibility in Full Creol . . . . . . . . ... .. ... ... 98

6.3 Checking Conformance between Real-Time Creol and Timed Automata 99
6.3.1 Testing Conformance . . . . . . ... .. .. ... ... ... 100
6.3.2 Generating a Test Case . . . . ... ... ... ... ..., 100
6.3.3 Executing a Test Case in RT-Maude . . . . .. ... ...... 102

Bibliography 109

Samenvatting 113

Abstract 115

Curriculum Vitae 117

vi



Chapter 1

Introduction

These days computers are not just meant for large business corporations or just for
controlling the launch of shuttles and rockets. Since a few years ago, they have been
sitting on the desks of almost every house, and they are all connected via the Internet.
Today software is also along the same trend changing from a desktop product to an
Internet service. Many people check the weather on the Internet instead of looking
out the window. You can plan your travels, from flight and hotel reservations to the
sights you want to see, right from your desk at home.

On the other hand, nowadays, computers are controlling many of the devices we
use every day. A normal daily schedule is like this. Your clock wakes you up in the
morning; then you have coffee from a coffee machine, take your breakfast from the
refrigerator, and after breakfast have the dishes washed by the dishwasher; you take
the bus to work, make a few phone calls during the day, have your lunch warmed
up in the microwave, and in the afternoon you struggle with the air-conditioning to
adjust your room temperature; at the end of the day you print some papers to read
in the evening after your favorite show on TV has finished. You are most probably
interacting with a computer when you use a device like the ones just mentioned.

Furthermore, computer processors have stopped getting faster due to physical re-
strictions. Higher speeds can only be achieved by increasing the number of processors
and the level of parallelism. This implies that future computer systems, including
real-time and embedded software, need to be distributed.

Working in real time, all these distributed software and services need to be timely
and respond to the requests in time. An important aspect of real time software is how
it schedules its tasks to be executed. In this thesis, we introduce a software paradigm
based on object orientation in which real-time objects are enabled to specify their own
scheduling strategy. The nature of this paradigm allows for distributed deployment
of these objects.

Concurrent Objects with Schedulers The term concurrency is used in computer
science to refer to a situation that multiple process are running at the same time. Dif-
ferent formalizations are proposed to model concurrent systems. Process calculi (like
CCS [37] and CSP [21]), Petri-nets [40], automata models (like IO automata [33, 32])
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2 Chapter 1. Introduction

and Actors [20, 1] are examples of these concurrency models. Different concurrency
models are usually compared regarding their concurrency units, possible ways of com-
munication between them (e.g., shared memory or message passing, synchronous or
asynchronous), their syntax and their semantics, etc.

The concurrency model we work with assigns a processor to each object: objects
are thus concurrent and are the units of concurrency. Concurrent objects are an ex-
tension of the actor model [20, 1] with sophisticated means for synchronization. We
use an operational interpretation of the actor model in which objects have sequential
pieces of code specifying their behavior. A concurrent object may be used to model a
software service residing on an independent computer. As in the actor model, concur-
rent objects communicate only by sending asynchronous messages and have queues
for receiving them. This fits very well the common approach in deploying distributed
systems where different nodes are completely asynchronous and communicate only by
message passing.

In a real-time setting, a deadline is assigned to each message specifying the time
before which the intended job should be accomplished. An object has a method for
each message it can handle. Receiving a message schedules the corresponding method,
i.e., a new process is created to execute the method which is added to the queue. The
scheduling policy of the object determines in which order the processes in the queue
are executed. We allow each concurrent object to define its own scheduling policy
(rather than, for instance, assuming “First Come First Served (FCFS)” by default)
with the condition that inserting a new message in the queue cannot preempt the
currently running method.

Actors and concurrent objects are suitable for modular modeling, because of the
asynchronous nature of communication and the encapsulation of computation (i.e.,
having no shared variables). This means that objects can be developed independently,
and later put in the context of bigger systems. Nevertheless, for an object to produce
a specific service, messages should be sent to it in a correct sequence.

The high-level view of the object behavior is given in its behavioral interface. A
behavioral interface given in a timed automaton, specifies how the object expects input
messages and how it would reply accordingly. Schedulability analysis for a real time
system consists of checking whether all tasks can be finished within their deadlines.
We propose a modular method for schedulability analysis. For individual object
analysis, the behavioral interface is used a driver, because it models the acceptable
input behavior of the object. The real usage of the object would need to be compatible
with this expected usage.

One of the advantages of this technique is the possibility of analyzing real-time
systems with their application-specific scheduling strategies specified at a high-level.
This is in contrast to traditional approaches where scheduling is left to the underlying
operating system. Actors with scheduling policies can be used for modeling, analyzing
and synthesizing systems with context-specific scheduling strategies.
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1.1 The Credo Context

This thesis has been carried out in the context of the Credo project. Therefore,
this work can be applied in the context of the Credo methodology [17]. Current
software development methodologies follow a component-based approach in modeling
distributed systems. The Credo methodology aims at their shortcoming concerning an
integrated formalism to model highly reconfigurable distributed systems at different
phases of design, i.e., systems that can be reconfigured in terms of a change to the
network structure or an update to the components. Moreover, the high complexity
of such systems requires tool-supported analysis techniques.

The core of the Credo tool suite consists of two different executable modeling
languages: Reo [4] is an executable dataflow language for high-level description of the
dynamic reconfigurable network of connections between the components; Creol [27]
is an object-oriented modeling language, used to provide an abstract but executable
model of the implementation of the individual components. Figure 1.1 illustrates the
relation between these modeling languages and their relation to existing programming
languages. At shown here, schedulability analysis is performed at the level of object-
oriented modeling of components.

This thesis focuses on the part of the Credo tool suite that offers an automated
technique for schedulability analysis of individual objects [25, 24]. We use the timed
automata of UPPAAL to model objects and their behavioral interfaces. Given a spec-
ification of a scheduling policy (e.g., shortest deadline first) for an object, we use
UPPAAL to analyze the object with respect to its behavioral interface in order to
ensure that tasks are accomplished within their specified deadlines (see Figure 1.2).

1.2 Thesis Overview and Contributions

We bridge the gap between object orientation and automata theory for schedulability
analysis. Object orientation is a widely accepted paradigm for modeling and pro-
gramming. On the other hand, there is a rich theory based on timed automata for
model checking and schedulability analysis of systems.

Creol is a concurrent object modeling language for specifying abstract behaviors
of distributed systems and protocols. We extend Creol with the possibility of speci-
fying real-time information in Chapter 2. Our extension of Creol is in a descriptive
approach: real-time execution information is added as delays between standard Creol
statements and deadlines are added to (asynchronous) method calls as schedulability
requirements [12, 15]. Additionally, each concurrent object can specify its context-
specific scheduling policy.

For schedulability analysis, we take advantage of recent advances in automata
theory that allow analysis of non-uniformly recurring tasks. At the first step, we
show in Chapter 3 how to use timed automata to model actors [14, 23, 24] as the
pure asynchronous setting of concurrent objects. We develop a modular technique
for schedulability analysis of the actor models: Chapter 4 shows how the problem
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of schedulability can be formulated as the reachability problem of timed automata;
in this chapter, we discuss how to analyze a system of actors together or each actor
in isolation [24]. When a system is too big to be analyzed, one can argue about its
schedulability based on the analysis of individual actors and their compatibility, as
explained in Chapter 5 [25]. We show how these techniques can be automated with
the help of an existing model checker, namely UPPAAL.

Finally, we explain in Chapter 6 how we can apply our theory to the analysis of
real-time Creol models. To this end, we develop a timed-automata semantics for Creol
based on the actor-based automata framework [22] of Chapter 3. Alternatively, one
can develop abstract automata models and show that a concrete Creol code conforms
to the verified automata models [15].

A list of publications that are cited above and are related to the theories developed
in this thesis are collected below:

[12] Frank de Boer, Tom Chothia, and Mohammad Mahdi Jaghoori. Modular schedulability
analysis of concurrent objects in Creol. In Proc. Fundamentals of Software Engineering
(FSEN’09), volume 5961, pages 212-227, 2009.

[14] Frank S. de Boer, Immo Grabe, Mohammad Mahdi Jaghoori, Andries Stam, and Wang
Yi. Modeling and analysis of thread-pools in an industrial communication platform.
In Proc. 11th International Conference on Formal Engineering Methods (ICFEM’09),
volume 5885 of LNCS, pages 367-386. Springer, 2009

[15] Frank S. de Boer, Mohammad Mahdi Jaghoori, and Einar B. Johnsen. Dating con-
current objects: Real-time modeling and schedulability analysis. In Proc. 21st Inter-
national Conference on Concurrency Theory (CONCUR’10), volume 6269 of LNCS,
pages 1-18, 2010

[22] Mohammad Mahdi Jaghoori and Tom Chothia. Timed automata semantics for analyz-
ing Creol. In Proc. Foundations of Coordination Languages and Software Architectures
(FOCLASA’10), EPTCS 30, pages 108-122, 2010

[23] Mohammad Mahdi Jaghoori, Frank S. de Boer, Tom Chothia, and Marjan Sirjani. Task
scheduling in Rebeca. In Proc. Nordic Workshop on Programming Theory (NWPT’07),
2007. extended abstract

[24] Mohammad Mahdi Jaghoori, Frank S. de Boer, Tom Chothia, and Marjan Sirjani.
Schedulability of asynchronous real-time concurrent objects. J. Logic and Alg. Prog.,
78(5):402 — 416, 2009

[25] Mohammad Mahdi Jaghoori, Delphine Longuet, Frank S. de Boer, and Tom Chothia.
Schedulability and compatibility of real time asynchronous objects. In Proc. RTSS 08,
pages 70-79. IEEE CS, 2008



6 Chapter 1. Introduction

1.3 Case Studies

Modeling and analysis is described with the help of numerous running examples.
Each chapter will have as running example the model of a Mutual Exclusion handler,
called a MutEx. We will use other examples and case studies to further illustrate the
techniques. We will end each chapter with an industrial case study, thread-pools in
the ASK system explained below.

MutEx A MutEx object provides mutual exclusive access to a given resource that is
shared between two objects. A MutEx may communicate with the two objects on its
left and right which try to enter a critical section. In this example, each user object
sends its request to the MutEx and gets a permit from the MutEx when it is safe to
use the resource. In a real-time model, we want to put a time bound on the waiting
time for each user after it sends a request until it gets a permit.

Coordinator A coordinator provides multi-way barrier synchronization; we will
model and analyze a three-way coodinator. In contrast to MutEx, which provides mu-
tual exlusion, a coordinator requires all parties to be ready before they can continue.

Peer-to-Peer Peer-to-peer systems are now a commonly used way of sharing data.
Contrasted to a client-server architecture, these systems are called peer-to-peer be-
cause all nodes can act both as a server and a client; in other words, they are all
peers. In such systems, there are a number of nodes that share some data each. Each
data item has a key, for instance, for a song the key is the name of the song. Each
peer node can search for new data using their keys, e.g., by providing the name of the
song it looks for. If another node has a song with the given name, then it can provide
the data, namely, the song itself, to the requester node.

We model and analyze a file-sharing system with hybrid peer-to-peer architecture
(like in Napster), where a central server (called the broker) keeps track of the keys for
the data in every node. Each node, upon creation, registers its data with the broker.
Later it queries the broker for some new data, and the broker connects it to the node
which has the data.

ASK System: An Industrial Case Study [14]

We use an object-oriented paradigm to model different thread pools in the context
of the ASK system, an industrial communication platform. Thread pools are often
used as a pattern to increase the throughput and responsiveness of software systems.
Implementations of thread pools may differ considerably from each other, which urges
the need to analyze these differences in a formal manner. We will apply automata
theory to analyze their schedulability

ASK is an industrial software system for connecting people to each other. The
system uses intelligent matching functionality in order to find effective connections
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between requesters and responders in a community. ASK has been developed by Al-
mende [2], a Dutch research company focusing on the application of self-organization
techniques in human organizations and agent-oriented software systems. ASK pro-
vides mechanisms for matching users requiring information or services with potential
suppliers. Based on information about earlier established contacts and feedback of
users, the system learns to bring people into contact with each other in the most
effective way. Typical applications for ASK are workforce planning, customer ser-
vice, knowledge sharing, social care and emergency response. Customers of ASK
include the European mail distribution company TNT Post, the cooperative financial
services provider Rabobank and the world’s largest pharmaceutical company Pfizer.
The amount of people using a single ASK configuration varies from several hundreds
to several thousands.

The software of ASK can be technically divided into three parts: the web front-
end, the database and the contact engine. The web front-end acts as a configuration
dashboard, via which typical domain data like users, groups, phone numbers, mail
addresses, interactive voice response menus, services and scheduled jobs can be cre-
ated, edited and deleted. This data is stored in a database, one for each configuration
of ASK. The feedback of users and the knowledge derived from earlier established
contacts are also stored in this database. Finally, the contact engine consists of a
number of components, which handle inbound and outbound communication with
the system and provide the intelligent matching and scheduling functionality.

At the heart of each component in the ASK system is a thread-pool. Depending
on the sysetm load, there will be many tasks to be processed in each component.
The overall performance of the system depends on the scheduling of the tasks by the
thread-pools.






Chapter 2
Concurrent Objects in Real-Time Creol

Concurrent objects are an evolution of the actor model with more sophisticated syn-
chronization patterns and type systems. As in actors, concurrent objects have ded-
icated processors and communicate only by asynchronous message passing. Due to
their intrinsic asynchrony, actor-based and concurrent object languages can be used
for modeling classical concurrent and distributed applications, as well as, modern web
services.

A concurrent object has an unbounded queue for storing its incoming messages.
At the initial state, a number of objects are created statically, and an initialization
message is implicitly put in their queues. The system runs as objects send messages to
each other and the methods corresponding to the received messages are executed. The
order of executing the messages in the queue is called the scheduling strategy. Actors
usually process their incoming messages in an FCFS manner, i.e., first come first
served; some concurrent object languages leave the scheduling strategy unspecified,
i.e., they consider a nondeterministic execution of the messages. In real-time settings,
the correct behavior of a system depends on the correct choice of the scheduling
strategy; this requires the ability to specify different scheduling strategies (besides
FCFS) for individual actors.

We first present Creol, a language for specifying concurrent object models, as
introduced by Johnsen et al. [27]. Creol is strongly typed and allows for type safe
dynamic behavior, e.g., dynamic class upgrades [28], dynamic service recovery [8], etc.
In this thesis, we work on a complementary feature of Creol. We extend Creol with
real-time information and explicit specification of scheduling policies. The semantics
of Real-Time Creol will be given using rewrite logic as an extension of the original
semantics of Creol in [27].

2.1 Background: Modeling in Creol
The basic concept of the Creol modeling language [27] is to provide a formal object-
oriented solution for modeling distributed systems. Like the standard actor model,

concurrent objects in Creol have dedicated processors. Since there is no shared data

9



10 Chapter 2. Distributed Concurrent Objects in Real-Time Creol

and there is a single thread of execution in each object, objects act as monitors for
usage of their locally encapsulated data. Allocation of an object’s processor to the
processes in Creol is based on cooperative scheduling, i.e., once a process is executing
a method in an object, it is not preempted unless the method voluntarily releases the
processor.

Concurrent objects communicate by asynchronous method calls. However, the
caller can choose to wait for an answer, thus simulating synchronous method calls.
Creol objects are typed by interfaces, nevertheless, classes can implement as many
interfaces as necessary. The notion of co-interfaces can be used to restrict who can
call the methods provided in interfaces. As a result, the callee can communicate with
the caller in a type-safe manner.

Creol is backed by its formal operational semantics and its strong typing allows
for dynamic class upgrades [45]. This thesis is not concerned about the type system
and dynamic features of Creol. In this chapter, we focus on adding scheduling policies
to Creol and real-time information with the purpose of schedulability analysis.

In Creol, object references are typed only by interfaces, allowing for a strongly
typed language with support for features such as multiple inheritance and type-safe
dynamic class upgrades [45]. We augment an interface with a notion of high-level
behavioral specification given in a timed automaton; this is given by the modeler as
the first step in modeling an object. A class can implement multiple interfaces. In this
case, the timed automata for behavioral interfaces should be interleaved; intuitively,
allowing more behavior than each automaton separately. The justification is that
a class with multiple interfaces can participate in multiple protocols independently.
Creol supports multiple inheritance for both interfaces and classes. Interfaces form a
subtype hierarchy, which is distinct from inheritance at the level of classes used merely
for code reuse [28]. In a subtype hierarchy, the timed automata for the inherited
behavioral interfaces should synchronize on similar actions; intuitively, allowing less
behavior in the subtype. The justification is that a subtype should be a refinement
of its supertypes [39].

2.1.1 Defining a Class in Creol

A simplified syntax for Creol, used in the subsequent chapters, is given in Figure 2.1.
Classes and interfaces can have parameters. Class instances can communicate by
objects given as class parameters, called the known objects. We can thus define the
static topology of the system. The class behavior is defined in its methods, where
a method is a sequence of statements separated by semicolon. For expressions, we
assume the normal arithmetics and thus do not give the details.

The start-up message in Creol is called run, which defines the active behavior of
the objects. Each object in Creol, shows reactive behavior upon receiving messages.
It means that upon receipt of a message, a new process is created inside the object
for executing the method corresponding to that message. The execution of a method
cannot be interrupted arbitrarily. However, the currently executing process may, at its
own discretion, release the processor (at some predefined processor release point using
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in == interface n([n:n|*) [inherits [n[(e)]"]F]
b : Boolean begin [[with n]” op n]* end
e : Expression el == class n([n:n]*) implements [n[(e])]’]"
g : Guard begin [var Vdcl]* [mtd]t end
m : Method Vdel == nl :[int | bool]
n : Identifier mtd = [withn]’ opn == S
s : Statement S = s|s;S
t : Label s u= n:=cl|lz.m() | tle.m() | [n:=]"t.get | release | await g
x : Object | while b do S od | if b then S else S | skip
g u=0b|t?|gNglgVy

Figure 2.1: BNF grammar for Creol (adapted from [27]) where * and ™ show repetition
for at least 0 and 1 times, respectively; * denotes an optional element; and, a subscript
. implies a comma-separated list.

the await or release keywords) allowing other enabled processes to start execution.
When a process is executing, it is not interrupted until it finishes or reaches a release
point. Release points can be conditional, written as await g. If g is satisfied, the
process keeps the control; otherwise, it releases the processor. The rest of the process
is disabled while the guard ¢ is not satisfied. When the processor is free, an enabled
process is nondeterministically selected and started, i.e., Creol does not specify any
scheduling policy. The release statement unconditionally releases the processor and
the continuation of the process is immediately enabled, i.e., it can immediately start
to compete with other enabled processes for execution.

The guard in a conditional release point can also test whether an asynchronous call
has been accomplished. This is handled implicitly by the semantics with a completion
notification. Examples of a release point are ‘await !taken’ and ‘await 17’ in Figure 2.4.
Notice that waiting for the completion of a call without releasing the processor blocks
the caller object, disallowing other processes in the object to use the processor.

To make a system run, one should provide the initialization script. In the Creol
convention, one can have a class for the initialization. This is similar to the class
containing the main method in Java.

If a method invocation p is associated with a label ¢, written as t!p(), the sender
can wait for a reply using the blocking statement n := t.get or in a nonblocking way
by including t? in a conditional release point, e.g., as in await t?. A reply is sent
back automatically when the called method finishes. Before the reply is available,
executing await t? releases the processor whereas a blocking get statement does not.
While the processor is not released, the other processes in the object do not get a
chance for execution; if get is related to a self call and its reply is not yet available, it
forces synchronous execution of the called method. Standard usages of asynchronous
method calls include the statement sequence x := olm(e, d); v := x.get which encodes
a blocking call, abbreviated v := o.m(e,d) (often referred to as a synchronous call),
and the statement sequence z := olm(e, d); await z7; v := z.get which encodes a
non-blocking, preemptible call, abbreviated await v := 0.m(e, d).
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1 class MutEx (left: Entity, right: Entity) begin

2 var taken : bool
3 op initial =
4 taken := false

5 op reqL =—

6 await !taken;

7 taken := true;

8 1 ! left.grant();
9 await 17;

10 taken := false

11 op reqR —

12 await !taken;

13 taken := true;

14 r ! right.grant ();
15 await r7;

16 taken := false

17 end

Figure 2.2: A Creol class for mutual exclusion.

In standard Creol, different invocations of a method call are associated with dif-
ferent values of the label. For instance executing the statement t!p() twice results in
two instances of the label ¢. This allows for distinguishing the return values of the
calls. Dynamic labels give rise to an infinite state space for non-terminating reactive
systems. This is fine as long as we use simulation or testing, but for verification pur-
poses we need to abstract from this. One way of such abstraction is explained later
in Chapter 6.

Figure 2.2 shows the Creol code for a mutual exclusion handler object. An instance
of MutEx should be provided with two instances of a class Entity representing the two
objects (on its left and right) trying to get hold of the MutEx object. To do so, they
may call reqL or reqR, respectively. The request is suspended if the object is already
taken; otherwise, it is granted. The MutEx waits until the requester entity finishes its
operation (in its grant method).

2.1.2 Creol Semantics in Rewrite Logic

Creol has a semantics defined in Rewriting logic [35] which can be used directly as a
language interpreter in Maude [9]. The semantics of standard Creol is explained in
detail in [27] and can be used for the analysis of Creol programs. In this section we
focus on the semantics of some core Creol statements and we extend it with Real-Time
specifications.

The state space of a Creol program is given by terms of the sort Configuration
which is a set of objects, messages, and futures. The empty configuration is denoted
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rl [skipl: (o, a, {l|skip;s} o ¢q) — (o, a, {l|s} o q) .

rl [assign]l: (o0, a, {l|z:=e;s} o q)
— if z € dom(l) then (o, a, {l[z > [e]7%¢] |s} o q)

aol

else (o, alz — [e]™orc1, {l|s} o q) fi .

aol

rl [releasel: (o, a, {l|release;s} o q) — (0, a, firstEn(schedule({l]|s},q)))

crl [await1l: {(o, a, {l|await e;s} o ¢) c}
— {(o0, a, {l|s} o q) <} if [e]¢,, -

crl [await2]l: {(o, a,{l|await e;s} o q) c}

— {(o0, a, {l|release;await e;s} o ¢q) c} if —[e]S,, .

rl [context-switchl: (o, a, {l|€} o q) — (o0, a, firstEn(q)) .

Figure 2.3: The semantics of Creol in Maude.

none and white-space denotes the associative and commutative union operator on
configurations. Objects are defined as tuples

(0, a, g )

where o is the identifier of the object, a is a map which defines the values of the
attributes of the object, and ¢ is the task queue. Tasks are of sort Task and consist
of a statement s and the task’s local variables I. We denote by {l|s} o ¢ the result
of appending the task {l|s} to the head of the queue ¢g. For a given object, the first
task in the queue is the active task and the first statement of the active task to be
executed is called the active statement.

Let o and ¢’ be maps, = a variable name, and v a value. Then o(z) denotes the
lookup for the value of = in o, oz +— v] the update of o such that = maps to v,
o o ¢’ the composition of ¢ and ¢/, and dom(c) the domain of 0. Given a mapping,
we denote by [e]< the evaluation of an expression e in the state given by o and the
global configuration ¢ (the latter is only used to evaluate the polling of futures; e.g.,
await x7).

Rewrite rules execute statements in the active task in the context of a configu-
ration, updating the values of attributes or local variables as needed. For an active
task {I| s}, these rules are defined inductively over the statement s. Some (represen-
tative) rules are presented in Figure 2.3. Rule skip shows the general set-up, where a
skip statement is consumed by the rewrite rule. Rule assign updates either the local
variable or the attribute  with the value of an expression e evaluated in the current
state. The suspension of tasks is handled by rule release, which places the active task
in the task queue. Rules awaitl and await2 handle conditional release points.

The auxiliary function schedule in fact defines the (local) task scheduling policy
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of the object which in standard Creol is nondeterministic. In the next subsection,
we will add explicit scheduling policies to objects. After release or when a method
finishes the processor is idle. At this point the first enabled task in the queue is picked
by the auxiliary function firstEn; this function moves the first enabled task to the
head of the queue. Since the valuation of the enabling condition of a task may change
in the course of time, it has to be checked when a new task must be started.

2.2 Real-Time in Creol!

We explain how to model real-time systems using concurrent objects in Creol. To
this end, we develop an extension of the Creol language with support for specifying
real-time information. As in the previous section, we aim at schedulability analysis
and therefore we choose for a descriptive approach; namely, we add best and worst
case execution information to methods and deadlines to method calls rather than
clocks and time-outs that can affect the system behavior. Furthermore, scheduling
strategies can be added to object definitions, which may depend on the remaining
deadlines of tasks.

In real-time Creol, normal statements are executed instantaneously. We add a
special statement duration to specify delays during execution. A duration statement
takes two parameters specifying the best and worst case execution delays. There is
a special case of the blocking get statement. This statement may take as much time
as needed until the corresponding method call finishes; however, as soon as the callee
finishes, the blocking get will succeed.

Every method call, including self calls, can be given a deadline; the deadline is
given as an extra parameter to the method call. This deadline specifies the relative
time before which the corresponding method should be scheduled and completed.
Since we do not have message transmission delays, the deadline expresses the time
until a reply is received. Thus, it corresponds to an end-to-end deadline. Self-calls may
inherit the remaining deadline of the caller method by using the keyword deadline.
As explained in Chapter 4, to be able to model check schedulability, all method calls
must have a finite deadline.

In this chapter, we first give a complete semantics of Real-Time Creol in Real-
Time Maude, which extends the original rewrite semantics of Creol. We cannot
perform complete analysis on this semantics, because first of all, it is infinite state,
and secondly, the analysis results given by Real-Time Maude is incomplete (due to
decidability constraints). We then provide a finite-state abstraction of Creol with
timed automata semantics in terms of an extension of the framework in the previous
chapter; this semantics can be readily used for schedulability analysis, as well as model
checking of other properties, in UPPAAL.

Figure 2.4 repeats the Creol code for a mutual exclusion handler object annotated
with timing information. The duration statements specify the delays and the numbers
in parantheses show the deadlines required for the method calls.

IThe rest of this chapter is an improvement and extension of the results published in [15].
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1 class MutEx (left: Entity, right: Entity) begin

2 var taken : bool

3 op initial =

4 duration (1,1); taken := false
5 op reqL =—

6 duration (1,2); await !taken;
7 duration (4 ,4); taken := true;
8 1 ! left.grant (10);

9 await 17;

10 duration (2,3); taken := false
11 op reqR —

12 duration (1,2); await !taken;
13 duration (4,4); taken := true;
14 r ! right.grant (10);

15 await r7;

16 duration (2,3); taken := false
17 end

Figure 2.4: A Creol class for mutual exclusion with timing information.

2.2.1 Real-Time Creol’s Semantics

Objects in real-time Creol are given explicit scheduling policies. This is reflected in
the object tuple

(0, p, a, q )

such that p defines the scheduling policy. The function schedule now takes also a
scheduling policy as parameter. At the end of this section, we define two example
scheduling policies FCFS and EDF. Furthermore, tasks in Real-Time Creol have a
special local variable deadline that holds the remaining deadline of the task.

The rewrite rules of the Real-Time Creol semantics are given in Figure 2.5. The
first rule ensures that a duration statement may terminate only if its best case exe-
cution time has been reached. In order to facilitate the conformance testing discussed
in Chapter 6, we define a global clock clock(t) in the configurations (where t is of
sort Time) to time-stamp observable events. These observables are the invocation and

return of method calls. Rule async-call emits a message to the callee [[e]]?;gﬁ with
method m, actual parameters [e] ?{fgﬁ including the deadline, a fresh future identifier
n, which will be bound to the task’s so-called destiny variable [13], and, finally, a time
stamp ¢. In the (method) activation rule, the function task transforms such a message
into a task which is placed in the task queue of the callee by means of the scheduling
function schedule. The function task creates a map which assigns the values of the
actual parameters to the formal parameters (which includes the deadline variable) and
which assigns the future identity to the destiny variable. The statement of the created
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crl [duration]: (o, {l|duration(b,w);s} o q) — (o, {l|s} o q) if b<O0 .

crl [async-calll: (o, a, {l|z:=e!'m(&);s} o q) clock(t)

— (0, a, {llz—nl|s} o q) m(t,[e]7ore, [e]?S¢,n) n if fresh(n) .
crl [activationl: (o, p, {l|s} o ¢) m(t,0,0)

— {0, p, {l]|s} o schedule(task(m(o,¥)),p,q))

crl [return]: (o, a, {l|return(e);s} o ¢) n clock(t)

— (o0, a, {l|s} o q) clock(t) (n,[[e]]?(fo"l?,t) if n =I[(destiny) .
crl [getl: (o, a, {l|z:=e.get;s} o q) (m,v,t)

— (0, a, {l|z:=wv;s} o q) (n,v,t) if [e]l°=n .

crl [tick]l: {C} — {6(C)} in time ¢ if t < mte(C) A canAdvance(C) .

op canAdvance: Configuration — Bool .
eq canAdvance(Cl1 C2) = canAdvance(C1) A canAdvance(C2) .
eq canAdvance({o, p, a, {l|duration(b,w);s} o ¢ )) = w>0 .

none

eq canAdvance({o, p, a,{l|z:=e.get;s} o ¢ ) mn) =true if n= [[:p]]@oj>

eq canAdvance(C) = false [owise]

op mte: Configuration — Time .
eq mte(C1 C2) = min(mte(C1l), mte(C2)) .
eq mte((o0, p, a,{l|duration(b,w);s} o g )) = w .

eq mte(C) = oo [owise]

op 61: Task Time — Task .
eq 01 ({l] s},t) = {l[deadline + [(deadline) — t]|s} .

op J2: TaskQueue Time — TaskQueue .
eq d2({lls} o gq,t) =01 ({lls},t)o d2(q,t) .
eq d2(e,t) =¢

op 03: Task Time — Task .
eq d3({l|duration(b, w); s}, t) = {l[deadline > [(deadline) — t] | duration(b — t,w — t); s}.
eq 03({l|s},t) = {l[deadline > [(deadline) — t]||s} [owisel

op ¢: Configuration Time — Configuration .

eq 6(C1 C2, t) = 6(C1,t) 6(C2,t) .

eq 6(clock(t'),t) = clock(t' +1¢) .

eq §((o0, p, a, {lls}oq ),t) = (o, a, 63({l|s}) o d2(q))
eq 6(C, t) = C [owise]

Figure 2.5: The semantics of Real-Time Creol in Real-Time Maude
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op EDF: — Policy .
op FCFS: — Policy .

op schedule: Task Policy TaskQueue — TaskQueue .
eq schedule(t, EDF, ¢) = scheduleEDF(¢,q) .
eq schedule(t, FCFS, q) = scheduleFCFS(t,q) .

op scheduleEDF: Task TaskQueue — TaskQueue .
eq scheduleEDF ({l|s}, {l'|s'} o ¢) =
if l(deadline) < !’(deadline) then {l|s} o {l’|s'} o ¢
else {l'|s’} o scheduleEDF({l|s}, q) .
eq scheduleEDF({l|s}, e) ={l|s} .

eq scheduleFCFS: Task TaskQueue — TaskQueue .
eq scheduleFCFS({l|s}, ¢) =gqo {l|s} .

Figure 2.6: FCFS and EDF scheduling policies for real time Creol

task consist of the body of the method. Rule return adds the return value from a
method call to the future identified by the task’s destiny variable and time stamps the
future at this time. Rule get describes how the get operation obtains the returned
value.

The global advance of time is captured by the rule tick. This rule applies to global
configurations in which all active statements are duration statements which have not
reached their worst execution time or blocking get statements. These conditions are
captured by the predicate canAdvance in Figure 2.5. When the tick rule is applicable,
time may advance by any value ¢ below the limit determined by the auxiliary mazimum
time elapse [38] function mte, which finds the lowest remaining worst case execution
time for any active task in any object in the configuration. Note that the blocking
get operation allows time to pass arbitrarily while waiting for a return.

When time advances, the function J, besides advancing the global clock, deter-
mines the effect of advancing time on the objects in the configuration, using the
auxiliary functions §;, for i = 1,2, 3, defined in Figure 2.5, to update the tasks. The
function §; decreases the deadline of a task. The function ds applies d; to all queued
tasks; do has no effect on an empty queue €. The function d3 additionally decreases
the current best and worst case execution times of the active duration statements.

Specifying Scheduling Strategies

At the highest level of abstraction, no scheduling strategy is specified as in standard
Creol. This amounts to nondeterministic selection of methods from a bag of suspended
processes. If a property is proved to hold in this setting, it will hold for any scheduling
strategy. In real-time setting, however, this can easily lead to non-schedulability.
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Real-time systems usually need special-purpose designed strategies in order to be
schedulable: usually the task with the shortest deadline or another one needed by
this task must be scheduled and executed first.

In real-time Creol, a scheduling strategy should be defined in the function schedule.
Figure 2.6 gives the definition of two scheduling policies as example: First Come First
Served (FCFS) and Earliest Deadline First (EDF). Since always the first task in the
queue will be executed, scheduling amounts to inserting new tasks in the right place in
the queue. An FCFS scheduler enqueues the tasks in their order of arrival regardless
of any priorities. An EDF scheduler uses the remaining deadline of each task as its
priority; the task that has a smaller remaining deadline has a higher priority. Recall
that every task (i.e., method invocation) has a local variable called deadline which is
updated dynamically to reflect the remaining deadline of the task at any time. This
is an example of dynamic priority scheduling.

Other strategies can be defined in a similar way. One can implement a fixed
priority scheduler following the same approach as in EDF, but using a fixed priority
table for task types. Fixed priorities may be assigned to task invocations rather than
task types. Resource-aware Creol models may need extra functions to handle issues
like priority inversion and inheritance. These problems are not addressed in this
thesis but flexible ways to specify rich scheduling policies at a high level could be an
interesting trend of future research.

2.3 Case Studies

2.3.1 Coordinator

The coordinator class, in Figure 2.7 is taken from [27] and is concretized for three-way
synchronization (while abstracting data away). The Coordinator class implements three
interfaces, each with one method, e.g., with Any op m1 that defines method m1 which
can be called from objects of any type. The method init in an object is immediately
executed upon object creation. The method run specifies active behavior of the object;
it will have to compete with other tasks in the queue after init has finished.

Execution of the method run begins with a delay of 2 to 3 time units; this delay
represents some computation that is abstracted away. The first await statement in
this method would initially block because the variables s1, s2 and s3 are initially
false. This line actually waits until the three parties of synchronization are ready.
These variables are set in methods m1, m2 and m3, respectively. We look at m1; the
other two methods are similar.

The first time m1 is called it passes the first await statement because of the initial
values of the variables sync and s1. After 1 time unit, it sets s1 to true to announce
the readiness of this party. It will then wait until synchronization takes place. It must
reset sl to allow the next round of synchronization, because the run method waits
until all parties have finished their first round.

The main synchronized task is modeled in the method body which is called syn-
chronously from the run method; this is modeled using the blocking get statement
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1 interface Cl begin with Any op ml end
2 interface C2 begin with Any op m2 end
3 interface C3 begin with Any op m3 end
4 class Coordinator implements Cl, C2, C3 begin

5 var sl ,s2,s3,sync : bool

6 op init =

7 sl := false;

8 s2 := false;

9 s3 := false;

10 sync := true;

11 duration (2, 4)

12 op body =—

13 duration (2, 5)

14 op run —

15 duration (1, 2);

16 await (sl /\ s2 /\ s3);

17 duration (1, 1);

18 b!body (10); // force sync call with deadline
19 b.get;

20 sync := false;

21 duration (1, 2);

22 await (7sl /\ 7s2 /\ Ts3);
23 duration (1, 1);

24 sync := true;

25 lrun (50) // deadline = 50
26 with Any op ml —

27 await (sync /\ Tsl);

28 duration (1, 1);

29 sl := true;

30 await “sync;

31 duration (1, 1);

32 sl := false

33 with Any op m2 =— ... like ml...
34 with Any op m3 — ... like ml...
35 end

Figure 2.7: A real-time 3-way coordinator in Creol.
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on the local label b. This task is again modeled simply as a delay which represents
some computation that is abstracted away.

In this example, every communicated message is considered to be visible and
therefore a delay has been specified between every two method calls. Furthermore,
there is a delay between the processor release points. For schedulability analysis of this
model, we will shows in Chapter 6 how to generate timed automata automatically
from this Creol code. These automata models can then be used for schedulability
analysis using UPPAAL as explained in the following chapters.

2.3.2 Thread-Pools

Figure 2.8 shows a Creol model of a thread pool. The model defines a Thread class and
the ResourcePool class. The task list is modeled implicitly in terms of the message
queue of an instance of the ResourcePool class. The variable size represents the
number of available threads, i.e., instances of the Thread class. The variable pool
is used to hold a reference to those threads that are currently not executing a task.
This class uses a predefined data type Set which is available in Creol. We make use
of the functions add, remove and choose on variables of type Set that provide the basic
operations on a set. The choose function nondeterministically chooses an element from
the set without removing it.

Tasks are modeled in terms of the method start inside the Thread class. For
our analysis the functional differences between tasks is irrelevant, so the method is
specified in terms of its duration only. A task ends by a call to the method finish
of the ResourcePool object which adds the executing thread to the pool of available
threads. Therefore, this thread can be selected again to execute another task.

Tasks are generated (by the environment) with (asynchronous) calls of the invoke
method of the ResourcePool object. In case there are no available threads, the
execution of the invoke method suspends by the execution of the await statement
which releases control (so that a call of the finish method can be executed). When
multiple tasks are pending and a thread becomes available, the scheduling strategy of
the ResourcePool object determines which task should be executed next when the
current task has been completed.

In this model, not all method calls are relevant for schedulability analysis. The
only part that takes some time is the execution of the task itself. For schedulability
analysis, we will consider the whole model as one entity to be analyzed. In Chapter 3,
we will provide automata models for this case study that can be used for schedulability
analysis. We will show in Chapter 6 a method to check the conformance of this Creol
code to these automata models.
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class Thread (myPool: ResourcePool) implements IThread
begin
op run =—
!'myPool. finish ()
with ResourcePool op start —
skip;
duration (5,6);
!myPool. finish ()

end

class ResourcePool(size: Int) implements IResourcePool

begin
var pool: Set|[Thread|;
op init =—
var thread:Thread;
pool := {};

while (size >0) do
thread := new Thread (this);
size := size—1
end
with Any op invoke —
var thread Thread;
await —isempty (pool);
thread := choose(pool);
pool := remove(pool,thread);
lthread.start (deadline)
with Thread op finish —
pool := add(pool,caller)
end

Figure 2.8: The thread pool






Chapter 3

Automata-Based Actor Framework

Actor model was originally introduced by Hewitt [20] as an agent-based language, and
later developed by Agha [1] into a concurrent object-based model. Actors are units
of distribution and concurrency. Furthermore, actors have encapsulated states and
behavior; they have local variables, but no shared variables. They communicate via
asynchronous (non-blocking) message passing, and arrival of messages is guaranteed.

We use the actor model as the pure asynchronous setting of concurrent objects.
In this Chapter, we give an automata-based actor framework for modeling real-time
systems with an operational interpretation of the actor model, as in Rebeca [43]. A
system is composed of objects; templates of objects are defined in classes. When no
ambiguity arises we may use the term actor for a class or an object. A class defines
a method for each message it can handle. A method is a sequential code which may
send messages. There is at least a dedicated method in each class, which is responsible
for initialization and start-up; thus modeling its active behavior. A class can have
known actors that serve as place holders for the objects that can communicate with
instances of that class.

The goal of our framework is checking schedulability as will be explained later in
Chapter 4; as shown in Chapter 4, we can put a finite bound on the queue lengths
and obtain schedulability results that hold for any queue length. As schedulability
requirement, all method calls are given a deadline; if not, the called method inherits
the deadline of its caller method. Since we deal with models and not programs,
the methods (or individual statements) should carry specifications of their (best- and
worst-case) execution times. For this purpose, we make use of guards and invariants in
timed automata. Since existing timed automata analysis tools cannot create automata
instances dynamically, we do not support dynamic actor creation. Last but bot
least, actors can specify their own scheduling strategies using timed automata; a
good schedule brings asynchronous actors to concurrence.

In this chapter, we describe how to systematically use timed automata and Up-
PAAL for modeling systems of actors. First, we give an introduction to timed automata
in general. Then, we demonstrate our actor framework with the help of a running
example: a mutual exclusion handler called MutEx. Section 3.2.1 provides the formal

23
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actor model. We will conclude this chapter by applying and extending the framework
to modeling of a thread-pool and a peer-to-peer system broker.

3.1 Background: Timed Automata

In this section, we define timed automata syntax and semantics and very briefly
explain how timed automata can be used in general for modeling real-time systems.
Since we will use UPPAAL [31] for the analysis, these definitions are based on the
syntax and semantics used in UPPAAL. UPPAAL is a model-checker based on the
theory of timed automata [3, 7] and its modeling language offers additional features
such as bounded integer variables and urgency.

In short, timed automata are automata enriched with clocks. Timed automata
provide a dense-time model where a clock variable evaluates to a real number. If there
are multiple clocks in a model, they all progress at the same rate. Updating a clock
value is done by resetting it to zero. This action happens instantaneously without
stopping the clock. The current value of a clock can be checked using conjunctions
over conditions of the form ¢ ~ n or ¢ — ¢’ ~ n, called clock constraints, where ¢ and
¢’ are clocks, n is an integer and ~€ {<, <, =,>,>}.

DEFINITION 3.1.1 (TIMED AUTOMATA). Suppose B(C) is the set of all clock
constraints on the set of clocks C'. A timed automaton over actions ¥ and clocks C'
is a tuple (L,ly,—>,I) representing

e q finite set of locations L, including an initial location lg;
e the set of edges —C L x B(C) x ¥ x 2¢ x L; and,
e a function I : L — B(C) assigning an invariant to each location.

O

An edge may be written as | —— I’. It means that action ‘a’ may change the
g,

location [ to I’ by resetting the clocks in r, if clock constraints in g (as well as the
invariant of I’) hold. In addition, a location can be marked urgent which is equivalent
to resetting a fresh clock x in all of its incoming edges and adding an invariant x < 0
to the location; intuitively, it means that the automaton cannot spend any time in
that location [31].

A timed automaton is called deterministic if and only if for each a € X, if there

are two edges from [ labeled by the same action | —— I’ and | ——— {” then the
g, g v

guards g and ¢’ are exclusive (i.e. g A ¢’ is unsatisfiable).

DEFINITION 3.1.2 (TIMED AUTOMATA SEMANTICS). A timed automaton de-
fines an infinite labeled transition system whose states are pairs (I,u) wherel € L and
u: C — Ry is a clock assignment. We denote by 0 the assignment mapping every
clock in C' to 0. The initial state is (Ip,0). There are two types of transitions:
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e delay transitions (I,u) A (I,u") where d € Ry, if v is obtained by delaying
every clock for d time units, written as u' = u + d, and for each 0 < d' < d,
u + d' satisfies the invariant of location l; and,

e action transitions (I,u) = (I';u') where a € %, if there exists | —— 1’ such
T

that u satisfies the guard g, v’ is obtained by resetting all clocks in v and leaving
the others unchanged and v’ satisfies the invariant of .

|

In the following, we assume that the set of actions ¥ is partitioned into two
disjoints sets: a set X of input actions a? and a set Yo of output actions al. A non-
observable internal actions T is also assumed. Let ¥, = XU {7}. A timed automaton
with inputs and outputs is a timed automaton over X...

Timed traces A timed sequence o € (3, URL)* is a sequence of timed actions in
the form of o0 = t1aitsas ... ant,41 such that for all i, 1 <i < mn, t; <t;11. Given a
timed sequence o, m,ps(0) denotes the projection of ¢ on ¥, intuitively deleting t;7
occurrences. The sequence mps(0) is called the observable timed sequence associated
to o.

A run of a timed automaton A from initial state (Ip,0) over a timed sequence
0 = tiaiteas ... ant,41 is a sequence of transitions:

(lo,0) B (loyul) @ (Lyur) B - %8 (1, ) 5

(ln’ U;L)

where dy =t; and for all i, 1 <i<n+1,t; =t;_1 +d;. The set Traces(A) of timed
traces of A is the set of timed sequences o for which there exists a run of A over 0. The
set Tracesops(A) of observable timed traces of A is the set {mops(0) | 0 € Traces(A)}.

3.1.1 Networks of Timed Automata

A system may be described as a collection of timed automata with inputs and outputs
A; (1 <4 < n) communicating with each other. The behavior of the system is then
defined as the parallel composition of those automata A; || --- || A,. Semantically,
the system can delay if all automata can delay and can perform an action if one of
the automata can perform an internal action or if two automata can synchronize on
complementary actions (inputs and outputs are complementary).

DEFINITION 3.1.3 (SEMANTICS OF A NETWORK OF TIMED AUTOMATA).
Let the set of A; = (L, 19, —;, I;) form a network of n timed automata with the clocks
C and actions $.. Let lo = (19,...,1%) be the initial location vector. The semantics
is defined as a transition system whose states are (li,...,l,,u) where l; € L; and
u: C — Ry. The initial state is sp = (lp,0). The transition relation is defined by
three types of transitions:
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press?

H press!

press?

press?

(a) Lamp (b) User

Figure 3.1: The simple lamp example [6]

e delay transitions (I, u) A (I,uw') where d € Ry, if u' is obtained by delaying
every clock for d time units and for each 0 < d < d, v satisfies the invariant
of every location in [;

e local transitions (I,u) — (I[I}/1;],u) if there exists ; —— I. such that u satisfies
g, T

the guard g, u' is obtained by resetting all clocks in v and leaving the others

unchanged and v’ satisfies the invariants of l[l}/l;]; and,

e synchronization transitions (I,u) — (I[l/1;,1;/L),u') if there exists l; 7,
gi » Ti

/

I and l; —— l; such that u satisfies the guard g; A gj, u' is obtained by

al
gj > T
resetting all clocks in r; Ur; and leaving the others unchanged and u' satisfies
the invariants of U[l’; /1;,1;/1;].

O

Marking a location urgent in an automaton indicates that the automaton cannot
spend any time in that location. In a network of timed automata, the enabled tran-
sitions from an urgent location may be interleaved with the enabled transitions from
other automata (while time is frozen). Like urgent locations, committed locations
freeze time; furthermore, if any process is in a committed location, the next step
must involve an edge from one of the committed locations.

ExXAMPLE 3.1.4. [6] Figure 3.1(a) shows a timed automaton modeling a simple
lamp. The lamp has three locations: off, low, and bright. If the user presses a
button, i.e., synchronizes with press?, then the lamp is turned on. If the user presses
the button again, the lamp is turned off. However, if the user is fast and rapidly
presses the button twice, the lamp is turned on and becomes bright. The user model
is shown in Figure 3.1(b). The user can press the button randomly at any time or
even not press the button at all. The clock y of the lamp is used to detect if the user
was fast (y < 5) or slow (y > 5).
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3.1.2 Timed Automata in UPPAAL

As accepted in UPPAAL, we allow defining variables of type boolean and bounded
integers for each automaton. Variables can appear in guards and updates. Further-
more, clocks can be reset to any integer in UPPAAL. The semantics of timed automata
changes such that each state will include the current values of the variables as well,
i.e. (I,u,v) with v a variable assignment. An action transition (I,u,v) % (I',u’,v")
additionally requires v and v’ to be considered in the corresponding guard and up-
date. Theoretically [18], timed automata with variables are hybrid automata in which
variables are like clocks that never progress in time.

In a network of timed automata, variables can be defined locally for one automa-
ton, globally (shared between all automata), or as parameters to the automata. In
UPPAAL, timed automata templates are automata defined with a set of parameters
which can be of any type, e.g., integer or channel. In a system composition, these
templates are instantiated with concrete values for their parameters to form a network
of timed automata.

DEFINITION 3.1.5 (UpPPAAL MODEL). An UPPAAL model consists of: (1) a set
of timed automata templates (TAT ); (2) global declarations; and, (3) system declara-
tions. |

An automata template in an UPPAAL model consists of a name, a set of arguments,
local declarations and a timed automaton definition (as above); formally, TAT =
(tName, Args, local, Auto). Global and local declarations contain the definition of
clocks and variables. The network of timed automata to be analyzed is defined in the
system declarations by instantiating the timed automata templates.

3.2 Modeling Actors in Timed Automata'

The first step in modeling an actor is to specify in a timed automaton its behavioral
interface; when it is clear from the context we may call it simply an interface. The
modeler specifies the correct way of using an actor in its interface. On one hand,
an interface characterizes the expected pattern of incoming messages; thus, it can be
seen as the highest-level abstraction of all environments in which the actor instances
can be used. On the other hand, an interface includes the object outputs; thus, it
models the input/output behavior of the object while abstracting from the queue,
local variables and method implementations.

The actor definition itself consists of its methods and local variables. For every
actor, we model each method with a timed automata template; actor variables are
shared between these automata. All automata templates for methods and behavioral
interfaces are parameterized in the identity of the actor itself, and the identifiers of the
actors communicating with it (namely, its known actors). For instance, a MutEx may

I This section is an improvement and extension of the results published in [24].
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communicate with the two objects on its left and right which try to enter a critical
section. In Section 3.3, we will show how to model these automata in UPPAAL.

Figure 3.2 shows the specification of the behavioral interface automaton for MutEx.
It is parameterized in self, Left and Right; self is used to hold the actor identity,
while Left and Right represent its known actors. An action Left.reqL(req_d)?
means a message reqlL is received from the actor representing the Left known actor,
and a deadline req_d is assigned to it. The interface of MutEx includes all possibilities
of receiving two requests, however, it disallows granting both requests at the same
time. Furthermore, if there is a pending request, it puts a time bound of MAX REL
on the arrival of a release; otherwise, the deadline of the pending request cannot be
guaranteed.

Figure 3.3 depicts the automata for the methods of the MutEx, called method
automata. We abstract from computation, which is represented only by a time delay.
However, some variables (e.g., ‘taken’ in MutEx) are needed for correct behavior of the
actor. A MutEx is initially not taken (the ‘taken’ variable is set to false in initial
method). The object on the left (specified as Left) may ask for the MutEx by sending
reqL. In response, the MutEx sends a permitL back, if the MutEx is not already taken.
Similarly, the message reqR may be sent by Right. If the MutEx is taken, the request
is put back in queue by a self call. A release message can be sent by either object on
the left or right.

The interface should include the expected timing information for the arrival of
messages. Specifically, a time interval between messages is necessary to have a schedu-
lable actor. The given MutEx interface keeps track of the time since every request,
and expects that the corresponding release arrives no sooner than MIN REL time
units. The interface assumes that the first request is always granted (because MutEx
is not taken initially). If the next request arrives before a release, it will be waiting
for the MutEx to be released. Whenever a request is pending, a release must arrive
before MAX REL time units, otherwise the pending request will miss the deadline.
By iterating the schedulability analysis (explained in Chapter 4) this interval can be
refined so that to indicate the minimum requirement.

The timing constraints in method automata show the amount of computation
needed for each step. The invariants on the locations of method automata together
with the guards on edges, require that the send operations succeed; otherwise, time
cannot progress. This is necessary in order to model the asynchronous nature of the
message passing. In other words, outputs are urgent.

Send actions in methods and receive actions in interface automata should be as-
signed a deadline. Self calls inherit the remaining deadline of the parent task (called
delegation), unless an explicit deadline is assigned (called invocation). Delegation
may be used when a task is split over two or more methods.

Another common scenario for delegation happens when a task (say handling a
‘request’ in a MutEx) cannot be accomplished immediately (say because the MutEx is
already ‘taken’). Therefore, it needs to make a self call, which must terminate within
the original deadline. In other words, the original deadline of a request requires a
bound on the time until the request is granted (i.e., a permit is sent back). Variables
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Left.reqlL (req_d) ?
Right.permitR !
x1=0

Right.release (rel_d) ?

-

Left.release (rel d) ?

J

=0
Right pewitR !

€q_d) ?

Right.release (rel_d) ? y
Left.release (rel_d) ? x1 < MAX_REL
Left.permitL !
x1=0

Right.reqR (req d) ?

Figure 3.2: A possible interface specification for MutEx
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X s=1 X ==
initial ‘ taken = false .

X i— 1 X == '
release taken = false

reql,

X ==
taken = true Left.permitL (15) ! .
X<=2 Xx<=3

reqR

X ==
taken = true Right.permitR (15) ! .
X<=2 X<=3

Figure 3.3: Specification of a mutual exclusion handler (MutEx)
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(‘taken’ in this example) are used to keep the current state of the actor and thus to
bound such delegation loops. In modeling, we cannot abstract from such variables,
because it would let the loops in delegation to continue infinitely. This results in
nonschedulability, because the (inherited) deadline becomes smaller every time.

3.2.1 The Formal Timed Actor Model

In this section, we present our formal model of actors. Each actor implements an
interface that has a set of method names, which represent the methods the actor
provides. Each of the methods in the actor is represented by a timed automaton. An
actor also needs a queue for storing incoming messages and a scheduling strategy for
determining the order of executing messages. Upon receiving a message, the corre-
sponding method, representing the task to be executed, is inserted into the process
queue. Once the currently executing automaton reaches a final state, the next task
in the queue is started. Furthermore, we show in Chapter 4 that we may put a finite
bound on the queue and still derive schedulability results that hold for any queue
length.

We assume a finite global set of method names M (corresponding to the messages
that can be sent and received).

DEFINITION 3.2.1 (BEHAVIORAL INTERFACE). A behavioral interface B with a
set of method names Mg C M is a deterministic timed automaton over alphabet »B
such that:

o X8 is partitioned into two sets

— output actions: 5 = {m!lm € M Am & Mg}
— input actions: ¥ = {m(d)?|m € Mp Ad € N}

e the edges labeled with output actions have true as their guard

O

The behavioral interface can be viewed as a high level specification of an object.
It specifies the (acceptable) observable behavior of the object. An input action m(d)?
represents a message m sent to the object by the environment with the deadline d. A
correct implementation of the object should be able to finish an incoming call m(d)?
before d time units. Output actions are the methods called by this object and should
be handled by (other objects in) the environment. The object may send out a message
only if allowed in the interface.

A behavioral interface B can be implemented by providing implementation for the
methods in M. Every method is represented by a timed automaton and may in turn
send messages.

DEFINITION 3.2.2 (CLaAss). A class R implementing the behavioral interface B
is a set {(m1,A1),...,(mn, Ayn)} where:
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e Mr={mi,...,mp} C M is a set of method names such that Mg C Mpg; and,

o foralli, 1 <i<mn, A; is a timed automaton representing method m; with the

alphabet ¥; = {m!im € Mp}U{m(d)! | m € M ANd e N}
]

Method automata only send messages while computations are abstracted into time
delays. Receiving messages (and buffering them) is handled by a scheduler defined
next. Sending a message m € Mp is called a self call. Self calls may or may not
be assigned an explicit deadline. The self calls that are not statically assigned a
deadline are called delegation. Delegation implies that the internal task (triggered by
the self call) is in fact the continuation of the parent task; therefore, the delegated
task inherits the (remaining) deadline of the task that triggers it. A scheduler needs
to handle the inheritance of the deadlines.

The condition Mp C Mp requires that a class should at least provide method
implementation for handling all messages it may receive according to the interface it
implements. It can add other methods which then can only be called as self calls.
Checking whether it will produce correct output behavior, and if it can finish all
methods in designated deadlines is explained in Chapter 4.

Scheduler An actor needs a queue for storing incoming messages before they are
scheduled to be executed. In this section, we give the formal definition of a queue
and scheduling strategies. Our scheduler model is inspired by and extends the ideas
of task automata [16]. Tasks, being specified using timed automata, may perform self
calls, which need to be handled by the scheduler, whereas in task automata tasks are
just modeled with their execution time. We also need to support inheriting deadlines
for delegation. We assume that the first task in the queue is the currently running
task.

For each task, a queue needs to store the method name and its deadline. Fur-
thermore, it needs a clock to keep track of the time since the task is triggered. This
enables us to check if a deadline is missed. In theory a queue can be unbounded.
We show in Chapter 4 that we may put a finite bound on the queue and still derive
schedulability results that hold for any queue length.

DEFINITION 3.2.3 (UNBOUNDED QUEUE). An unbounded queue q is a list of
tasks together with an infinite set of clocks Cy. Each task is written as m(d, c) where
m is a method name, d € N is its deadline and c € Cy keeps track of how long the
task has been in the queue. The remaining deadline of m is d — c. O

To have the complete behavior of an object defined, a scheduling strategy (e.g.,
Earliest Deadline First) should be defined in terms of a scheduler function. A scheduler
is used to insert tasks into the queue; it also assigns an unused queue clock to the new
task to keep track of the time remaining until its deadline. Typically to determine
where in the queue to insert the new task, a scheduler could dynamically examine the
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remaining time of each task in the queue. However, since the scheduler is to be defined
statically, dynamic clock values are not available. Therefore, the scheduler function
returns the set of all possibilities for putting the new task in the queue depending on
different possibilities of clock values.

DEFINITION 3.2.4 (SCHEDULER FUNCTION). Given a queue g with clocks C,
and a method name m with deadline d, a scheduler function ‘sched(q,m(d))’ returns
a set of triples {(G,¢c,q')}, where

e G is a guard on clocks in Cy (possibly based on d);
o c€ Cy is a clock not used (i.e., not assigned to any tasks) in q; and,

o ¢ is a queue with the clocks C, and represents the queue q after inserting m(d, c)
in a particular position as implied by the guard G.

O

We define an overloading of the scheduler function as sched(q, m(d, ¢)) that inserts
a task into the queue using a given clock c. By reusing the deadline and the clock
already assigned to a task in the queue, we can model inheriting the deadline. In the
case of delegation, the clock assigned to the currently running task is reused.

A scheduler function is preemptive if it can place the new task in the first position.
Recall that the first task in the queue is the task that is currently running. In this
actor framework, we only consider non-preemptive schedulers. Section 4.2.2 briefly
discusses the decidability of preemptive scheduling.

ExAMPLE 3.2.5. Consider a queue ¢ = [my(dy,c1),...,mg(dg, c)] with the set of
clocks ;. A ‘first come first served’ scheduler would always put the new job at the
back of the queue. This scheduler would not impose any constraints:

sched_FCFS(q,m(d)) = {(true,c,[m1(di,c1),...,mr(dr,cx),m(d, c)]) }

where ¢ € Cj is not assigned to any task in g.
A non-preemptive ‘earliest deadline first’ scheduler would insert tasks into the
queue based on the remaining deadlines of the existing queue members:

sched _EDF(q,m(d)) =
{(d < d2 = c2,¢,[mi(dy, c1),m(d, ¢), m2(dz, c2), . ..,y (d, ck)]),
(d2 —c2 < d < ds—c3,c,[mi(di, 1), ma(dz, c2),m(d, c),...,me(dk,ck)]),

(de—1—ck—1 < d < dp—ck, ¢, [mi(dr, c1),ma(dz, c2), ..., m(d, c), mx(dk, ck)]),
(dp — cx < d,c,[ma(du, c1), ma(d2, c2), ..., mi(dk,cx),m(d,c)])}
where ¢ € C is not assigned to any task in g. The scheduler function cannot reorder

the queue, so here we assume as an invariant that the tasks already in the queue are
in the right order.

In our UPPAAL implementation, we will use a timed automaton to act as both the
queue and the scheduler function (cf. Section 3.3).
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3.2.2 Timed Actor Model Semantics

An object is an instance of a class together with a specific scheduler and a queue.
In a system, a number of objects run concurrently, each maintaining a queue of the
tasks it has to perform. Without loss of generality, we assume that the sets of method
names for different objects are disjoint.

DEFINITION 3.2.6 (SYSTEM). Consider a set of objects O, ...,O, as instances
of the classes Ry, ..., Ry, respectively. Each object O; has its own queue and sched-
uler function sched;. Assume that each class R; implements the behavioral inter-
face B;. This set of objects is a system if for every class R;, we have Actjo C

(MRj U Ulgign MBi) where Actjo is the set of calls made by methods of R;. O

The semantics of a system is defined by a timed automaton, called the system
automaton. In this automaton, we do not assume any upper bound on the queue size
and therefore the system automaton may become infinite state. In order to make it
finite state, however, we will show in Chapter 4 that we can put a finite bound on the
queue length and obtain schedulability results that hold for any queue length.

DEFINITION 3.2.7 (SYSTEM AUTOMATON). The system automaton for a given
system, as defined in Definition 3.2.6, with method names Mg = \J,<,<,, Mg, is a
timed automaton S = (Lg,ls,—s,Is) over the alphabet X = Mg and the clocks
Cs:

o The set of clocks Cg is the union of all sets of clocks for the method automata
plus the queue clocks of each object.

e The locations of the system are the product of each of the locations of objects
together with a queue, i.e., { (I1,q1), (l2,q2), ..., (ln,qn) }.

o The initial location lg is:

{ (start(A1), [m1(dy,c1)]),- .., (start(Ayn), [mn(dn, cn)]) }

where m; is the ‘initial’ method of the class R;, A; its timed automaton, d; is
the deadline for this initial method and c; is one of the object’s queue clocks.

e The edges —>g are defined with the rules in Figure 3.4. We write —— . for
g;r

an edge of S with action m, guard g and update r.

o The invariant of a location is defined as the conjunction of the location invari-
ants of all currently executing object locations.

o A location {(l,q),...} is marked urgent if | is final and q has more than one
element.

|
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{G,a),---} MG,—ZC_:—O% {,4),...} [invocation]

if L”L‘l})? 1) & (G, ci,q') € sched(q,m(d)) & m € M
g

{({,[m1(d,c),...]),...} Q/\G%)S {,q"),...} [delegation)

if (1 L'X> ) & (G, c,q') € sched([mi(d,c),...],m(d,c)) & m € M,
g

m(d)
gNG ; Xyey =

{(l17q1)7 (127q2) .. }

if (11 ’L(d;)('» 1)) & (G, i, d}) € sched(qz, m(d)) & m € My,
g

oS {1, q1), (I2,4%),... } [remote invocation]

{(l,[m1(d', "), ma(d,c)...]),... } HS {(,[ma(d,c)...])... } [context switch]

if 1is final & C) =local clocks(m2) & U = start(mo)

{t;9),...} g;—X>S {W,q),...} i ( g;—X> ) [internal]

Figure 3.4: Reductions for a System

In Figure 3.4, the following helper function and notations are used. Function
start(m) returns the initial location of the automaton for method m. Locations in
method automata with no outgoing transitions are called final. Furthermore, M is
the set of methods provided by the object that is in location .

The first three rules in this figure take care of message passing including the
enqueuing of the message by the receiver. The first two rules handle self calls and
therefore the queue of the same object is used. In case of delegation, the clock of
the current task is reused and thus the deadline is inherited. A remote method
invocation results in an action with an observable deadline value. This deadline value
is comparable (i.e., should be greater than or equal) to its corresponding deadline
in the behavioral interface of the receiving object. Chapter 5 gives the details of
compatibility check with respect to behavioral interfaces.

Whenever the execution of the current task finishes, the context switch rule makes
sure the next method in the queue is executed, if there is any. When the last task
in the queue of an object finishes, no context-switch takes place until a new task is
added to the queue. If in a location {(l,q),...}, I is final and ¢ has more than one
element, the location is marked urgent. This forces context switch to happen as soon
as it is possible.

Finally, if an object can do an invisible action, it also appears in the system
automaton as an invisible action.
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3.3 Using UPPAAL for Modeling

In this section, we explain how to use UPPAAL [31] to model and simulate systems
of actors. We model interfaces, methods implementations and schedulers (which in
turn include a queue) with timed automata. The actor behavior can be obtained by
making a network of these timed automata in UPPAAL. The details are explained
with the help of the MutEx example. The automata for the interafce and methods of
MutEx are given in Figures 3.5 and 3.6, respectively. These automata are comparable
to the ones in Figures 3.2 and 3.3.

Communication We use two channels invoke and delegate for sending messages.
The channel invoke has three dimensions (parameters), the message name, the sender
and the receiver, e.g., invoke[release]|[ self |[ Left]! replaces Left.release in the interface
of MutEx. Notice that in interfaces, incoming messages are modeled as outputs and
outgoing message are modeled as inputs; this is necessary for handling deadlines
explained next. In method automata, by setting both sender and receiver to self, one
can invoke a self call (when a deadline is to be given). The delegate channel is used
for delegation. The self call made using the delegate channel inherits the deadline of
the currently running task (it is taken care of by the scheduler automaton). Since a
delegation is used only for self calls, no sender is specified (it has only two parameters).
Figure 3.6 shows the interface and the method reqL: of MutEx modeled in UPPAAL (cf.
Figure 3.2).

Deadlines We take advantage of the fact that when two edges synchronize, UPPAAL
performs the updates on the emitter (with ! sign) before the receiver (with ? sign).
Hence we can use a global variable deadline. The emitter sets the deadline value
into this variable which is read by the receiver. The receiver, however, cannot use
this deadline value in its guard, as guards are evaluated before updates. To improve
performance, we will define the deadline variable as meta. Meta veriables in UPPAAL
are not stored in the state-space and are mainly used for passing a value when two
transitions are synchronizing on a channel.

3.3.1 Modeling the Scheduler

A scheduler function (Definition 3.2.4) can be implemented as a scheduler automaton.
This automaton also contains a queue as in Definition 4.2.3. Figure 3.7 shows the
general structure of a scheduler automaton. This general picture does not specify
any specific scheduling strategy. Unlike the Definition 3.2.4, the scheduler automata
applies the scheduling strategy at dispatch time instead of insertion time, but the
resulting behavior is the same. The reason is to enable using deadlines in the strategy.
As explained in the previous subsection, the deadline value cannot be used (in the
guard) on the same transition where a message is received.
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invoke[release][selfl[Right]!
deadline=13

invoke[reqL][self][Left]!
NitR][Right][self]? deadline=14
x1=

invoke[per

invokel[release][self][Left]!

deadline=13 X1 < MAX_REL

invoke

qL][self][Left]!
invoke[pegrritL][Left][self]?
x1=0

invokefpermitR][Right][self]?
x1=6

invoke[release][self][Right]!

deadline=13 x1 < MAX_REL

invoke[permitL][Left][self]?

x1=0 invoke[reqR][self][Right]!

deadline=14

deadline=13
invoke[release][self][Left]!

Figure 3.5: The behavioral interface for the MutEx object.

. X<=1
startfinitial][self] ? X ==
initial x=0 taken = false
finish[self] !

start[release][self] 2

release x=0
finish [self] !
finish[self] !
X ==
_ = delegate[regL][self] !
reqLu
taken = true invoke[permitL][Left][self] !
X<=2 x<=3 deadline = XD
finish[self] !
finish[self] !
X ==
= delegate[reqR][self] !

reqR

X == . X ==
taken = true invoke[permitR][Right][self
X<=2 x<=3 deadline = XD

finish[self] !

Figure 3.6: Modeling method and interface automata in UPPAAL
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delegate[msg][self]?
insertDelegate(msg)

invoke[msg][self][sender]?
insertinvoke(msg, sender)

@ initialize()

counter[i] > 0 && @
X[i] > di]

nning

tail ==
finish[self]?
shift()

{guard on i as policy
finish[self]?
run := i, shift()

start[g[run]][self]!

Figure 3.7: A general scheduler automaton

1 void initialize (){

2 q[0] = op_init;

s d[0] = INIT DEADLINE;
4 cal0] = 0;

5 counter [0] = 0; // clock z[0] is assigned
6 tail = 1;
7}

Figure 3.8: Initializing an object

Queue The triple m(d, z) for each task in the queue is modeled using the arrays
q, d and x, respectively. We assume a maximum length of MAX for the queue. We
will show in Chapter 4 that we can find such a maximum for queues of schedulable
objects. The array ca shows the clock assigned to each message (task), such that
‘dlcali]] — x|ca[i]]’ represents the remaining deadline of ¢[i] at any time. counter[i]
holds the number of tasks using clock x[i]. A clock is free if its counter is zero. When
delegation is used, the counter becomes greater than one.

Initializaton The initialization of a queue takes place in the initialize funciton.
This transition is taken before any method in any actor is started, because its start
location is committed. The function shown in Figure 3.8 puts the initilization method
op_init in the queue and assign the first free clock to it.

Input-enabledness A scheduler for a class R should allow receiving any message
in Mp at any time. In Figure 3.7, there is an edge (top-left in the picture) that
allows receiving a message on the invoke channel (from any sender). To allow any
message and sender, ‘select’ expressions are used. The expression msg : int [0, MSG]
nondeterministically selects a value between 0 and MSG for msg. This is equivalent to
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1 void insertDelegate (int msg){

2 q[tail] = msg;

3 ca|tail|] = ca|run];

4 counter[ca[tail |] ++;
5 tail ++;

o }

s void insertInvoke (int m, int snd){
9 int c, i;
10 ¢ = MAX;
11 for (i = 0; ¢ = MAX; i++) {
{

12 if (counter[i][s] = 0)
13 c = 1i;

14 }

15 }

16 q[tail] = m;

17 caltail] = c;

18 x[c] = 0;

19 d[c] = deadline;
20 counter[c| = 1;
21 tail+-+;

22 }

Figure 3.9: Inserting a message into the queue

adding a transition for each value of msg. Similarly, any sender (sender : int [0,0BJ—1])
can be selected. This message is put at the tail of the queue (q[tail] = msg), and a
free clock (counter[c] == 0) is assigned to it (ca[tail| = c), and the deadline value is
recorded (d[c] = deadline); this is handled in the function insertInvoke shown in
Figure 3.9. The synchronization between this transition and the method automata
corresponds to the nvocation rules in Figure 3.4.

A similar transition accepts messages on the delegate channel (top-right in the
picture). In this case, the clock already assigned to the currently running task (parent
task) is assigned to the internal task (ca[tail] = calrun]); this is handled in the function
insertDelegate shown in Figure 3.9. In a delegated task, no sender is specified (it
is always self). The variable run shows the index of the currently running task in the
queue (which is not necessarily the first task). This handles the rule delegation.

Scheduling Strategy When a message is added to an empty queue, it will be
immediately executed. When a method is finished (synchronizing on finish channel),
it is taken out of the queue (by shift () given in Figure 3.10). If it is not the last
in the queue, the next method to be executed should be chosen based on a specific
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1 void shift (int a) {

2 counter|[calal]] ——;

3 if (counter|[cala||] = 0) d[caa]] = MD;
4 tail ——;

5 while (a < tail && a < MAX-1) {
6 qala] = qla+1];

7 cala] = cala+1];

8 a+-+;

s}

10 afa] = 0;

11 calal] = 0;

12 }

Figure 3.10: Shifting the queue during context switch

scheduling strategy (by assigning the right value to run). For a concrete scheduler,
the guard and update of run should be well defined. If run is always assigned 0 during
context switch, the automaton serves as a First Come First Served (FCFS) scheduler.
An Earliest Deadline First (EDF) scheduler can be encoded using a guard like:

i < tail && i !'= run &&
forall (m : int[0,MAX-1])
(m == run) || (x[calill - x[calm]l] >= d[calil] - dlcalm]])

and ¢ will show the task with the smallest remaining deadline. Notice that z[a] —
x[m] > d[a] — d[m] is equivalent to d[m] — xz[m] > d[a] — xz[a]. The rest ensures that
an empty queue cell (i < tail) or the currently finished method (run) is not selected.

A fixed priority scheduler can be implemented in a much similar way to an EDF
scheduler explained above. As pointed out in Chapter 2, we do not deal with com-
plex issues like priority inversion and inheritance in this thesis, which can form an
interesting trend for future research.

If the currently running method is the last in the queue, nothing needs to be
selected (i.e., if tail == 1 we only need to shift ). The second step in context-switch is
to start the method selected by run. Having defined start as an urgent channel, the
next method is immediately scheduled (if queue is not empty).

Error The scheduler automaton moves to the Error state if a deadline is missed
(x[i] > d[i]). The guard counter[i] > 0 checks whether the corresponding clock is cur-
rently in use, i.e., assigned to a message in the queue. Furthermore, to make sure no
queue overflow occurs, the property to check should include tail <= MAX.
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3.4 Thread Pools Extension?

In this section, we model a thread-pool using timed automata in UPPAAL as an
exntension of the actor framework presented in this chapter. We model a thread-pool
as a scheduler automaton taking tasks from a queue and dispatching them among
concurrent threads. This model can be seen as an extension of our actor framework
to a situation in which objects share the message/task queue.

We separate the task queue in two parts: an execution part and a buffer. The
execution part includes the tasks that are being executed. This part needs one slot
for each thread and is therefore as big as the number of threads; we assume a fixed
number of threads given a priori. Before beginning their execution, tasks are queued
based on a given scheduling strategies, e.g., EDF, FPS, etc., in the rest of the queue
(i.e., the buffer part).

In the rest of this section, we show two approaches in modeling concurrent threads
sharing a task queue. At a higher level of abstraction, we can assume that the threads
run in parallel as if each has its own processing unit. We can alternatively model
a time-sharing scheduling policy where the ‘executing’ threads share the processor;
therefore, each task runs a period of time before it is interrupted by the scheduler to
run the next one. In both cases, when a task reaches the execution part, it will not be
put back to the buffer part. We call this weak non-preemption, i.e., in the special case
of one thread, it behaves like a non-preemptive scheduler. The scheduler (responsible
for dispatching methods) and the queue (responsible for receiving messages) can be
modeled in the same automaton or separately.

3.4.1 Time-Sharing

In this model, execution threads share one CPU. Therefore, the tasks in the execution
part of the queue are interleaved. We call a thread active if a task is assigned to it. At
its turn, each active thread gets a fixed time slot (called a quantum) for execution. If
the assigned task does not finish within this quantum, the thread is preempted and the
control is given to the next active thread. Recall that we use weak non-preemption,
i.e., once a task is in the execution part it cannot be put back into the buffer part.

In this model, each task is modeled only as a computation time. This abstraction
is necessary to enable the modeling of preemption of tasks at any arbitrary time
(i.e., the selected quantum). Figure 3.11.(a) shows intuitively how three threads are
scheduled. The up-arrows show when a task is released. A down-arrow indicates the
completion of the task, after which the thread remains inactive in this scenario. The
tasks assigned to t1, t2 and t3 have the computation times of 6, 3 and 5, respectively,
and the preemption quantum is 2.

We associate to each thread a clock ¢ and an integer variable r for response time,
i.e., the execution plus idle time, which is updated dynamically while an active thread
is idle. A task finishes when its clock reaches the expected response time value (c=r
shown in green in Figure 3.11.(a)). When a task is assigned to a thread, only at the

2This section has been published in [14].
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(b) Scheduler including a queue

Figure 3.11: Modeling a time-sharing scheduler for a thread-pool

next quantum the thread becomes active, i.e., the thread clock is reset to zero and r
is given the computation time of the task. In Figure 3.11.(a), the active period of the
threads is shown in gray, during which the hatched pattern denotes when the thread
has the CPU. At every context-switch (shown by dashed lines in Figure 3.11.(a)),
the response-time variables of all idle threads are increased to reflect their recent idle
time.

Figure 3.11.(b) shows the formal model of the time-sharing scheduler, which in-
cludes the message queue. The clock qc is used to keep track of time slots. The
invariant on the initial location of the automaton ensures progress when a context-
switch should occur and on the other hand it does not deadlock when the queue
is empty (q[turn]==EMPTY). The edges on the right-side of the automaton model
context-switch; in update_turn response-time variables are updated:

for (i = 0; i < TRD; i++) {
if (qli] !'= EMPTY) {
if (1 !'= turn) r[i] += quantum;
else comp[cal[il] -= quantum; // remaining computation time

3

The first check q[i] !'= EMPTY makes sure that the thread i is active, i.e., a task is
assigned to it. The variable turn shows the thread that was just running. For threads
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invoke[msg][s][sender] ? | [delegate[msg][s]t] ? HINTRD,MAX-1]
insertinvoke(msg, sender)| |insertDelegate(msg,t) 1 < tail &&’
forall (m : int{TRD,MAX-1])

start[q[t]][t][s] !

- - tail <= TRD
E (ngﬁ%wﬂtﬁ[sﬁg[m]bd[Cam] dlcalmi} finis<h[ﬂ[s]?
fror contextSwitch(s, t, i) contextSwitch(s,t, TRD)
@ initialize() & counter[i][s] > 0 @
&& x[il[s] > d[i][s]
(a) A queue shared between threads (b) An EDF scheduler

Figure 3.12: Scheduler and queue separated for handling parallel threads in UPPAAL

i !'= turn the response time r[i] is increased to cover their idle time, whereas for
the thread that is just stopped we update comp, the remaining computation time. The
value of comp is used when a task finishes before a quantum is reached, e.g., tasks t2
and t3 in Figure 3.11.(a). In this case, the response time of idle threads is increased
by comp instead of quantum.

Finally the variable turn is updated at every context-switch, such that the next
active thread is selected. If it happens that there are no more active threads, i.e., the
last task just finished, turn will keep its old value, as modeled in the for loop below:

turn = (turn + 1) % TRD;

for (i=0; q[turn]==EMPTY && i<TRD-1; i++) {
turn = (turn + 1) % TRD;

}

The edges on the left model insertion of tasks into the queue using the insertInvoke
function, in which the scheduling policy can be modeled. In this model, the deadline
or priority values for tasks can be modeled statically. Each queue slot is assigned a
clock x which shows how long a task sits in that queue slot. The automaton also takes
care that when a task misses its deadline (x[i] > d[i]), it goes to the Error state.
The verification property should additionally check that the queue is not full.

3.4.2 Parallel Threads

In this model, every thread is assumed to have a dedicated processing unit, but they
share one task queue. This model is more accurate when we can rely on the fact
that the real system will run on a multi-core CPU and each thread will in fact run
in parallel to the others. In this model, the queue and the scheduling strategy are
modeled in separate automata. Figure 3.12.(a) shows a queue of size MAX which stores
the tasks in the order of their arrival. This automaton is parameterized in s which
holds the identity of the object. It accepts any message from any sender on the
invoke channel, using the UPPAAL ‘select’ statement on msg and sender. To check
for deadlines, a clock x is assigned to each task in the queue, which is reset when the
task is added, i.e., in insertInvoke function.
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This model allows us to specify tasks as timed automata; therefore, tasks can
create subtasks with self-calls. As a result, we don’t need ¢ and r. The delegate
channel is dedicated to self calls that create subtasks inheriting the parent’s deadline.
To identify the parent, it receives the thread identity as t. Inheriting the deadline is
modeled by reusing the clock x assigned to the parent task (which is in turn assigned
to thread t). The number of tasks (and subtasks) assigned to clock x[1] is stored
in counter[i]. This is handled in the insertDelegate function. The queue goes to
Error state if a task misses its deadline (x[i] > d[i]) or the queue is full.

Figure 3.12.(b) shows how a scheduling strategy can be implemented. This au-
tomaton should be replicated for every thread, thus parameterized in t as well as the
object identity s. The different instances of this automaton will be assigned each to
one slot in the queue, namely q[t]. This example models an EDF (earliest deadline
first) scheduling strategy. The remaining time to the deadline of a task at position
i in the queue is obtained by x[cal[il]-d[ca[i]l]. When the thread t finishes its
current task (finish[t] [s]), it selects the next task from the buffer part of the queue
for execution by putting it in q[t]; next, it is started (start[q[t]] [t] [s]).

3.5 A Peer-to-Peer Case Study?

In this section, we explain how to model the real-time aspects of the peer-to-peer
system using timed automata and the UPPAAL model checker [31]. We model the
broker object in the peer-to-peer model, which is the most heavily loaded entity in
this system. In the real-time model of an object, we add explicit schedulers to object
specifications. As explained before, the model of an object consists of its behavioral
interface and its methods automata.

3.5.1 Interface Inheritance

The first thing to model for an object is its behvaioral interface. The broker needs to
handle server-related and client-related messages. It makes sense to define two inter-
faces for handling these messages separately, and then the broker interface inherits
(and synchronizes) the behavior provided by these two interfaces. A server registers
its data with the broker to initialize its operation. We opt for a simple scenario, i.e.,
each server or client handles only one request at a time. We also assume at this level
of abstraction, that openCS is always successful, i.e., every data item searched for is
available.

Figure 3.13 shows the behavioral interface of the broker; the Broker interface given
in Figure 3.13(c) inherits the behavior specified for ClientSide and ServerSide interfaces.
The Broker interface introduces some additional behavior, i.e., the possibility of doing
an update to the data stored at the broker. The Broker automaton (see Figure 3.13(c))
synchronizes with the ServerSide automaton (see Figure 3.13(a)) to ensure that an up-
date only takes place after the data is registered. Moreover, the data at the broker is

3This case study has been reported partly in [17].
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(c) Broker interface introducing extra behavior (update)

Figure 3.13: The behavior of broker is the synchronization of the above automata

updated after receiving new information (on the ClientSide). This is modeled by syn-
chronization on the channel open up. In Figure 3.13, we use the open_up and reg up
channels to synchronize the automata for Broker with ClientSide and ServerSide, respec-
tively. Additionally, the automata for ClientSide and ServerSide are synchronized on
the oc_os channel; this abstractly models the synchronization on port communication
between the components in which the broker is not directly involved. This model
allows the client side of any peer to connect to the server side of any peer (abstracting
from the details of matching the peers). The confirmCS and confirmSS messages model
the confirmation sent back from the broker to the open session requests by the peers.
These edges synchronize with the method implementations (explained next) in order
to reduce the nondeterminism in the model. At the end of the next chapter, there
are some general guidelines that help improve efficiency of model checking on Timed
Automata models.

In general, the behavior of the sub-type has to be a refinement of the behavior of its
super-type [41]. This is achieved by computing the product of the automata describing
the inherited behavior (ServerSide and ClientSide) and the automaton synchronizing
them (Broker).

Methods

The methods also use the invoke channel for sending messages. Figure 3.14 shows
the automata implementation of two methods for handling the openCS and register
events. In openCS, and similarly in every method, the keyword sender refers to the



8.5. A Peer-to-Peer Case Study

X<=1 X == 1

O invoke[confirmCS][sender][self]! @

startfopenCSJ[self]?

finish[self

x=0

@)

startfopenSS][self]?

<=1
X ==
Cjwoke[confirmSS][sender][seIf]! @

finish[self]

x=0

object/component that has sent the corresponding message. The scheduler should be

@)

start[closeSS][self]?

x=0

Figure 3.14: Method automata for broker

finish[self]

start[reqister][self]? ( )
x=0 O

<=1
x>=1 O

finish[self]

start{update][self]? ( )
x=0 O

45

able to start each method and be notified when the method finishes, so that it can
start the next method. To this end, method automata start with a synchronization
on the start channel, and finish with a transition synchronizing on the finish channel
leading back to the initial location. The implementation of the methods for opening a
client or a server session involve sending a confirm message back to the sender, while
other methods are modeled merely as a time delay.






Chapter 4
Schedulability Analysis of Automata Models

A system with a single processor can execute one task at a time. When there are
multiple tasks, the tasks need to be executed in turns. A schedule is one ordering of
the tasks to be executed. In a hard real-time system, tasks have deadlines and must
finish before their deadlines. A system with a given set of tasks is schedulable if there
is an ordering for executing the tasks such that all tasks meet their deadlines.

In a nonterminating reactive system, tasks are dynamically generated. In an actor
model, tasks correspond to methods which are triggered by receiving messages. The
generation of tasks is not periodic; the best way to specify how tasks are generated is
by means of automata. In fact the behavioral interface of an actor is the abstraction
of the environments in which the actor can be used, because it specifies the allowed
patterns of incoming and outgoing messages. Since a behavioral interface includes all
allowed ways of calling the methods of the actor, we also call it a driver.

In this chapter, we define the problem of schedulability analysis for a system of
actors modeled in timed automata (as described in Chapter 3). This problem is
shown to be decidable by reducing it to reachability check of timed automata. For a
big system, it may be practically infeasible to analyze its schedulability. Instead we
show how to analyze an object in isolation with respect to its behavioral interface; its
schedulability will be guaranteed if its real usage in a system is in accordance to its
expected usage (see Figure 4.1). Our method makes it possible to put a finite bound
on the process queue and still obtain schedulability results that hold for any queue
length.

In the next chapter, we will explain in more details, how to check the compatibility
of the usage of actors with their behavioral interfaces. This chapter begins with an
overview of the existing automata theory for schedulability analysis, namely task
automata. Then we show how can use similar ideas for schedulability analysis of
actor models. The chapter is concluded with some case studies including the analysis
of the thread-pool example.

47
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Figure 4.1: Modular approach to schedulability analysis

4.1 Background: Task Automata and Schedulability

The task automata model [16] is an extended version of timed automata [3] with
asynchronous processes that are computation tasks generated (or triggered) by timed
events. It can be used for specifying and analyzing real time systems with non-
uniformly recurring tasks.

DEFINITION 4.1.1 (Task Automata). Considering a set of task types P, a task
automaton is a timed automaton extended with

e a partial function M : L — P assigning task types to locations; and,

e a clock xyone which is reset whenever a task finishes.

O

Task automata are used to specify the arrival pattern of tasks on a single processor
computation unit. A task type, in this model, is an executable program represented
by a triple (b, w,d), where b and w are, respectively, the best-case and worst-case
execution times, and d is the deadline.

Compared with classical task models for real time systems, task automata may
be used to describe tasks (1) that are generated non-deterministically according to
timing constraints in timed automata, (2) that may have interval execution times rep-
resenting the best case and the worst case execution times, and (3) whose completion
times may influence the releases of task instances. In addition, tasks are triggered by
events but cannot generate events themselves.

Intuitively, in a task automaton, a transition leading to a location in the automa-
ton denotes an event triggering an instance of the annotated task and the guard
(clock constraints) on the transition specifies the possible arrival times of the event.
Semantically, an automaton may perform two types of transitions. Delay transitions
correspond to the execution of a running task and idling for other tasks. Discrete
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Figure 4.2: A task automaton [16]

transitions correspond to the arrival of new task instances. Whenever a task is trig-
gered, it will be put into the queue for execution, according to a given scheduling
strategy, e.g., FPS (fixed priority scheduling) or EDF (earliest deadline first).

EXAMPLE 4.1.2. [16] Consider the automaton shown in Figure 4.2. It has three
locations ly, l1, l2, and two tasks P and @ (triggered by a and b) with interval
computation times [1,2] and [2,4] (the best case and the worst case execution times),
and relative deadlines 10 and 8, respectively. The automaton models a system starting
in [y that may move to [; by event a at any time. This triggers the task P. In [, as
long as the constraints z > 10 and y < 40 hold, when an event a occurs an instance of
task P will be created and put into the scheduling queue. However, it cannot create
more than 5 instances of P in [, because the constraint y < 40 will be violated after
40 time units. In fact, every instance will be computed before the next instance arrives
and the scheduling queue may contain at most one task instance. Therefore, no task
instance of P will miss its deadline. The system is also able to accept b, switch from
1 to I, and trigger ). Because there are no constraints labeled on the b-transition
in Iy, it may accept any number of b’s and create any number of Q’s in zero time.
However, after more than two copies of (), the queue will be non-schedulable, i.e.,
a deadline may be violated. This means that the system is non-schedulable. Thus,
zeno behaviors will correspond to non-schedulability, which is a natural property of
the model.

DEFINITION 4.1.3 (Task Automata Semantics). The semantics of a task au-
tomaton A = (L,log, —, I, M, Zgone), with respect to a given scheduling strategy Sch,
is a labeled transition system [Agen] with an initial state (lo,uo,[]) and transitions
defined by the following rules:

o (l,u,q) LSCh(l’,u[r], Sch(M(1"),q)) ifl 25U, ukEg and u[r] E I("),

g.,T

o (Lu,[)) > sen(lu+t,]]) ift € Rsg and (u+t) = I(1),
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o (I,u,P(b,w,d) :: q) L>Sch(l,u—|—t,Run(P(b,w,d) 0q,t)) ift € Rxo, t <w and
(u+t) satisfies I(1); and,

o (l,u,P(byw,d) :: q) &)Sch(l,u[:ﬂdone],q) if b <0 < w and u[Tgone| satisfies I(1),

where P(b,w,d) :: q¢ denotes the queue with the task instance p(b,w,d) inserted into
q (at the first position), || denotes the empty queue, and fin € ¥ is a distinct action
name. 0

Note that the transition rules are parameterized by Sch (scheduling strategy).
Whenever it is understood from the context, we shall omit Sch from the transition
relation. We have the same notion of reachability as for timed automata.

DEFINITION 4.1.4 (Schedulability). A task automaton is said to be schedulable
if there exists a scheduling strategy such that all possible sequences of events generated
by the automaton are schedulable in the sense that all associated tasks can be computed
within their deadlines. |

THEOREM 4.1.5 ([16]). The problem of schedulability for task automata with a
non-preemptive scheduler is decidable.

Fersman et al. [16] have studied the decidability of the problem of checking schedu-
lability for task automata for different settings. The schedulability checking problem
will be undecidable if the following three conditions hold: (1) the execution times of
tasks are intervals, (2) the precise finishing time of a task instance may influence new
task releases, and (3) a task is allowed to preempt another running task. For exam-
ple, when using a non-preemptive scheduler, or when tasks have fixed computation
times, schedulability for a task automaton can be reduced to a check for reachability
in timed automata, and is therefore decidable.

4.2 Analyzing Actor Models!

In this section, we define the theory for analyzing actors modeled in the timed au-
tomata framework of Chapter 3. First, we define what schedulability means for a
system of actors.

DEFINITION 4.2.1 (Schedulable System). A system of actors is schedulable if in
its system automaton the deadlines of the tasks in the queue (including the currently
executing task) never expire, i.e., there is no reachable state such that a clock of one
of the tasks of the queue is greater than the deadline. (|

The definition of a system automaton given in Chapter 3 is infinite state. To be
able to perform model checking, we need to make it finite. However artificially fixing

I This section is an improvement and extension of the results published in [24].
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Figure 4.3: Reductions for Errors in a System

the queue may lead to false negatives. Luckily, for any given actor, we can determine
an upper bound on the queue length of schedulable systems before constructing the
system automaton. The lemma below gives a reasonable length for bounding the
queue.

LEMMA 4.2.2. If a system automaton is schedulable then it does not put more than
(20w /Vin | tasks into the queue of object O;, where d, . is the longest deadline for
any methods of O; called on any transition of the method automata of all objects and
b . is the shortest termination time of any of the method automata of O;.

PROOF. Assume that the queue of an actor reaches the length m = [dax/bmin | + 1.
We show that in this case, the actor is not schedulable. All methods are called with
a deadline, and delegated deadlines are equal to, or less than, the original deadlines.
Therefore, all tasks in the queue, including the last task, must have a deadline less
than or equal to dpqq-

The m tasks that at this moment exist in the queue need at least m X b, to
execute and terminate. If other tasks are inserted in the meantime in the queue, it may
only increase this time until the original m tasks execute and terminate. Therefore,
the final task terminates in time greater than ([dmasz/bmin] + 1) X bmin which is
strictly greater than d,,q, and so at least this task misses its deadline. O

We can calculate the best case runtime for timed automata as shown by Cour-
coubetis and Yannakakis [10]. The longest deadline can be found by a simple static
search of all the transitions. Next, we redefine Definition 3.2.3 and put a bound on
the length of the queue.

DEFINITION 4.2.3 (QUEUE). A queue q with an upper bound MAX is a list of
at most MAX tasks together with a set Cy of MAX clocks. Each task is written as
m(d, c) where m is a method name, d € N is its deadline and ¢ € Cy keeps track of
how long the task has been in the queue. The deadline of m expires when ¢ >d. O

The definition of system automaton (Definition 3.2.7, Chapter 3) is potentially
infinite state and the information on each state may also be infinite as the queue
could grow unboundedly. To make schedulability analysis of a system possible, we
update this definition to use a bounded queue with sizes given by Lemma 4.2.2. We
add to this definition a location Error such that a queue overflow or a missed deadline
results in an error (see Figure 4.3 ). To deal with bounded queues, a scheduler function
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(cf. Definition 3.2.4) could be redefined to return the input queue unchanged when it
is already full. Alternatively, we add conditions to each of the rules in Figure 3.4 to
ensure that they are used only if the queue length is less than the maximum and no
deadlines have been missed; thus the scheduler functions need not be redefined.

We show below that the system is schedulable if the error location is not reachable.

THEOREM 4.2.4. A system automaton is schedulable if, and only if, it cannot reach
the error state when each object O; has a queue with the length of [di, . /b1
PROOF. A system automaton can reach the error state via the rules in Figure 4.3:

1) Lemma 4.2.2 implies that the [queue overflow] rule would be used if and only
if the system automaton is not schedulable.

2) The guard of the [missed deadline] rule implies that a deadline has been missed
and therefore the system automaton is not schedulable. This rule, however, excludes
the cases that an actor is in its final location. In this situation, if there are other tasks
in the queue, then this location is urgent and will be left in zero time and therefore
no task will miss its deadline by waiting in this location. If there are no other tasks
in the queue of this actor, then this actor is idle and staying in this location does
not affect schedulability of this actor. In the other direction, if the system automata
cannot reach the error state then the guard of the [missed deadline] rule must never
hold, so no deadlines are missed. ([l

4.2.1 Analyzing One Actor in Isolation

Model checking a complete system for schedulability is usually not feasible due to
the huge size of the state-space; this is because each actor has its own queue and
actors run asynchronously in parallel. Analyzing one object per se is not possible
either, because there are infinitely many ways to call its methods. To restrict how
methods are called in an object, we use its behavioral interface as a driver; it includes
all allowed ways of calling the methods of the object. The behavioral interface of an
actor is the abstraction of the environments in which the actor can be used, because
it specifies the allowed patterns of incoming and outgoing messages.

We showed in the previous subsection that we can put a finite bound on the queue
length of actors in the context of a closed system. We reuse this lemma for the context
of an open system, namely an object in the context of its behavioral interface. First
we define the semantics of an object in the context of its behavioral interface.

DEFINITION 4.2.5 (BEHAVIOR AUTOMATON). Suppose Q is the domain of all
queues with upper bound MAX and using the clocks in Cy. Given a scheduler function
sched, the behavior automaton of an actor R = {my : Ay,...,my, : Ap} with the
interface D is a timed automaton H = (Ly,ly,—pg,Ig) over the alphabet Xy and
clocks Cy :

e Xy = {m(d)lm ¢ Mgr} U {m(d)?lm € Mp} U {m|m € Mg}, where d € N
denotes a deadline.
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Figure 4.4: Calculating the edges of the behavior automaton

Cyg=CpuU (Uie[l”n] C’i) U Cy, where C; and Cp are the clocks for A; and D,

respectively, and Cy 1s the set of queue clocks.

Ly = {error} U ((Uie[l”n] L;) x Lp x Q), where Lp and L; are the sets of
locations of D and A;, respectively.

The initial location g is (Ip, start(Ay),[m1(d,c)]), where Ip is the initial lo-
cation of D, Ay is the automaton for the ‘Anitial’ method (corresponding to

m1), d is the initial deadline and c € Cy.

The edges — are defined with the rules in Figure 4.4.
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e The location invariants are defined as I(l,14,q) = I(1) A I(lg) and I(error) =
true. Furthermore, the locations (1,14, [T1,...,Tk]) such that | € final(Ty) and
k > 2 are marked as urgent locations.

O

In Figure 4.4, functions start(A) and final(A) give the initial location of A and
the set of locations in A with no outgoing transitions, respectively. Each location of
the behavior automaton is written as (I, 14, q), where ¢ is the queue, l; is the current
location of the interface and [ is the current location of the method being executed,
i.e., the automata corresponding to the first element of the queue. An edge of an
automaton A with action a, guard g and update r is shown in this figure as ﬁ -

Finally, k£ shows the number of tasks in the queue.

When the interface allows receiving a message, or when a self call is made, the
message is scheduled into the queue. In the case of delegation the clock of the currently
running task is reused for the new task so that it inherits the remaining deadline. The
internal step rule captures other transitions in a method.

When a task terminates the next task in the queue is started, unless there is no
other task in the queue. In the latter case, context switch is not performed. Instead,
this terminated task is exempted from the missed deadline rule. As soon as a new
task is added to the queue, the context switch rule is enabled. Notice that the context
switch rule is immediately executed when enabled, due to the urgency of the source
location (cf. last bullet in Definition 4.2.5).

We build the behavior automata for an actor based on a given driver. We can then
check if the actor is schedulable for the environments that match the driver. This
compatibility check is explained in the next Chapter.

DEFINITION 4.2.6 (Schedulable Object). An object is schedulable in the context
of its behavioral interface if in its behavior automaton the deadlines of the tasks in the
queue (including the currently executing task) never expire, i.e., there is no reachable
state such that a clock of one of the tasks of the queue is greater than the deadline. O

THEOREM 4.2.7. A behavior automaton is schedulable if, and only if, it cannot reach
the error state with a queue length of [dmaz/bmin |-

The proof of this theorem is similar to Theorem 4.2.4 concerning the schedulability
of a system automaton. As a result of this theorem, we can check the schedulability of
behavior automata by checking the reachability of the error state using the UPPAAL
model checker.

As explained in Chapter 3, to use UPPAAL, we can make use of the automata
specifying the scheduler. Such automata are finite given the queue length suggested
by Lemma 4.2.2. Furthermore, in the scheduler automata, the error state is reachable
only if a deadline is explicitly missed or if the queue is overfull; both cases imply non-
schedulability. Therefore checking schedulability amounts to checking the reachability
of the error state in the scheduler automata when it is put in a network of timed
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automata together with the method and driver automata. Since this reachability
check is decidable, the problem of checking schedulability is also decidable.

4.2.2 Discussion on Preemptive Scheduling

We have focused our work on “non-preemptive” schedulers, i.e., schedulers that fin-
ish one task and then pick the next task to run using a given policy. Preemptive
schedulers, on the other hand, will interrupt and switch between running tasks. It is
exactly this switching that gives the effect of truly concurrent processes on a single
CPU machine.

In the most general case, testing the schedulability of a preemptive scheduler is
undecidable. Fersman et al. prove this for Task Automata [16] and their proof may
be applied to our framework. In short they show that it is possible to implemmaent a
2-counter machine by encoding the counters using clocks in the interval [0, 1]. Their
system repeatedly loops and the value of the counter is taken to be 2!~¢ where c
is the value of the clock at the end of each loop. Preemption allows the value ¢
to be arbitrarily halved and doubled so that the counter may be incremented and
decremented.

The work by Kloukinas et al. [29] uses discrete-time automata to handle pre-
emption and proposes a methodology to cope with the state-space explosion due to
it. In the dense model of time, however, the most general preemptive scheduler is
undecidable because the amount of time between preemptions can be any value in
the real domain.

If we are willing to restrict this interval and only allow preemption every ¢ seconds
then schedulability is decidable for every ¢ > 0. This is enough to accurately model
real systems; t could, for instance, be set to equal the target machine’s clock speed.
Schedulability is decidable in this framework because we can break up any of the
method automata into a number of smaller automata each of which runs for ¢ time
units and then adds the next part of the method to the queue, so giving the scheduler
the opportunity to preempt them. Unfortunately this would lead to the size of our
system increasing exponentially as ¢ decreases. We hope that a full investigation of
preemption will make promising further work.

4.3 Case Studies

In this section, we explain how schedulability analysis can be used in practice. First,
we analyze the MutEx implementation and show how the choice of scheduling policy
can affect the schedulability results. It also shows the iterative method for applying
schedulability analysis.

Then, we apply our technique to the industrial case study of thread pools. We first
analyze the two models given in Chapter 3 with some predefined settings. Then we use
an iterative approach (automated by a shell script) to analyze the model for parallel
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Figure 4.5: A possible trace for a fork based on FIFO scheduling policy

threads with different settings. Thus we can see the optimal number of threads given
different inter-arrival and deadline values.

4.3.1 Schedulability Analysis of MutEx

To use UPPAAL for analysis, we model behavioral interfaces, methods implementations
and schedulers (which in turn include a queue) with timed automata as explained in
Chapter 3. The actor behavior model (corresponding to behavior automaton) can be
generated by making a network of these timed automata in UPPAAL. Schedulability
analysis boils down to checking the reachability of the error state in the scheduler
automaton as long as the queue is not full.

With such an automated analysis process, it is easy to study the effect of differ-
ent scheduling strategies on schedulability. Figure 4.5 shows a possible scenario in
which ‘First Come First Served (FCFS)’ strategy for a MutEx may cause starvation,
i.e., makes MutEx non-schedulable. This scenario is obtained by running a MutEx as
controlled by its driver. The figure depicts the time line of a fork and its queue. The
queue contents are shown only at context switch, i.e., when a method is finished and a
new method is taken from queue head to start its execution (shown by a diamond on
the time line). The same scenario generated by UPPAAL is shown in Figure 4.6. This
is part of the trace generated when checking for the reachability of the Error location.

At the end of this scenario, executing release and reqR would result in a ‘permitR’
to the right object for a second time, ignoring the request from the left one. This can
continue infinitely. New instances of ‘reqL’ inherit the deadline associated to their
parents, which shrinks continuously. After postponing ‘reql.’ for enough number of
times, its deadline is missed, resulting in nonschedulability of MutEx. Using an Earliest
Deadline First (EDF) strategy would favor old reqL to new reqR in this scenario. In
addition, the EDF scheduler must give a higher priority to ‘release’ as opposed to
‘request’.

The MutEx actor with the given driver needs a queue length of at least 5. Consider-
ing the driver, the reason is that 2 requests and 2 releases may be in the queue, while
a delegated request can be added. Having chosen the proper scheduling strategy and
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Figure 4.7: Generating task instances sequentially (left) or in parallel (right)

queue length, we can repeat the scheduling analysis (checking for reachability of Error
location) to find the best values for MIN REL and MAX REL and the deadline
values for request and release.

4.3.2 Schedulability Analysis of Thread Pools®

In this section, we analyze the schedulability of the timed automata models of thread
pools given in the previous section. The model of a thread pool is not enough for
schedulability analysis, because we need to know how fast tasks are generated and
what their deadlines are. The timed automaton specifying the task generation pat-
terns serves as the behavioral interface of the thread pool. The behavioral interface
can be seen as a model of the environment and captures the work-load of the ASK
system. In this section, we assume two threads.

Figure 4.7 shows two models of behavioral interfaces for our model of thread
pools. In these diagrams, Right shows the identity of an object in the environment
that sends messages taskl and task2 to the thread pool under analysis; the identity
of the thread pool is given as self. In one model, tasks are generated independently
with an inter-arrival time of at least 9 time units between every two occurrences of
the instances of the same task type. In the other model, tasks are generated one after
the other in a sequential manner.

To perform schedulability analysis by model checking, we need to find a reasonable
queue length to make the model finite. The execution part of the queue is as big as
the number of threads, and the buffer part is at least of size one. As in single-
threaded situation of objects [24], a system is schedulable only if it does not put more
than [Dyaz/Bmin | messages in its queue, where D, is the biggest deadline in the
system, and B,,;, is the best-case execution time of the shortest task. As a result,
schedulability is equivalent to the Error state not being reachable with a queue of
length [Dynaz/Bmin |- Therefore, schedulability analysis does not depend on whether
an upper bound on queue length is assumed or not.

To use the time-sharing model of a thread pool, a task is modeled as a computation
time. The two task types are given the computation times of 3 and 6 time units. This
model is analyzed with a queue length of three where two concurrent threads are

2This case study has been reported partly in [14].
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Figure 4.8: Modeling tasks for parallel threads

assumed. Given the behavioral interface with parallel task generation, the minimum
deadline for which the model is schedulable is 7 and 9 for taskl and task2, respectively.
For sequential task generation, the deadlines can be reduced to 5 and 6 for taskl and
task2, respectively.

When the thread pool for parallel threads is applied, one can model tasks as timed
automata; two simple task models are given in Figure 4.8.(a). In this model, taskl
has a computation time of between 2 to 3 time units, and task2 takes 6 time units to
execute. Using either of the two behavioral interfaces above, the model is schedulable
with the deadlines 3 and 6 for taskl and task2, respectively. In parallel generation
of tasks, parallel threads can handle the tasks faster, and therefore, smaller deadlines
are needed for schedulability. It turns out that the parallelism of the threads does
not affect the schedulability of tasks that are created sequentially.

More complicated models can include sub-task generation. Figure 4.8.(b) shows a
model of taskl which creates an instance of task2. The schedulability analysis of this
model with a queue length of three fails due to queue overflow. This implies that a
fixed-sized thread pool with a too small buffer size can fail. By increasing the size of
the queue to four, the model will be schedulable given a deadline of 9 to the taskl
(and task2 still needs a deadline of 6). This shows that a fixed-sized thread pool can
still be useful if a big enough buffer size is used.

Number of Threads

For the schedulability analysis of the ASK system, we modeled the determinate variant
of the ASK thread pools, called dabbey. This variant has a fixed number of threads
and a fixed-size task buffer. The details of the UPPAAL models corresponding to
the dabbey can be found in Section 3.4.2. The dabbey is modeled in a flexible way
such that by adjusting the following parameters, one can experiment with different
settings of the thread pool:

e The first thing one can change is the number of threads for the modeled thread
pool. By increasing the number of parallel threads, one can perform tasks faster.
This means that smaller deadlines and inter-arrival times can be used.
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Figure 4.9: Required number of threads to deal with tasks with given deadlines and
inter-arrival times

e In order to perform experiments, the deadline and inter-arrival values can be
changed in order to get the right value for schedulability.

e Furthermore, one can change the number of different task types.

In order to compare the schedulability of tasks for different numbers of threads and
different inter-arrival times, we created a script to automatically invoke the schedu-
lability analysis for different parameter values using the UPPAAL command-line ver-
ifier, called verifyta. The output of the script can be plotted in a 3D plane. An
example is given in Figure 4.9. In this example, the number of different tasks is 9,
while their computation times are defined as {8,9,9,10,10,10,11,11,12}. On the
Z-axis of the plot, the minimum possible deadline for the tasks to be schedulable can
be read, for different numbers of available threads in the thread pool and different
inter-arrival times. Several conclusions can be drawn from this diagram, like:

e For the given set of task types, thread pools with sizes 6, 7, 8 and 9 perform
equally well.

e For the given set of task types, if we allow less strict deadlines for the tasks,
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the minimum inter arrival times for thread pools with sizes 1, 2 or 5 can be
improved. But inter-arrival times of less than 2 are not possible to handle.

e For the given set of task types, a thread pool with 2 threads (minimum inter-
arrival time 5, corresponding minimum deadline 13) performs more than twice
as good as a thread pool with 1 thread (minimum inter-arrival time 10, corre-
sponding minimum deadline 14).

Such interesting results can be applied by Almende in the near future to improve the
performance of the thread pools in the ASK system.

4.4 Guidelines for Efficiency

The number of peers in the system is an important factor for the schedulability.
However, their number is limited by the capabilities of model checking technologies.
Size of the waiting queue of the scheduler and execution times and deadlines for all
methods are important for schedulability analysis, too. Since they have less effect on
the feasibility of verification, they are a good starting point for the analysis, e.g., one
might try to adjust the waiting queue size to check if a smaller size would make a
schedulable system non-schedulable.

A minor hint: Set the search order for the verification to Depth First (Options
— Search Order — Depth First). For this model, it is more likely to find counter
examples in the depth of the state space, so this setting will lead to faster termination
for systems, which are not schedulable.

Model Checking of the described system with two peers, seven methods, and first-
come-first-served scheduling might already take several hours of CPU-time. With an
additional peer, it would be infeasible in most cases. Usually abstraction makes veri-
fication process much more efficient on one hand. On the other hand it makes models
harder to understand. Keep in mind that this document focuses on an illustrative
presentation of the usage of the Credo technology, therefore efforts on abstraction of
the peer-to-peer model have been kept on a basic level.

In general, there are some possibilities to gain efficiency on this level. Among
these are:

e Reduction of the number of clocks: Unrestricted use of clocks has an exponential
impact on the size of the state space. One should take care not to introduce
new clocks unless they are absolutely necessary.

e Reduction of the maximal constants used in guards: This will reduce the expo-
nential growth of the state space caused by the number of clocks.

o Reduction of non-determinism: This is for instance caused by guards, allow-
ing a transition in a given interval (e.g. x >= 5 and x <= 10). The interplay
between different non-deterministic guards can cause a hardly predictable par-
titioning of the state space. This phenomenon can be observed, e.g., if the
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method automata are changed to support both, worst- and best-case execution
times.

e Reduction of variables, their ranges, and their possible valuations: Less variables
mean a smaller size of a single state and less possible different valuations mean
fewer distinct states.



Chapter 5

Checking Compatibility

In previous chapters, we described how to use timed automata for actor-based mod-
eling of systems and applied model checking to schedulability analysis of a complete
closed system. Checking the whole system for schedulability is subject to state space
explosion, given the fact that each actor has its own processor and queue. When model
checking a complete system is not feasible, we explained how to use the behavioral
interface of an actor as a driver to simulate the actor’s environment.

Individually schedulable actors can be used as off-the-shelf components in making
bigger components and systems. One can develop in a modular manner actors that
are schedulable when their actual use is compatible with their drivers. In this section,
we briefly discuss one way to check for such a compatibility in the context of the
‘design by contract’ approach [36] based on automata [11].

In this approach, the behavioral interface of an actor is used as a driver specifica-
tion which describes the most general conditions under which instances of the model
are schedulable. A system developer (as opposed to the actor developer) instantiates
actor models in the context of a particular configuration of connections. Intuitively,
a running system of objects is compatible with their behavioral interfaces if its ob-
servable behavior is captured by the composition of the behavioral interfaces of the
participating objects.

A naive check of deadlock freedom in the composition of the behavioral interfaces
does not imply anything about compatibility. On one hand, behavioral interfaces are
abstractions of object behaviors, therefore, any mismatch (i.e., deadlock) could be
due to a spurious behavior not possible in the real system model. On the other hand,
a lack of deadlock does not imply compatibility. The reason is that compatibility
means that a ‘send’ by an object takes place at such a time that satisfies the guard
in the behavioral interface of the receiver object. However, a behavioral interface has
no timing constraint on its output (send) actions (cf. Definition 3.2.1) and therefore
does not reflect the precise timing of the send action by the real system model.

In this chapter, we first establish a testing framework for checking refinement of
timed automata. Next, we will apply this framework to testing compatibility which
will be defined in terms of refinement. We will finally show that if compatibility holds
for a system with individually schedulable objects, the whole system is schedulable.

63



64 Chapter 5. Compatibility in the Context of Schedulability

5.1 Testing Refinement of Timed Automata

We assume we are given two timed automata, modeling the specification and the
implementation of a real-time system. The former is a deterministic timed automaton
Spec over the set of actions X gpe.. The implementation, also called the model under
test, is a timed automaton MUT over the set of actions X ppr = Zgpec U {7}. In this
section, we propose a theoretical framework for testing whether MUT is a refinement
of Spec. We define refinement as the inclusion of the observable behaviors. We give
a test case generation algorithm and prove that the set of all test cases that could be
generated by the algorithm is sound and complete for our notion of refinement.

Trace inclusion is a usual notion of correctness (or conformance) between a system
and its specification in formal testing frameworks [19]. We use the standard notions
and methods from these frameworks. However, our testing framework gives rise to
some issues which are not common in standard frameworks. First, the implementation
under test is a model and not a real system. We do not take advantage of our
knowledge of the model, so it is still black-box testing, but the execution of test cases
will be simplified. We will explain later that it comes down to model-checking for the
reachability of a Fail location.

In a naive approach, one would take a trace from the MUT and check whether
it exists in the Spec. In our case, since MUT is very big (it includes the method
automata and object queues), we generate a test-case from Spec. The consequence
is that the test, built from the specfication only, will not be able to fully control the
system under test during its execution. This leads to a lot of non-determinism but
we alleviate this by using a model checker to execute a test case.

Finally, our main goal is to find a counter-example in the case of wrong refinement.
Then test cases must be as “complete” as possible to take any incorrect behavior into
account, which is a novel issue in testing.

Refinement of Timed Automatal

In the context of timed automata, an observable behavior is either an observable
action (any action except 7), the passage of time (a delay) or a lock (also called
quiescence, i.e., the absence of observable actions). Actions and delays are taken into
account in timed traces, which describe the possible distribution of observable actions
in time. To be able to take locks into account, we need to represent them explicitly
in the specification. The different kinds of locks that can occur in a timed system are
(see F