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Abstract

Choosing an optimal investment in information security is an issue most companies face these days. Which security controls to
buy to protect the IT system of a company in the best way? Selecting a subset of security controls among many available ones
can be seen as a resource allocation problem that should take into account conflicting objectives and constraints of the problem.
In particular, the security of the system should be improved without hindering productivity, under a limited budget for buying
controls. In this work, we provide several possible formulations of security controls subset selection problem as a portfolio
optimization, which is well known in financial management. We propose approaches to solve them using existing single and
multiobjective optimization algorithms.
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1. Introduction

The ubiquitous nature of the Internet as well as accessibility and availability of mobile devices (e.g. laptops,
phones, tablets) provides great opportunities not only for individuals in their personal life, but also for companies to
support work in distributed mobile environments. However, these trends expose both the devices and data stored on
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them to security risks. For example, devices may be lost or stolen together with sensitive private data owned by
individuals or companies, or private data may be observed or intercepted in transition by malicious attackers.

The work on the risk mitigation strategies to prevent potential risks and provide directions for developing security
policy for companies has started with initiatives from different institutions: government, companies and researchers,
see [1], [2], and [3], correspondingly. However, developing security policies for companies preventing potentially
risky situations and protecting from malicious attacks is difficult. It is not only due to the complexity of the risk
assessment of all possible risky scenarios, but also due to the multidimensional nature of such scenarios dependent
on the potentially uncertain environment, only partially observable by the decision maker, and permanent presence
of uncertainty with respect to known and yet unknown attacks.

For large companies, including universities, risk assessment and security policy development are done by the
Chief Information Security Officer (CISO), who usually follows governmental or international security
initiatives/standards, such as [1, 2]. The CISOs makes sure that important IT assets, both devices and data, of the
company are protected from potential security breaches by analyzing security threats and vulnerabilities of the
company. For instance, threats may be related to the prevention of denial of service attacks, intellectual property loss
and loss of personally identifiable information.

In addition to selecting security controls that will be used in the company, a CISO has to identify potentially risky
behaviors of employees that might lead to security breaches and develop a security policy which employees have to
follow at work or outside when using their device or dealing with company’s sensitive data. A recent trend of
consumerization of IT, which considers users of IT devices and services as consumers and pushes companies to
adapt to their employees’ wishes and needs, created additional security problems. For instance, allowing employees
to bring and work with their own devices, a strategy known as Bring Your Own Device (BYOD), or taking mobile
working devices and work on them from other than working environment, e.g. in public transport or from home,
increases security risks. These trends may introduce opportunities for companies but also introduce new security
vulnerabilities and threats that have to be taken into account when developing security policies. In particular a
security policy of a company should identify a set of rules and recommendations for employees of the company to
follow in order to prevent possible security breaches.

In spite of the standards and guidelines created to help with risk assessment for companies, such as [1, 2], still one
of the main difficulties for the company is to make sure employees follow the specified security policy rules and
help them making security decisions. At the same time, selection of security controls for the company to invest in is
another challenging problem, which should be done based on assessment of security vulnerabilities and
identification of potential security threats for the company. On the one hand, introducing many various security
measures should increase security; on the other hand, applying them simultaneously may reduce productivity, as it
might be time consuming to process many security checks simultaneously. Moreover, the company might have a
limited budget for buying controls and has to be selective. Ideally, such selection should try to optimize several
conflicting objectives, e.g. productivity and security, simultaneously, and take into account constraints, e.g. limited
budget to be spent or limited number of security controls to be bought.

In this work, we propose the formulation of the security controls subset selection as a portfolio optimization
problem, which is well known in financial management, and which suites well the need for the selected controls to
complement each other. Selection of a subset of security controls should make sure that at least one of the selected
controls provides protection against one of critical threats identified by CISO, so that all threats are covered.
However, a control might provide protection against several threats simultaneously, and selecting such controls will
minimize the size of the portfolio, which is often desired. At the same time the price of the controls can vary and
minimizing budget may be considered either as an objective or as a constraint (assuming limited budget can be
spent).

The existence of several conflicting objectives, constraints and large number of possible controls need to be
considered. However, investigating their properties on the subject of complementarity makes the selection of the
optimal subset of security controls complex. In this work, we discuss possible formulations of this problem as a
single objective and multiobjective portfolio optimization problems.

In section 2, we discuss existing approaches to the security controls selection. In section 3 we introduce possible
formulations of security subset selection as a portfolio optimization problem, compare them, and propose approaches
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to solve them using existing optimization algorithms. Finally, in section 4 we conclude our work with implications
of the provided approach and indicate directions for future work.

2. Existing approaches to security controls subset selection

Security risk assessment of an organization becomes increasingly sophisticated, information-intensive, and
complex, due to constant race against newly appearing security attacks. National and international information
security standards, such as ISO/IEC 27001/2 [4], provide general requirements and guidance for information security
management and security of information assets in particular. 39 high-level control objectives and 133 security
controls are specified for organizations to address risks with respect to information confidentiality, integrity and
availability. However, these objectives and controls are suggested as a starting point to define high-level principles
for an organization’s information security policy, and in reality CISOs have to deal with hundreds of controls to
compose their organizations’ protection.

Due to such high dimensionality of the information security risk management problem the problem decision
aiding tools may be helpful for CISO to compare and choose security controls to be implemented in the company.
Searching large combinatorial spaces is challenging, and, in spite of the fast progress of computers hardware,
exhaustive search is practically infeasible. Heuristic algorithms, such as evolutionary algorithms, and other
metaheuristics made it possible to search large combinatorial spaces automatically and to find solutions near or even
optimal [5-8].

Current guidelines for security managers for evaluating security policies are oriented towards monetary-based
techniques, mainly cost-benefit analysis [9] or financial and cost-effectiveness analyses. Other approaches from
financial analysis were applied to security controls selection, such as value-at-risk and conditional value-at-risk for
analysis of the worst-case scenarios, see e.g. [10] and [11]. However, in practice, not only costs and benefits of
security controls need to be considered, but also non-monetary, technical and non-technical aspects that may be
quantified but not valued, or social aspects that are evaluated only in qualitative terms [12]. Examples include
productivity, which might be restricted when introducing security controls; fitness of a control to the culture of
organization; other human factors; complexity; maintenance; etc. Such objectives are usually in conflict with each
other, e.g. increasing security can be done only at the expense of decreasing productivity and/or increasing cost.

Optimizing several objectives simultaneously is addressed with operational research techniques called
multiobjective/multicriteria optimization, see e.g. [5] and [7]. It leads to obtaining not a single solution but a set
called Pareto optimal set, represented by all possible trade-offs, e.g. between security and productivity. The size of
Pareto optimal set grows exponentially with the number of objectives to be considered. Among other techniques for
multiobjective optimization, evolutionary algorithms are considered very efficient due to their capability of directing
the search towards and along Pareto optimal front, and thereby representing it well.

The suggestion to use multicriteria decision-making for information security decision-making has been made
earlier, e.g. in [13] and [14]. UK government has published a manual on multicriteria decision analysis [9] written
by the London School of Economics, providing guidelines for using multicriteria decision analysis techniques with
examples of successful application in transport and environment. Recently, a USA-based company, MSB
Cybersecurity, delivered to the market Security i-Cue, an enterprise monitoring and analysis tool [15]; it was
developed using multicriteria decision analysis techniques [16] and provides analysis of security trade-offs.
However, the techniques used are proprietary and it is not clear how advanced or robust they are. Attempts to
introduce multicriteria analysis into the field of cyber security were made by Linkov et al. [17, 18] also for
managing portfolio of risks [19].

In this work, the complexity of the problem of selecting security controls to be applied within a company will be
formulated as both single and multiobjective optimization problems.

3. Portfolio of security controls selection
The motivation for this approach can be illustrated by analogy with financial portfolio selection. When

constructing a financial portfolio [20] it is well known that, if returns are generally uncertain, it is not wise to invest
everything in an asset with the best optimal expected return. The financial analysts look for diverse assets to
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combine within a portfolio in order to minimize risk of failure, if for some reason one type of assets becomes non-
profitable. A similar situation appears when selecting security controls to be implemented within a company. In the
situation of uncertainty, it is best to be prepared for a variety of possible security threats and attacks (even unknown)
and to minimize different types of security risks by implementing security controls of different types.

The approach proposed in this work provides a decision aid for a CISO in the final choice of a set of security
controls optimal with respect to objectives, e.g. security and/or productivity, and taking into account constraints, e.g.
budget. The selected security policy should be composed by the set of security controls that are mutually
complementary with respect to objectives, but taken in isolation might not satisfy either of or all those objectives.

3.1. Formulations of portfolio selection problem

In strategic decision-making and financial management, the portfolio selection problem is well known (see, e.g.,
[21]). It addresses a way of selecting a combination of several assets in a way that the properties of portfolio assets
taken separately may not have the best values, but taken together compose an optimal portfolio. Moreover, they may
be very different from each other. However, the combination of such diversified assets, aims at the best possibly
achieved quality. Recently, the financial portfolio idea has been successfully applied in various domains, such as
strategic decision making for team management [22], IT project portfolio management [23], for environmental
selection in evolutionary algorithms for fitness assignment [24].

Portfolio selection problem [22] appears in investment management when it is necessary to combine several
assets (companies or industrial sectors) to form an investment portfolio. A financial portfolio should simultaneously
satisfy two conflicting goals: minimizing risk and maximizing expected return of the portfolio (see formula (1), a
multiobjective formulation):

n n
. T
mmz Zgijxix]. =x Ox;

=l j=l

n
maerl.xl. =r'x;

i1 (1)

where 7 is the number of assets; x; is the proportion of money invested in the asset #; r; is the expected return (per
period) of the asset i; and gj; is the real-valued covariance of expected returns of the assets i and /.

Nobel Prize winner Markowitz developed the most widely used ‘mean-value’ portfolio selection model early in
the 50s [20], which assumes that the investor rather minimizes risk at a given minimal level of returns than
maximizes expected returns of investments, see formula (2) for one of possible (single-objective) formulation of this
portfolio model [22]:

min X’ Qx;
strix>R
Ax=b;
Cx>d,

@)

where admissible portfolios in addition to minimizing risk must satisfy some problem specific constraints X={x:
Ax=b, Cx>d} (i.e., budget constraints) and provide return no less than the expected value R.
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The investment management also suggests a large number of measures to evaluate risk to return ratios of
portfolios, relatively to a time period (standard deviation), to market behaviour (beta ratio) and to benchmark asset
(tracking error, excess return, Sharpe ratio), which would reduce a multiobjective formulation of portfolio selection
problem to a single objective one.

3.2. Formulations of security portfolio selection problem

When applying portfolio selection model to security controls selection, some adaptations should be considered.
For instance, there is no real return from investing into security; it is rather minimization of expected losses from
security breaches (that could be really big), e.g. from possible security attacks or lost data. The expected return of a
security control may be interpreted as its capability to protect from potential security threat. Then, the security
portfolio expected return might be interpreted as the capability of such portfolio of controls to protect company as a
whole from security threats and to minimize losses from potential security breaches.

For selecting a subset of security controls in a portfolio to be implemented in the company, the CISO should be
able to evaluate the ‘goodness’ of security controls, which corresponds to their performance with respect to the
objectives considered. For instance, the security of a control can be computed based on its protection capability
against each of possible known threat, and can be presented within a following 2-dimensional matrix:

Table 1. Survival proportions of threats after applying security controls.

Controls (i)

1 2 3
Threats (z) 1 0.01 0.5 1
2 1 1 0.3

Similarly to [11], we can define the probability of an attack scenario & based on the probability of the threats
appearing in the attack zez, and probability of those not related to the attack z¢Zz,, taking place:

R=I1rIl0-p) 3)

zeZ,  zeZy

Then, the overall proportion of successful attacks of threats zez, that survive all selected controls /; is computed
as the multiplication of individual proportions H / r, where r [0,1] is the proportion of threat z that survives
ielg "<,

application of the control i, with ».=0 indicating complete prevention of the threat z by the control i and r,=1
indicating the incapability of the control i preventing the threat z. It happens rarely that a subset of selected controls
I is capable of preventing all possible threats. Then the expected proportion of successful threats z when applying a

subset of selected controls ; is sz- | I, The proportion of successful threats z that survive all applied controls
lelg

is multiplication of individual proportions and can be computed as H , rX..
Ie

When compared to the investment in the financial asset by choosing a proportion of the money to be spend on
assets of the same type, investment in the security control is done by either selecting it or not (there can be same
controls selected twice but it is an integer or binary value). Hence, here we have to deal with integer formulation of
the problem and to denote by x; € {0,1}, i=, ...,n selection of the control, such that it takes value / when a security
control is selected or 0 otherwise. Then the security portfolio selection will be formulated as integer programming
problem, when compared to continuous formulation of the financial portfolio selection problem presented in
formula (1).

Then, the expected loss from all successful attacks can be defined as follows:
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where a, is the cost of a successful attack from the threat z. Hence, the security objective can be interpreted as
minimization of the expected loss presented by (4).

In addition to security, other objectives can be taken into account, such as productivity, which can present all
efforts to be spent on taking security measures and applying security controls. It can be presented as minimization of
the expected resources to be spent and computed as a weighted sum of all resources used for the implementation of
security controls, e.g. man per hour time spent for installation of security controls and applying security measures,
e.g. entering password, CPU time needed to run each security control and/or any other resources.

S=2w| 28 | ®)

teT iel

where teT indicate various resources and W, their weights. Similarly to the expected losses, expected resources

should be minimized.
The cost expressed by the prices of controls can be taken as one of the objectives and minimized. It is also
common that security budget is limited and fixed, then it can be taken as a constraint (which is the case here):

2cx<B (©)

iel

where ¢; is the price of the control .

Some other constraints, such as maximum investment in each type of security control, maximal number of
controls to be considered within a portfolio, etc., could also be taken into account. Then, the security portfolio
selection problem consists of distributing the budget by investing in different (types of) security controls.

It should be possible to evaluate the capability of security controls to cope with known security threats. However,
when it comes to unknown security threats it is really difficult to predict whether controls will be able to protect
from security breaches caused by yet unknown threats, as some of new attacks are detected only after damage from
them is identified.

In this work we approach uncertainty in protecting against unknown threats by selecting controls that are diverse
and differ from each other in their ways of protecting security vulnerabilities. Most of investment professionals
agree on diversification as a way to reduce risk by allocating assets of portfolios in different areas or types of
financial instruments. By analogy with a financial portfolio selecting controls in a security portfolio could follow the
same principle: By associating risk with selecting very similar security controls in portfolio, selection of security
controls that differ from each other is encouraged. Then, for minimizing risk in the form of XTQX, covariance
matrix Q should be defined. For instance, it can be presented with 3-dimensional matrix, where a third dimension
‘Controls’ is added to the matrix presented in Table 2. It should contain pairwise comparison of controls against
each other, indicating correlation between performance of controls against each of threats, with positive values g;
indicating similar performance of controls against same threat and negative values g; indicating uncorrelated
performance. The selection of controls with negative covariance in the portfolio is encouraged, as it will improve the
risk term. Thus, the presence of ‘not-so-good’ security controls with respect to some of objective values in the
security portfolio can be explained: they are complementary and probably protect against different threats when
compared to ‘good’ security controls. Next, the general portfolio selection problem model will be considered and
then adapted to security the portfolio selection problem.

The multiobjective Formulation I of the security subset selection problem can be presented as follows:
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min x" Qx;

min/’x;

mins’x; @)
stc'x<B;

x, € {0,1};i=1,...,n,

where ¢’x<B refers to the budget constraint and x; € {0,1} to the integrality condition. This formulation can be
interpreted as follows: where n is the number of security controls to be included in the security portfolio (it is
constant); x; is the decision variable, which indicates where the control i is selected (x;=1) or not (x;=0); /" and 57 are
expected losses and expected resources to be spent, respectively; and Q is a covariance for security controls.

Selecting negatively correlated controls in the security portfolio to be implemented is encouraged: it corresponds
to the diverse portfolios, which minimize risk.

It should be noted that solving problems (1) or (7) results in Pareto set of security portfolios. All portfolios in
Pareto set are efficient, because they present trade-offs between maximal return and minimal risk. However, from
Pareto set a single solution should be selected for implementation. Different ways of choosing such a solution exist,
and one of them is moving the expected return from objectives to constraints by setting some minimal return to be
achieved as was shown in Markowitz model (2) and obtaining a single optimal security portfolio. Then single
objective Formulation II of the security subset selection problem can be presented as follows:

min x' Qx;

stl'x<L;

s'x<§ (8)
c'x<B:

x=1{0,1},i=1..n,

where the main objective is minimizing the risk, the other objectives: expected losses, expected resources to be
spent and budget are presented by constraints with expected maximum values of L, S and B for monetary losses,
resources units and budget, respectively.

3.3. Approaches to solve proposed formulations

In this work three alternative formulations of security portfolio selection model are presented: Formulation I
(multiobjective formulation) presented by formula (7) is selecting a portfolio of diverse security controls that are
optimizing return (with respect to minimizing expected losses) and risk (with respect to diversity of controls
assuming they can prevent from various known and unknown security threats) and satisfying limited budget
constraints simultaneously. Formulation (8) is a single objective formulation reduced from (7). Formulation II
presented by formula (8) minimizes risk assuming return and budget are constrained.

Both formulations require solving quadratic integer programming problems and are computationally difficult (NP
hard), which means they can be solved to the optimality only for small to medium size of the initial data sets of
available security controls and subset of controls to be chosen. For solving problems with small to medium data
sizes (up to 100 items to be selected out of 750 items) solvers based on branch and bound type of algorithms could
be considered. For instance, recently developed Gurobi solver [25] show promising preliminary results. For solving
problems with large data sets approximation algorithms such as evolutionary algorithms can be used, e.g. presented
in jMetal framework [26].
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4. Conclusions and future work

In the situation of uncertainty with respect to known and unknown attacks in security decision-making, selecting
a subset of security controls to be implemented within a company is crucial. With the aim of helping a CISO to
choose such a subset we proposed several formulations of the portfolio of security controls selection problem. The
idea to reduce risk by diversifying such portfolios to order face a-priori unknown attacks. The proposed models are
based on well-known financial portfolio selection problems adapted to security portfolio selection. This provides an
elegant formulation for these models. One multiobjective and two single objective formulations are presented and
exact and approximate approaches to solve them are discussed. In future the models should be tested for the real
case scenarios, which are omitted here due to pages limit.
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