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Abstract

To protect a system from potential cyber security breaches and attacks, one needs to select efficient security controls, taking into
account technical and institutional goals and constraints, such as available budget, enterprise activity, internal and external
environment. Here we model the security controls selection problem as a two-stage decision making: First, managers and
information security officers define the size of security budget. Second, the budget is distributed between various types of security
controls. By viewing loss prevention with security controls measured as gains relative to a baseline (losses without applying security
controls), we formulate the decision making process as a classical portfolio selection problem. The model assumes security budget
allocation as a two objective problem, balancing risk and return, given a budget constraint. The Sharpe ratio is used to identify an
optimal point on the Pareto front to spend the budget. At the management level the budget size is chosen by computing the trade-
offs between Sharpe ratios and budget sizes. It is shown that the proposed two-stage decision making model can be solved by
quadratic programming techniques, which is shown for a test case scenario with realistic data.
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1. Introduction

Industry needs to protect its assets, products and business processes from potential cyber security breaches in order
to maintain its business functions. This boils down to the selection of security controls or countermeasures, aimed at
either blocking an attack or mitigating damage from a successful attack. Potential threats come from hackers aiming
at attacking random users and companies, e.g. via spam and social engineering attacks, e.g. phishing, viruses and
trojans, spyware and malware, botnets, etc. or targeting particular companies or individuals, e.g. via distributed denial
of service (DDoS), spear phishing, ransom ware and other brute force or low rate attacks. Especially dangerous are
complex persistent attacks that aim at disrupting the normal functioning of a particular company, exploiting several
vulnerabilities at once.

The race between attackers, who are constantly searching for vulnerabilities and antivirus software producers, who
are constantly patching vulnerabilities, continues. Despite continuous increase of investments in security by large
companies, regular media reports about emergent attacks, security breaches, and the increasing scale of economic
losses, demonstrate that the problem of security is far from being solved.

The 2015 information security breaches survey [1] conducted by PwC for UK government reported that 90% of
large and 74% of small organizations suffered security breaches in 2014, an increase from the previous year from 81%
and 60%, respectively. The average worst single security breach cost went up from £600k - £1.15m in 2014 to £1.46m
- £3.14m in 2015 for a large organization and from £65k - £115k in 2014 to £75k - £311k in 2015 for a small business.
59% of respondents expect an increase of security incidents in the upcoming years, suggesting an increase in security
budgets to prevent and to mitigate security breaches. Similar trends are reported for businesses in the US, see e.g.
Ponemon Institute report [2].

In this context companies face at least two problems: Firstly, to decide on the budget for secure functioning of the
company; secondly, to divide the budget among security controls to buy and to update. Another interesting issue,
which is beyond the scope of this paper, is how to act in the case of a breach: which countermeasures to apply when
an attack happens and how to perform incident response most efficiently.

The problem of choosing a budget to be spent is a management decision, usually made by the board of
directors/owners of company together and is informed by Chief Information Security Officer (CISO). The decision
making involves estimating risks related to potential attacks and security breaches, and considering how well other
competitor companies are protected. In business it is believed that it is enough to be protected slightly better than
competitors in order to reduce the chances of being attacked, since attackers search for easiest targets [3].

The problem of allocating budget between different security controls is solved by the CISO, who usually follows
security policies of the company and existing standards for risk assessment, e.g. [4, 5]. Decisions about which controls
to buy would typically be done with a limited budget and it is not possible to buy all available controls.

Existing risk assessment models are based on qualitative or quantitative analysis or some combination of both. For
instance, international standards ISO/IEC 27001/2 [6] and NIST [7] provide general recommendations for qualitative
risk assessment. In [8] both approaches are used, qualitative (for identifying groups of attackers or assigning levels of
attack severity) and quantitative (for measuring efficiency of countermeasures against various threats and their cost).
Both of the indicated problems have been addressed in the literature, but not solved together. Recent approaches to
risk assessment and planning address minimizing security risk and budget for controls simultaneously [12], applying
financial modelling for risk assessment [11], planning under uncertainty for high impact events [15], formulating
budget allocation as a multiple knapsack problem [16,17]. In our previous work [18], several alternative formulations
for selecting the optimal subset of security controls were suggested.

In this paper, we extend work started in [18] and address two stages of security controls selection problem: the
security budgeting and selection of security controls given such budget. In Section 2, state-of-the art approaches are
considered for both indicated problems and in Section 3 we propose our approach to solving these problems. The
presented approach is illustrated with an example in Section 4. We draw conclusions and indicate future directions for
this work in Section 5.
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2. Budget and security controls selection

One of the main challenges in the security industry is the difficulty of demonstrating and quantifying the benefit of
security investments to convince managers to invest in security. The difficulties in defining cyber-security create
confusion and a lack of public understanding of cyber security threats [19]. Hence, potential resistance of managers
to invest into cyber security may be related to such luck of understanding. To help managers to make informed decision
about the security budget, several educational sessions about security threats may be organized. In this section an
approach for helping managers on security budget selection and its allocation between security controls is proposed
based on portfolio selection problem well known in financial management.

2.1. Budget selection

In budget selection, one considers securing a company as a rewarding activity, e.g. by viewing loss prevention with
security controls as gains relative to a baseline (without them). Such activity requires some resources and leads to
potentially prevention of serious loss, e.g. in case if highly improbable but very damaging new type of attack is
prevented saving the company from high losses or even bankruptcy. We believe that this viewpoint will help managers
when allocating security budget and find security investment as potentially profitable. Hence, in these settings there
will always be some security budget that the company wants to spend for security. However, there will still be the
question, which is the best value for it taking into account size of the company, its activity, how much the company
invested into security before and how much it wants to spend for updating old and buying new security controls.
Currently most CISOs/managers look at other companies and implement similar to competitors’ security measures
[3]. It is also believed that it is enough to be protected slightly better than competitors to be out of the attackers focus.

There might be conflicts of opinions between different managers and/or CISO, which make agreeing about the
budget of the company difficult. Solutions for this problem can be found with the help of group decision-making
approaches, see e.g. [14]. After the budget for protecting company from potential attacks is chosen by top managers,
CISO has to make decisions about how to spend the allocated budget wisely.

2.2. Traditional security risk

A large number of potential threats exist that might happen with some probability to any company, governmental
organization or individuals. Security experts can subjectively evaluate the probability or likelihood of each threat
based on their experience and knowledge of recent threats and attacks by analyzing existing vulnerabilities of valuable
company’s assets. In addition to the probability/likelihood of a threat, a typical risk assessment procedure will take
into account the impact of exploitation.

The most common way CISOs take to perform risk assessment of the company is by assessing expected loss value.
The initial loss value L, when no security controls are applied, can be computed, e.g. similarly to [12], by analyzing
existing vulnerabilities of the company’s assets V; € {0,1}, estimating probabilities/likelihood p; € [0,1] of
exploiting vulnerabilities V; via potential threats T; € {0,1} and impact of such exploitations I; € {10,50,100}, where
i={1,...,n} and j={1,...,m} indicate vulnerabilities and threats, respectively:

L=ZZP.J~Vr'i, M

j=1 i<l

Investment in the security budget should be done in such a way to minimize potential losses. To spend the available
budget B from all available controls I={1,...,k} some should be selected to be bought x; € {0,1} (where 1 stands for
selecting I-th control to be bought and 0 for not selecting) and leading to integer formulation of the portfolio selection
problem (when compared to standard continuous). Let X denote the choice of subset of controls, e.g.
x=(0,1,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)" means that x, and X controls are selected (bought).
For this the CISO has to evaluate how well each control X protects each vulnerability Vi See Table 3 for such values
ti € {-1,-0.5,0,0.5,1} as suggested in [12]. Note that negative values of t; show that new risks are introduced by using
control, t;=0 if control x| is not covering vulnerability V;j, and complete cover with t;=1.
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| m n
P(X):ZZZH;'VVH 'tli'xi. ()
k=l j=1 j=1
The total cost C is usually composed from direct and indirect costs of security controls (for buying and maintaining
them, respectively), where C; is the cost of the security control X;.

K
C(X)=D)_ %G 3)
I=1
Then, such subset of security controls has to be selected that minimizes the total loss/risk after applying controls
R(X) =L — P(X) taking into account constrained budget B:

min R(X) st.C(x)< B @)
; .

However, it is not always possible to evaluate security in terms of reducing risk of potential losses and view
these losses independently from each other. Here we suggest an alternative view that considers prevention of losses
as gains relative to the baseline of not investing in security. This change of view allows us to consider the selection
of security controls as well as the budget allocation problem as an investment portfolio optimization problem with
positive return on investment and variance of return on investments.

2.3. Security risk vs. rewarding security

We propose to approach investment into security as a profitable activity that would encourage managers to invest
into. An example of profitable investment into security can be considered when an attack has been prevented by one
of company’s employees; such prevention can also be seen as a gain for the company since big loss has been prevented.
Then investing time, effort and other resources needed for detection and prevention of an attack is seen as necessary
spending/investment for avoiding potentially big losses.

In the above-discussed settings CISO is interested in allocating the available budget into best controls, i.e. the
controls with maximal total efficiency of protecting the company against as many as possible known and desirably
unknown potential threats. This will maximize the expected return or gain from the investment. Note that controls
with high protection efficiency against potentially as many threats as possible are preferred to those with low
protection efficiency against smaller number of threats. Hence, coverage of as many as possible threats is encouraged
intrinsically within individual controls’ efficiency (by covering many threats). Then, expected return (which is not
necessary monetary) of a set of security controls can be computed as the difference between gains obtained from
implementing controls and their costs:

E(X)=G(X)—C(X). )

There are different ways to define gain. For instance, it can be taken as P(x) defined by (2). The larger the value of
the expected gain the better the company is protected from potential threats, and a subset of security controls x; which
maximizes gain should be selected.

2.4. Diverse controls selection

At the same time threats coverage can also be taken into account extrinsically by comparing how different sets of
controls cover sets of threats. Traditionally in financial world investing into similar financial assets is risky [9], since
similar assets or industries might loose their value for the same reasons, e.g. oil and gas becomes cheaper due to new
types of energy production advances so investing in only those two industries is risky. Similarly when selecting several
species of biological population for future preservation, e.g. several plants species for their potential future (yet
unknown) pharmaceutical benefit, it is important to select as diverse species as possible [10].
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In security (to account for diversity) it is assumed that controls of the same type/kind would provide protection
against similar type of threats. Then, in order to protect a company from various threats, various or diverse types of
controls should be selected and selecting similar ones is considered to be risky. Following the classical financial model
of Markowitz [9], the risk &"(X) can be expressed in terms of the covariance matrix Q as follows

o(X)=\/ZZ§m]X. g - X, - . ©6)

I=1 s=1 i=l

As above x denotes the choice of subset of controls. Each element qisj of matrix Q represents how similar are two
controls x; and x on vulnerability Vi. It should be possible for CISO to evaluate covariance (similarity) values Qs
based on pairwise comparison of controls. Note that negative covariance (e.g. qisi=—1) shows dissimilarity between
controls and is preferable, contrary to positive covariance (e.g. isi= 1), which should be avoided, and risk term
o(X) is to be minimized.

Then, such a subset of security controls has to be selected that maximizes the expected return from applying
selected controls E(X) and minimizes risk of selecting similar controls 0"(X) simultaneously, taking into account
limited budget.

maxE(x) and mino(X) s.t. C(X)<B. @)
Note that there may be several of such optimal subsets, selecting one among which is not trivial.
2.5. Risk-to-Return trade-offs for different budgets

Optimizing (7) leads to finding not a single but multiple so-called Pareto optimal subsets of controls each of which
is better on at least one of the objectives (return or risk) and not worse on the rest of objectives. To select one solution
among many, various approaches can be taken, for instance one of them is to find an optimal ratio between risk and
return subject to budget constraint. For instance, return-to-risk Sharpe ratio well known in financial literature [13] can
be used here:

max Sh(x) = @, s.t. C(x)<B. ®)

a(X)

The maximization of the Sharp ratio typically leads to a so-called knee point solution on the Pareto front, which is
a point in which the losses as compared to the best attainable value for both objectives (here expected return and
standard deviation) are small. Quadratic programming techniques can be used to determine points on the Pareto front.
Among these points the point with maximal Sharpe ratio can be found either by enumeration or by geometrical
construction. For the latter, indifference lines can be constructed and among them the line tangential to the Pareto
frontier, the so-called Capital Allocation Line (CAL), determines the point with optimal Sharp ratio on the Pareto
front.

3. Experimental results

Next, we exemplify this strategy by means of a realistic example. The scenario and data are taken from [12]. 24
possible security controls can be applied, all of which with a specific cost and protecting more or less effectively for
a certain set of security vulnerabilities. Moreover, in some cases they have an averse effect on the protection, e.g.
while protecting for one type of vulnerability opening up the possibility of certain other types of vulnerabilities.

As stated above, the selection of controls is modeled by means of a binary decision vector and the aim is to find
the optimal selection with respect to the Sharpe ratio. Recall the expected return E(x) is the expected gain G(X) minus
cost C(x). In this example a simplified version of gain is considered. It is assumed that if control X; is selected, the gain
will be the sum of all vulnerability impacts |; times the effectiveness ti (matching) of control X; on vulnerability Vi.
The precise data can be obtained from Tables 1-3.
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Table 1 Impact of Vulnerabilities

Vulnerability Vi V2 Vs Vi Vs Vs %4 Vs Vo Vio
Impact on CIA PPP PPP CCC PPP PPP NNP PPP CCC PPP CCC
Impact 1;/£100 50 50 100 50 50 10 50 100 50 100

Table 2 Costs of controls (countermeasures)

Control (x) X1 X2 X3 X4 Xs Xs X7 Xg Xg X10 X11 X12
Cost/£100 25 31.8 12 5 18.5 2.1 4 19 34 1.5 5.5 46
Control (x;) X13 X14 Xis X16 X17 X8 X19 X20 X21 X22 X23 X24
Cost/£100 7.6 25 10 23 60 11.5 25 40 7 26 20 43

Table 3. Effectiveness of security controls’ protection of vulnerabilities
Vulnerabilities (Vi)

i Vi \ Vs Va Vs Ve Vi Vs Vo Vio
X1 1 0 -0.5 0 0.5 0 -0.5 -0.5 0 -0.5
Xa 0 0 -0.5 0 0.5 -0.5 -0.5 0 0.5 0.5
X3 1 0.5 -0.5 0.5 1 1 1 1 0.5 0.5
X4 -0.5 0 -1 0 1 1 1 1 0.5 0.5
Xs 0.5 0 -1 0 0.5 0 0.5 0.5 -0.5 -0.5

Xs 0.5 0 -0.5 0 0 0 0 0.5 0 0

X7 0 0.5 -0.5 0 0.5 0 0 1 0 0

Xg 0 0 -0.5 0 0.5 0 0 0 0 0
X9 0 0 0 0 1 0 0.5 0.5 -0.5 -0.5
Controls X10 0 0 -1 0 1 0 0.5 0.5 -0.5 0.5
) X11 0.5 1 0.5 0.5 0.5 0.5 0.5 0.5 0.5 -0.5
12 0.5 0.5 -0.5 0 0 0 0.5 0.5 1 0.5

X13 0 1 0 0.5 0 0.5 0 0.5 0 0

X14 0 0 0.5 0 0 0 1 0.5 0 0
X15 0 0 0.5 0 0.5 0 0 0 0 0.5

X16 1 0.5 1 0.5 0.5 0.5 1 1 1 1

X17 0.5 0.5 -0.5 0.5 1 0.5 0.5 0.5 1 1
Xi8 1 1 1 0.5 0.5 0.5 0.5 0.5 0.5 0.5

X19 0.5 0.5 -0.5 0 -0.5 0 0 0.5 0 0

X20 -0.5 0 -0.5 0 0 0 0 0 0 0

X21 0 1 0 0.5 0 0 0 0 0.5 0

X22 1 0 -1 0 0 0 0 0 0 0

X23 0 -0.5 0 0 0.5 0 0.5 0 0 0

Xoa -0.5 0 -1 0 0 0 0 0 0 0

241 10

Now E(X)=G(X)—C(x) with G(X)=D | Dt -1

1=1

10
control is given by I, = Zt“ -l
i=I

return can be computed as: Q = Cov((t,, -1, =C,,....,t,, - 1,, —C)).(t, -1, -C

24 24
1

1

S

equivalent to Q =%225«t” 1 =C)=(tg -1, = CO(t, 1,-C)—(tg-1,-C)).

1=l s

24
i |'X and C(X)zZCl X . The return of a single

I=1

—C, and total expected return is E(X) = (I;,...,F,,) - X. The covariance of the

ooty 1o —C;)) whichis

Given a maximal budget B that can be spent on controls we can solve the Sharpe index optimization problem.

G(X¥)-C(x) -,

Vo' (X)

H(x)=

1=1

24
—max, St ZCl X <B.
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where Iy is risk free return, which we assume here to be equal to 0, i.e. rg=0.

For solving the formulation (9) with integer variables x| € {0,1}, here MATLAB quadratic solver is used [20].
The results are shown in Figure 1 (left and right). Here we illustrate return to variance Pareto front and Maximal
Sharpe ratio for different variance, respectively.

Pareto front of security conirol portiolios Sharpe ratios for Pareto front

Raturn
Maximal Sharpe ratios
&

Sigma Sigma

Figure 1 Pareto front of security control portfolios and maximal Sharpe ratios

Pareto front of budgets and Sharpe ratios

Maximal Sharpe ratios
Y

50 100 150 200 250 300 350 400 450
Budget

Figure 2 Pareto front of budgets vs. maximal Sharpe ratios

Figure 1 (left) shows also the Capital Allocation Line (CAL), which is tangential to the Pareto front in the point
of the maximal Sharpe ratio. This is confirmed by Figure 1 (right), where at a value of about o(X)=60 the curve
reaches the maximal value of Sharpe ratio.

An advantage of a single-number performance index for a budget allocation, as it is provided with the Sharpe ratio,
is that it can be used for supporting top-level decision-making using techniques from multi-criteria decision-making.
For this we propose to compute the Pareto front of budgets and optimal Sharpe ratios that can be achieved for these
budgets and present this to the top-level decision maker. Here MATLAB solver was used to compute Pareto front
[20]; alternative exact solvers could be used [19]. The problem can be solved efficiently, as budget is a constant and
different values of it can be chosen in an interval from 0 to the maximal possible budget. Thereafter, for each budget
the maximal Sharpe ratio is computed, which gives rise to an approximation of the Pareto front. The results for the
example are shown in Figure 2.
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Clearly budgets above £25.000 do not improve anymore the performance measured by Sharpe ratio. A sharp drop
in performance is observed for values below £12.500. The advice would be that investments below this value would
deteriorate security performance significantly. The knee point region on the Pareto front between £12.500 to circa
£15.000 represents good choices of security budgets.

4. Conclusion

In this research we discuss the problem of security controls selection from a managerial point of view. It is
advocated to view the implementation of security controls as a profitable investment. By viewing the scenario of not
using any security controls as the baseline scenario, it is possible to assign positive gains to security investments,
which puts us into the position to apply classical and well-established tools from financial investment theory to the
problem of selecting security controls. These tools balance risk and return in an optimal way, e.g. by maximizing the
Sharpe ratio. From our example it becomes clear that the strategy can be implemented based on realistic data.
Moreover, it is efficient to compute such portfolios and it allows for a well-informed multi-criteria assessment of
alternatives. Besides offering a method for CISOs to allocate a given budget, the Pareto front of the Sharpe ratio (to
be maximized) to the security budget (to be minimized) can be used to make decisions on the right budget assigned
to security in a company.
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