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Chapter Eight

Autonomous Weapon Systems and the Responsibility of Statesand Arms Manufacturers

l. I ntroduction

The introduction of AWs into modern battle spacefgates new facts, scenarios,
ideas and questions in international life. Inptkes five, six and seven, we saw that, at least
in theory, these new weapons can be used in comggliwith the treaty and customary rules
of international humanitarian and human rights laamd, at times, may improve the
effectiveness of international criminal law. Howeyvthe possibility that states can use
autonomous weapon systems consistently with thes rof international law doest answer
the question whether the use of such weapons fsillanvore general legal principles have to

be consulted.

In chapter three, | argued that the legal dutyrtagert human dignity is a foundational
responsibility of states imposed by the United dladi Chartef. Thus, the essential question
is how nations use the concept of human dignitgume the application of (international)

legal rules to their autonomous weapons. As tbee@Giment of Ghana observed in 2015:

Our ultimate objective as States remains the pvatien of human dignity and respect
for basic sanctity of humanity at all times and sinespecially, during armed conflicts.
The laws of war must in this regard remain at treffont of all our efforts and ahead
of technological developments. Technology must betallowed to overtake our
commitment to these goals.’

! Legality of the Threat or Use of Nuclear Weapo®slvisory Opinion, Dissenting Opinion of Judge
Shahabuddeen, 1.C.J. Reports 1996, p. 377 (olgetivat although no prohibition of the threat oe 0§ nuclear
weapons exists in international law, that does amwiclude the question whether the threat or ussuch
weapons is lawful).
2 Application of the Convention on the Prevention 8utishment of the Crime of Genogidadgment,
Preliminary Objections, Separate Opinion of Judgee¥amantry, 1.C.J. Reports 1996, p. 645.
3Statement by the Delegation of Ghana at the Coiorerin Conventionl Weapons Meeting on ‘The Way
Forward on Discussions [Regarding] Lethal AutonomouWeapons,” 17  Aprii 2015,
<http://www.unog.ch/80256EE600585943/(httpPages)(RIBE22EC75A2C1257C8D00513E26?0penDocu
ment. Also see for example, the Statement of EcuaddExpert Meeting Concerning Lethal Autonomous
Weapons, Convention on Certain Conventional Wegpod8 - 17 Aprii 2015, p. 2,
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Yet, in chapter 4, | explained that the inevitablgocity of autonomous military
engagements will obstruct the development of sobndchan judgment that arises from
opportunities for reflection on questions and deas involving complex values. This
dynamic, | contend, wilViolate human dignity as the ability of humansubtyf develop their
personalities — including the capacity to respketrights of others - will inevitably diminish.
Absent regulation, as national armed forces andcgahcreasingly employ autonomous
weapon systems, a new, counter-intuitive kind dhtés accountability gap’ emergés.
Without a co-active design that permits human imeolent in complex decisions, the
‘victims’ over time will be theusers and operatorsf the weapons, rather than their targets.
This result will occur even when the artificial efligence software directing the weapons

‘follows’ the rules of international law.

The responsibility of states for the developmert ase of autonomous weapon systems
is important for another, related reason. As arpld in chapter seven, judgments about
individual accountability, e.g. findings of crimineesponsibility for misuse of autonomous
weapons, will be complex and difficult for most easabsent clear proof of the individual’s
intent (or recklessness) to commit or contributerimmes. The easy cases will occupy the
extremes, but most allegations of misconduct wailll within the gray area dominated by the
fog of war, civil strife, terrorist activities artle unforeseen reactions of artificial intelligence
software to changing circumstances. The clarity power of rules of state responsibility, as

well as rules for non-state actors such as armsufaeturers, therefore, are necessary to

<http://www.unog.ch/80256EE600585943/(httpPages)(RIBE22EC75A2C1257C8D00513E26?0penDocu
ment.
* | use the term ‘counter-intuitive because, by mitifin, the state responsibility regime normallgiféates only
inter-stateaccountability on the basis of positive legal suleJ Brunnée, ‘International Legal Accountability
Through the Lens of the Law of State Responsihilgg Netherlands Yearbook of International L&005), 21,
23.
® Seventy years ago Professor Jessup observedjemtiscthat the ‘embodiment in international law the
principle of the duty to respect the rights of nsaggests new complications® Modern Law of NationéNew
York: The Macmillan Company, 1948), p. 93. Jegsopdered whether ‘modernized international law'uiezs
additional rules designed for the protection ofcsgleclasses of individualdbid, p. 103.
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complement the processes of individual criminalpossibility, and, hopefully, to set

standards for accountabilftshat reduce the likelihood of violations of intational law.

Thus, this chapter has two goals: 1) to explain hbe concept of human dignity
underlies the international legal responsibilitystdtes to apply these theories to their design,
development and use of autonomous weapon systemd;?2) to propose theories of legal
responsibility for states and arms manufacturens damage and injuries caused by
autonomous weapon systems. | argue that threeanischs for attributing responsibility in
international environmental law, the preventivenpiple, the precautionary principle and the
polluter pays principle, can, by analogy, servelétermine responsibility for harm resulting

from autonomous weapons.

[I. The Responsibility of States with Respect to Human Dignity and
Autonomous Weapon Systems

A. The Duty of States to Protect Human Dignity

In chapter three, ‘The Sources of International laand the ‘Place’ of Human Dignity,’
| discussed the Charter-based obligation of Unitiadions member states to promote and
protect human dignity, as well as the duty undest@mmary law to (at a minimum) commit

themselves to this tadk This section describes the three general meahnarty which states

® State responsibility is only one mode of intermagil accountability to have evolved. For exampieaty-
based regimes now provide procedural alternativeshe invocation of state responsibility. Brunnée,
‘International Legal Accountability Through the leaf the Law of State Responsibility,” 54.
" This chapter discusses primary and secondary dilsgate responsibility relevant to the developtramd use
of autonomous weapon systems. Primary rules agetthat define the content of the internationdigabions
whose breach gives rise to responsibility. Seaondules explain the conditions under internatidaa where
states are considered responsible for wrongful actsomissions and the resulting legal consequences.
‘Responsibility of States for Internationally WrdnfyActs,’ in Draft Articles on Responsibility of States for
Internationally  Wrongful Acts with Commentaries International Law  Commission, 2001,
<http://legal.un.org/ilc/texts/instruments/englistvhmentaries/9 6 _2001.pdf>.
8 The Charter was not the first major internatiotrehty to create state responsibilities for thetgution of
human dignity. The Treaty of Westphalia, for epdanincluded provisions providing for the repavatof ‘any
Prejudice or Damage’ caused by the belligereneéstand their allies during the Thirty Years Wahepurpose
of the reparations was to re-establish, inter dlia, ‘Dignitys’ of the state parties and their “gats, Subjects,
Citizens, [and] Inhabitants.’ Treaty of Westphalia; 24 October 1648: Peace Tréxdyween the Holy Roman
Emperor and the King of France and their Respectifdlies’ section 6, available online at
3



can breach this duty: 1) through the affirmatiwt @f violating international humanitarian

law and international human rights law via the o$@utonomous weapon systems, 2) by
producing and employing lethal autonomous weapgis¢esis that do not permit human
involvement in decisions involving complex valuasd 3) by failing to prevent the use of
such autonomous weapon systems by state and nerastars (i.e. the failure to exercise due

diligence).
1. Affirmative Acts

International courts have defined the affirmatiesponsibility of states to protect the
dignity and rights of their citizens as well as asttpersons. In its Judgment in the case
concerning the Democratic Republic of Congo (‘DREUJganda, the International Court of
Justice ruled that Uganda was ‘internationally oesible’ for violations of international
human rights law and international humanitarian Emmmitted by members of its armed
forces in the DRC, including a failure to complytiwits obligations as an occupying power.
In addition, Uganda failed to fulfill its obligatioto prosecute those responsible for grave
breaches of international humanitarian f8w.The international conventions violated by
Uganda oblige states to conduct their relationadoordance with civilized behaviour and

modern valuesincluding respect for human dignity. Consistent with the principles of state

<https://is.muni.cz/el/1423/podzim2008/MVZ430/um/ateof-Westphalia.pdf. Twenty years earlier, Hugo
Grotius described circumstances — such as thellfrgoldiers killed in battle — where states, astf their
mutual obligations, must consider the dignity afiinduals. H GrotiusOn the Law of War and Pea¢£625),
A.C. Cambell (trans.) (Kitchener: Batoche BooksQP2)) pp. 177 - 178. Grotius also acknowledged the
importance of the dignity of states themselvekid, pp. 100, 136, 166, 172, 217, and 275. Statestheast
sovereign rights and the privileges of the law afions when they provoked ‘their people to desjaaid
resistance by unheard of cruelties, having therasedbandoned all the laws of nature, ..lbid, p. 247.
® Armed Activities on the Territory of the Congo (Renatic Republic of the Congo v. Ugandaydgment,
I.C.J. Reports 2005, paras. 220 and 245.
1%1bid, Separate Declaration of Judge Tomka, para. 9.
" |bid, Separate Declaration of Judge Koroma, para. 6.
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responsibility in international law, Uganda hadudydo make full reparations to the DRC for
the injuries caused by its conddtt.

Similarly, in the seminal Case of Velasquez Rodrigu. Honduras, the Inter-American
Court of Human Rights found that Honduras was resiite for the enforced disappearance
of Manfredo Velasquez in 1981. The Court held tiheat forced disappearance of persons
constituted a multiple and continuous breach ofgaltions of state parties to the American
Convention of Human Right§. The Court noted that this practice had alreadgived
‘world attention’ from the United Nations, the Orgsation of American States as well as the
Inter-American system of human rights.lllustrating how the duty to protect human dignit
limits the prerogative of sovereignty, the Coumdaoded that ‘...the power of the State is not
unlimited, nor may the State resort to any mearagtton its ends. The State is subject to law
and morality. Disrespect for human dignity cannot serve as thesior any State actior®

More recently, the European Court of Human Riglatsctuded that the practice by the
Central Intelligence Agency (‘C.ILA’) and Europeastates of secret, incommunicado
detention of persons violated the right to be fi@en arbitrary detention enshrined in the
European Convention for the Protection of HumarhRigand Fundamental Freedotfisin
addition, the Court ruled that this practice alsealshed the state’s duty not to interfere with
the right to private and family life, which protedhe right to personal development as well as
the right to develop relationships with other hunmings and the outside woridl. Thus,

States should not treat persomsa way that causes a loss of digniag ‘the very essence of

12 1bid, Majority Opinion, para. 259.
13 Judgment, 29 July 1988, para. 155, < http://wwwieidh.or.cr/docs/casos/articulos/seriec_04_ing:pdf
bid, paras. 151 — 153.
1% |bid, para. 154 (emphasis added).
16 Case of Husayn (Abu Zubaydah) v. Polafadgment, EctHR, Application No. 7511/13, 24 24, paras.
521 — 526 Case of El-Masri v. Former Yugoslav Republic of btimnia,Judgment, Application No. 39630/09,
13 December 2012, paras. 230 — 243.
" Abu Zubaydah, paras. 531 — 534; E| Masri, pard8.-250.
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the Convention is respect for human dignity and &urfneedom®® When states violate these
duties, they incur responsibility to redress tlaits and/or omissiorts.

These judgments confirm that one of the principahcerns of the contemporary
international legal system is state protection le# human rights and dignity of every
individual?® Accordingly, when states deliberately employ aotoous weapon systems in
the commission of serious violations of internagidiaw, they will be in affirmative breach of
their international legal obligations.

2. Failure to Exercise Due Diligence

In addition to affirmative acts that violate humdignity, a failure to exercise due
diligence in the design, procurement and use adrearhous weapon systems breaches the
obligation to protect the dignity of individualsThe exercise of due diligence encompasses
the reasonable preventive and precautionary meashae a well-administered government
can be expected to exercise under similar circums&®  For example, in the ‘Iran
Hostages Case,” the International Court of Justided that Iran failed to perform its

obligation to protect the premises, staff and arehiof the U.S. Embassy and consulates in

18 Abu Zubaydahpara. 532; El Masri, para. 248 (emphasis added).

1 The Court instructed Poland to, inter alia, condan effective and expeditious investigation inte t
applicant’s detention (including his treatment hg €C.1.A.), prosecute those individuals responsit@eognise
its violations of the applicant’s rights, and comgate him for damage caused to his physical andainiesalth.
Paras. 563 — 568. The InterAmerican Court of Hum&ghts ordered similar measures and reparationken
Case of Myrna Mack Chang v. Guatemaladgment, (Merits, Reparations and Costs), lAtar-Ct. H.R., 25
November 2003 paras. 275 — 292, and inGhse of Maritza Urrutia Garcia v. Guatemaldudgment, Inter-Am.
Ct. H.R., November 27, 2003, paras. 96 — 97, 189,— 170 and 177.

2 Application of the Convention on the Prevention @hishment of the Crime of Genocide, Preliminary
Objections, Judgment, Separate Opinion of Judge Weeramantr$gdp; S Schmahl, ‘An Example of Jus
Cogens: The Status of Prisoners of War,” in C Tarhasand JM Thouvenin (edShe Fundamental Rules of
the International Legal Order: Jus Cogens and Gdifigns Erga Omnef_eiden: Martinus Nijhoff Publishers,
2006), p. 48. During the nineteenth century, statlicitly assumed legal obligations to take pigsisteps in
furtherance of human dignity, in particular wittspect to ending the slave trade. Art. Tfgaty of Peace and
Amity Between His Britannic Majesty and the Unitedstates of America (1814),
<http://avalon.law.yale.edu/19th _century/ghentaspdditional Article on the Slave Tradfreaty of Paris
(1815), <http://napoleononline.ca/wp-content/upkid@11/03/Treaty-of-Paris-1815.pdf>.

2L D Shelton, ‘Private Violence, Public Wrongs, ahe Responsibility of States,’ 1Bordham International
Law Journall (1989-1990), 23.
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Iran during the 1979 revolutidA. These failures led to, inter alia, breaches dfchr 29 of
the Vienna Convention on Diplomatic Relatidfisyhich prohibits the arrest or detention of
diplomatic agents ‘and any attack on his persosedomor dignity?* as well as the

principles of the United Nations Chartér.

The failure-to-exercise due diligence basis fotestasponsibility, however, provides a
weaker theoretical basis for accountability thasiipee breaches of international rules. The
objective analysis required by the due diligencetiiize creates greater intellectual space for
states to test the boundaries of the legality (dedality) of autonomous weapon systeffis.
Nevertheless, the creation of due diligence olibgatprovides additional guidance for states
and non-state actors who develop and use this ¢émiy  In addition, the due diligence
requirement provides an interpretive framework fassessing responsibility and

compensation.

Indeed, international legal decisions have (implicdr explicitly) recognized a duty of
states to exercise due diligence and prevent hatmrespect to the design and manufacture
and use of weapons. For example, in the ‘AlabamseC an arbitral tribunal determined that
Great Britain did not exercise due diligence in pleeformance of neutral obligations when it
failed to prevent the construction and armamentaofvarship intended for use by the

27

Confederacy against Union forces during the AmeriCavil War"" Moreover, in the Corfu

Channel Case, the International Court of Justidd teat Albania was responsible for the

*2 United States Diplomatic and Consular Staff in Behddudgment, 1.C.J. Judgment 1980, paras. 63 — 68.

# Done at Vienna on 18 April 1961, Entered into [forcon 24 Aprili 1964,
<http://legal.un.org/ilc/texts/instruments/englistriventions/9_1_ 1961.pdf>.

24 United States Diplomatic and Consular Staff infeeh Judgment , para. 77 (emphasis added).

% |bid, para. 91.

% For a discussion of the failure of the Internagio@ourt of Justice to clarify the theory of dudiggince with
respect to the responsibility of states, see AdbattBreach of International Obligations,” in A Maemper & |
Plakokefalos (eds.Rrinciples of Shared Responsibility in Internatibhaw: An Appraisal of the State of the
Art (Cambridge University Press, 2014), pp. 38 — 45.

2" Alabama Claims of the United States of America iAgaGreat Britain, Award Rendered on 14 September
1872 by the Tribunal of Arbitration Established Byticle | of the Treaty of Washington of 8 May 1871
<http://legal.un.org/riaa/cases/vol_XXI1X/125-134 pdf
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deaths of United Kingdom sailors and damage to mjssbecause it failed to notify the
shipping industry of the existence of a new mirdfi@ Albanian waters, and to notify the
warships approaching the minefields of the immindanger® ‘In fact, nothing was

attempted by the Albanian authorities to prevestdtsaster®® This failure to prevent harm

incurred the international responsibility of Albarif

Furthermore, in 1996, the United States Governmgnted to pay nearly 132 million
U.S. dollars to the Government of Iran as compémsdbr the 1988 shoot-down of an Iranian
passenger plane by a U.S. warship operating irstret of Hormuz. The inadequate design

of the ship’s defense systems was an importantiboting factor to the tragedy.

Based on the ‘human dignity paradigm’ that | haeseadoped in this dissertation the
following duties are a non-exhaustive list of theedliligence responsibilities of states vis a

vis the development and use of autonomous weasiaray:

1. Ensure that autonomous weapon systems designatdmed conflict scenarios and
used by state armed forces will permit human ineolent in assessments of complex
values concerning, inter alia, proportionality adgbice of means and methods of

attack;

2 Corfu Channel Caseludgment, 9 April, 1949, I.C.J. Reports 194®%. Albania’s obligations were based
‘on certain general and well-recognized principlesmely: elementary considerations of humanity nevere
exacting in peace than in war; the principle of freedom of maritime communication; and every State
ggbligation not to allow knowingly its territory foe used for acts contrary to the rights of othateSt’ Ibid.

Ibid, p. 23.
% |bid. The 1907 Hague Convention (VIIl) Relative to theying of Automatic Submarine Contact Mines
prescribes several preventive measures for stateega For example, anchored contact mines mustrbe
harmless as soon as they break loose from theiringpo Belligerents must ‘do their utmost’ to remcinchored
automatic contact mines harmless within a limiteisnet Arts. 1 and 2, 18 October 1907,
<file:///Users/danielsaxon/Downloads/IHL-23-EN.pdf>
31 Settlement Agreement, on the Case Concerning #r@lAincident of 3 July 1988 Before the Internatib
Court of Justice. The Aegis air and missile degesigstem on board the ship functioned as intendtemvever,
the design of the human-machine interface did momi certain crucial information at the time (whet the
approaching plane was ascending or descending tlisplayed on the system’s display console. Létben W
Crowe, Chairman, Joint Chiefs of Staff, 18 Augu888, para. 9, attached tavestigation Report: Formal
Investigation into the Circumstances Surrounding Bowning of Iran Air Flight 65®n 3 July 1988, see Part
IV, A (6) and (11). Confusion about this mattenttibuted to the erroneous belief by the sailorsdoard the
ship that the ‘target’ was a military aircraft.

8



2. Ensure that autonomous weapon systems desfgndaw enforcement scenarios
and used by state authorities will permit humaroimement in assessments of complex
values concerning, inter alia, the ‘absolute natésand proportionality of the use of

lethal force;

3. Enact legislation that criminalizes the desigrgnufacture, procurement, import,
export and use of autonomous weapon systems whbictotdpossess a co-active design
that permits human involvement in the kinds of ctarpdecision-making described

above;

4. Enact legislation that criminalizes the intentioonalreckless design, manufacturer,
procurement, programming and/or use of autonomaegpan systems in violation

of international law;

5. Enact legislation that requires greater transparen the processes of design,
manufacture, procurement, import, export and usautbhomous weapon systems,
including comprehensive legal reviews of new weap®chnology as mandated by
Article 36 of API3* To enforce this duty of transparency, enact lag@en that
requires (i) designers, developers, manufactumedspaocurement officers to record

fully all decisions concerning the ability of newtanomous weapon technology to

32 Due to legitimate confidentiality concerns, théetmational Committee of the Red Cross suggestssthges
share information on their Art. 36 procedures, ftttheir decisions. This level of transparencsndestrates a
state’s commitment to its legal obligations anckéb set standards and best practices for suahriegews. G
Giacca, Remarks to panel on ‘Challenges ‘[of Autbnas Weapons] to International Humanitarian Law,
Informal Expert Meeting on Lethal Autonomous WeapoGonvention on Conventional Weapons, Geneva, 13
April 2016,
<http://www.unog.ch/80256 EE600585943/(httpPage§)EIN89ACAFB6E1C1257F4D004CAFB2?0penDocu
ment>.
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be used in compliance with international law, igthg the preservation of human

dignity;*

6. Enact legislation requiring all autonomous weapystesns to possess the technical
capability to record all decisions made by commasndgwior to and during the

exercise of force; and

7. Enact legislation prohibiting the transfer of auimous weapon systems to states
and non-state actors who are unable or unwillingpperate this technology in

accordance with international latd.

The absence of these due diligence measures egesuthe delegation of human
responsibility to computers for the complex, vahssed decisions made during armed
conflict and in periods of civil unrest. It lirsithe capacity of the individual to develop her
own capacities for judgment and autonomy. Thusmwdtates fail to ensure compliance with
one or more of these obligations by their actdrgey increase the risk that autonomous
weapon systems will operate in ways that underntivée dignity of individuals, both the

victims of attacksand the users and operators themseffesIf ‘the ultimate objective’ of

 This recording system can be similar to the rexuent of a ‘national control system’ that must beaklished
by state parties to the 2013 Arms Trade Treaty. Brt(2), <https://unoda-web.s3.amazonaws.com/wp-
content/uploads/2013/06/English7.pdf

3 |bid, arts. 6 — 11. This provision is important beeatisere are far more states purchasing weapons than
manufacturing and exporting weapons. ICRC Comargrb Art. 36, API, para. 1473. Generally, stateat
knowingly aid or assist another state in the corsiois of a breach of international law by the latbee
internationally responsible. Art. 16, Draft Ariéd on Responsibility of States for Internation&llyongful Acts.

A causal link should exist between the aid or @&sie and the violation of international law by tleeeiving
state. Ibid, Chapter IV, ‘Responsibility of a State in Conneatwith the Act of Another State,” Commentary,
para. (9).

% The conduct of state agents is considered an faatstate under international law. Corfu Channes&
Judgment, p. 23; Draft Articles on ResponsibilifySiates for Internationally Wrongful Actart. 3. Such
‘agents’ would include persons or groups of persghe act on the instructions of, or under the dicecand
control of that state in performing the condutttid. Thus, for example, a state bears responsitidityall acts
contrary to international humanitarian law comndttey its armed forces wherever those acts oc®artial
Award, Central Front Ethiopia’s Claim 2 Between Thederal Republic of Ethiopia and the State of feat
Eritrea Ethiopia Claims Commission, The Hague, 28il&004, para. 29.

% The principle of state sovereignty implies respiifisy, and this responsibilty includes the duty state
authorities to protect the welfare of citizens. hél Responsibility to Protect: Report of the Int¢iorzal
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state responsibility is the preservation of humagnitly, states cannot ignore their legal
responsibility to control the development and usautonomous weaporié. The next section
describes several interpretive mechanisms for sggpthe responsibility of states and arms

manufacturers for harm caused by autonomous wesysteams.

[I1.  Theories of Responsibility for States and Arms Manufacturers for Harm
Caused by Autonomous Weapon Systems

States incur international responsibility by actpuitable to them that violate a rule or
rules of international law? Today, states recognize that their responsilitunder
international law extend to the use of autonomoeapen systems by their actdfs. As
explored in more detail above in the section otestesponsibility and human dignity, when
state behaviour constitutes deliberate unlawfuk amt omissions, determination of state
responsibility should be relatively straightforw&fd The same should be true in situations of
intentional, illegal use of autonomous weapon syste Nevertheless, due to the complexity
of these systems, situations will arise where awtwous weapons cause serious damage to

life and property, yet fault — or even causationannot be assigned precisely.

Commission on Intervention and  State  Sovereignty,December 2001, para. 2.15,
<http://responsibilitytoprotect.org/ICISS%20Repattp

37 All law depends on the fundamental principle @ thgnity and worth of the human person. Legalityhe
Threat or Use of Nuclear Weapons, Dissenting OpinibJudge Weeramantry, p. 433.

% B Cheng,General Principles of Law as Applied by InternatibCourts and Tribunal§London: Stevens &
Sons Limited, 1953), p. 170. Characterisationaab of state as internationally wrongful are goeer by
international law, not domestic law.
<http://legal.un.org/ilc/texts/instruments/engligiiamentaries/9 6 2001.pdf Thus, an internationally
wrongful act of a state consists of an act or oimisshat 1) is attributable to the state underrimagional law
and; 2) constitutes a breach of an internationagjation of the statelbid, art. 2.

3% See ‘Poland’s Position on Continuing the Discussion Lethal Autonomous Weapon Systems within the
CCW Framework,” Convention on Certain Conventiokidéaspons, Annual Meeting of the States Parties,
November, 2015,
<http://www.unog.ch/80256 EE600585943/(httpPage}REY ALE11A22BCC1257A410052DE38?0OpenDocu
ment>.

‘0 See Armed Activities on the Territory of the Congemocratic Republic of the Congo v. Ugajda
Judgment, paras. 220 and 245 (concerning violatidmsternational humanitarian law and internatiomaman
rights law by Ugandan forces in the Democratic Rdipwof Congo); Case of Velasquez Rodriguez v. Hoad,
Judgment, para. 155.
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Furthermore, harm from autonomous weapon systenysamse due to misconduct
and/or negligence of the arms manufacturer who ymed the system, apart from or, in
addition to, the staté’’ The status of non-state actors such as corpomtiaries under
international law’’ At present, however, neither international hurtign law, international
human rights law nor international criminal fBwcontain (primary or secondary) rules
defining responsibility of private enterprises fuarm caused by weapons manufactured by
them®* Whilst broad guidelines and other forms of ‘s’ encourage principled and
conscientious behavior, these protocols and frameswado not constitute legal rules or create

legal duties?

To close these ‘gaps’ in state and corporate respiity, this section explores

possible options for holding states and weaponsdfagturers accountable in these hard

“1 Generally, under international law, the conducpii¥ate enterprises is not attributable to stabeaft Articles
on Responsibility of States for Internationally Wgbul Acts with Commentaries, Commentary to art. 8.

“2 E Roucounas, Non-State Actors: Areas of Inteomaii Responsibility in Need of Further Exploratian, M
Ragazzi, (ed.)|nternational Responsibility Today: Essays in Meynof Oscar SchachteflLeiden: Martinus
Nijhoff, 2005), p. 403. For example, ‘persons,nagovernmental organisations and groups of indi&islumay
have ‘victim’ status before the European Court ohtdn Rights (‘(ECtHR’). Art. 34, European Conventian
Human Rights. The Court interprets the word ‘perdo include legal persons such as corporatioBase of
Bosphorous Hava Yollari Turizm Ve Ticaret Anotimketi v. Ireland Judgment, Application No. 45036/98, 30
June 2005, paras. 139 — 140.

3 In 2005, the Dutch Court of Appeal affirmed thengistion of Frans van Anraat for complicity in the
commission of war crimes in Iraq. During the 188@ company owned by Anraat exported precursor
chemicals to the Hussein regime, which subsequemtiguced chemical weapons that were targeted stgain
Iragi-Kurd communities. However, the Netherlamssecuted Anraat as an individual, not as a basine
enterprise. http://uitspraken.rechtspraak.nl/inziendocumentBidEl:NL:GHSGR:2007:BA6734.

4 Generally, under international law, the conducpiVate enterprises is not attributable to statég. 8, Draft
Articles on Responsibility of States for Internatdly Wrongful Acts with Commentaries. In partiaul
circumstances, however, secondary rules may pehmaitattribution of responsibility for the (mis)card of
private enterprises to states. For example, staggsiot abdicate their international responsibditito
independent corporations. Hence, nations canmotimvent the rules of state responsibility by tfarrng
powers, normally exercised by state officials, gragquiescing to the assumption of such functitmgrivate
entities. R Wolfrum, ‘State Responsibility for ¥ate Actors: An Old Problem of Renewed Relevanae,’
Ragazzi, International Responsibility Today: Essay®lemory of Oscar Schachter, p. 431. Similaifya
person or group of persons acts under the instmgir control of a state, the conduct of the iillial or group

is considered an act of the state. ArtD8aft Articles on Responsibility of States for mt&tionally Wrongful
Acts with Commentaries

%> For example, the United Nations ‘Guiding Principlen Business and Human Rights’ contains ‘prinsiple
that explain what corporations should do to resgeat protect human rights, including performingritan
rights due diligence.’ Arts. 11 - 21 (2011),
<http://www.ohchr.org/Documents/Publications/GuiddniopciplesBusinessHR_EN.pelf States should ensure
that those affected by corporate failures to adbethese principles have access to an effectineedy. 1bid,
para. 25.
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cases?® By analogy, | use three principles from interoasl environmental law as potential
mechanisms for holding states and corporationsoresple for injury and damage caused by
autonomous weapon systems: the preventive priniftee precautionary principle and the

polluter pays principle.

A. The Preventive Principle

Where activity may cause significant harm to theiremment?® the international
environmental law principle of prevention obligeses to prevent, or at least mitigate, the
damage’® When activities in one state may impact thetienyiof others, states bear a duty of
prevention of harm to other states and not merehgparation for the harm caus&€d.Thus,
the obligation to prevent requires vigilance anevpntive action to be takdreforedamage

has actually occurrett,and to respond appropriately when damage does .8tcur

A (future) system of accountability for non-statetors is crucial because civilian entities plalgadership
role in the development of autonomous systems. a&p€rson, Head of International Security at the léVor
Economic Forum, Remarks to ‘Private Sector Persgecbn the Development of Lethal Autonomous System
Geneva, 12 April 2016. Indeed, private entitiey mavelop autonomous technologies for very benggisons,
only to see them ‘reincarnated’ on the battlefiel.Fursman, Remarks to ‘Private Sector Perspextirethe
Development of Lethal Autonomous Systems,’ Genégaipril 2016.

“"In a recent publication, Human Rights Watch armavdrd Law School’s International Human Rights &lin
make a similar argument for grounding state respditg for the use of autonomous weapon systemshin
preventive principle. Killer Robots and the Concept of Meaningful Humaonttol, Memorandum to
Convention on Conventional Weapons (CCW) Deleg&ps| 2016, pp. 15 — 16.

8 ‘Environment’ broadly encompasses air, water, Jdtata and fauna, natural ecosystems and sitesiahu
health and safety, and climate. Award in the Adbibn Regarding the Iron Rhine (‘ljzeren Rijn’) iRaay
Between the Kingdom of Belguim and the Kingdom o Netherlands, Decision of 24 May 2005, para. 58,
<http://legal.un.org/riaa/cases/vol_XXVII/35-125fpd

9 |bid, para. 222. The ‘ultimate objective’ of the 199fited Nations Framework Convention on Climate
Change is to achieve ‘stabilization of greenhouas gpncentrations in the atmosphere at a levelwbatd
prevent dangerous anthropogenic interference with the atkmsystem.” Art. 2 (emphasis added),
<https://unfccc.int/resource/docs/convkp/convengzpdsimilarly, one of the ‘Commitments’ in the Camtion

is for state parties to promote and cooperate éndivelopment and diffusion ‘of technologies, grast and
processes that control, reduce preventanthropogenic emissions of greenhouse gases lbid, Art. 4 (c)
(emphasis added). Principle 7, Declaration of theted Nations Conference on the Human Environment
(‘Stockholm Declaration’) (1972),
<http://www.unep.org/documents.multilingual/defeaspp?documentid=97 &articleid=1583

*0 Gakrikovo-Nagymaros Project (Hungary/SlovakiB)ssenting Opinion of Judge Herczegh, 1.C.J. Respo
1997, p. 185.

*1 |bid, Judgment, para. 140; Dissenting Opinion of Judgm,Qpara. 33; P Sands, et. @rinciples of
International Environmental Layw8rd ed. (Cambridge University Press, 2012), d.. 20his preference arises
from the consideration that the correct objectifénternational environmental law is to prevent de®a rather
than simply provide victims with mechanisms to @btaompensation. T Scovazzi, ‘Some Remarks on
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The duty to prevent environmental harm includes offigation to act with due
diligence with respect to all activities performbg a party, or which take place under its
jurisdiction and control® Due diligence does not require a guarantee oham, but it
demands the best possible efforts by stdtess the risk level of activities rises, so willeth
expected amount of due diligente. Indeed, Activities which may be considered ultra-
hazardousrequire a much higher standard of care in desggpolicies and a much higher
degree of vigour on the part of the State to erfdahem. ...>° Part of the risk involved in
the use of autonomous weapon systems is that thedgy is so new that it *has not been
given a chance to reveal its full potential for gan®’ The use of new autonomous weapons,
therefore, would fall within the ‘ultra-hazardowsitegory’® Moreover, due to the relentless

development of new technologies, perceptions ofr@ppate levels of due diligence can

International Responsibility in the Field of Enviroental Protection,” in Ragazzi, International Resgibility
Today: Essays in Memory of Oscar Schachter, p. 212.

%2Contingency Plans,’ Art. 4 to Annex VI to the Bwool on Environmental Protection to the Antardieaty:
Liability Arising from Environmental Emergencies9@l), <http://www.ats.aqg/documents/recatt/Att249 expdf
‘Each party shall require its operators to: (aplkksh contingency plans for responses to incidestts potential
adverse impacts on the Antarctic environment oeddpnt and associated ecosystems; and (b) co-eperie
formulation and implementation of such contingepans.’

%3 pulp Mills on the River Uruguay (Argentina v. Uriay), Judgment, I.C.J. Reports 2010, para. 197. ‘festa
is ... obliged to use all the means at its dispasalrder to avoid activities which take place intégitory, or in
any area under its jurisdiction, causing signficarage to the environment of another stalteid, para. 101.

* Draft Articles on Prevention of Transboundary Harfrom Hazardous ActivitiesInternational Law
Commission, 2001, Commentary to Art. 3, ‘Preventipara. 7. Art. 3 provides that ‘the State ogor shall
take all appropriate measures to prevent signifiteamsboundary harm or at any event to minimize ribk
thereof.”  <http://legal.un.org/ilc/texts/instruments/englighitumentaries/9 7 2001.pdf Similarly, the 1992
Rio Declaration on the Environment and Developnmamicluded that states ‘should effectively coopetate
discourage or prevent the relocation and transfether States of any activities and substance<these severe
environmental degradation or are found to be hdrmte human health.” Principle 14,
<http://www.unep.org/documents.multilingual/defeasipp?documentid=78&atrticleid=1163

* Responsibilities and Obligations of States withfResto Activities in the Areadvisory Opinion, 1 February
2011, International Tribunal for the Law of the 8aLOS’) Reports 2011, para. 117.

* Draft Articles on Prevention of Transboundary Hafrom Hazardous Activities, International Law
Commission, Commentary to Art. 3, ‘Prevention,’g@at1. ‘The higher the degree of inadmissible haha
greater would be the duty of care required to pmeité Ibid, para. 18.

" C PerrowNormal Accidents: Living with High Risk TechnolaiBrinceton University Press, 1999), p. 36
(referring to the dangers of nuclear power plants).
*8 Ultra-hazardous activities require the adoption‘usfra-prevention’ measures to avoid harm.  Seaia
‘Some Remarks on International Responsibility ire tRield of Environmental Protection,’ in Ragazzi,
International Responsibility Today: Essays in Meynofr Oscar Schachter, p. 211.
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change over tim&’ Thus, the due diligence obligation requires stated manufacturers to
keep abreast of scientific and technological adgamoncerning autonomous functions and to

accept responsibility when they do fidt.

In the environmental context, the ‘due diligencé’ states includes the exercise of
administrative control over public and private #ei®® This implies that domestic laws and
measures must be consistent with guidelines arahmeendations of international technical
bodies®® Should an international technical body one datemgine standards for the
development and use of autonomous weapon systemg/iance with such standards should

form part of the due diligence practices of staie$ manufacturers.

In its Advisory Opinion concerning ‘The Legality ofie Threat or Use of Nuclear
Weapons,’ the International Court of Justice codetlthat ‘[tjhe existence of the general
obligation of states to ensure that activities mittheir jurisdiction and control respect the
environment of other states or of areas beyond tteional control is now part of the corpus
of international law relating to the environme®it.1t would be absurd to not extend a similar
legal duty of due diligence to states in their depment and use of other sophisticated

weapons, particularly those with lethal autonomfoustions®*

% Draft Articles on Prevention of Transboundary Hdram Hazardous Activities, Commentary to Art. 3,
‘Prevention,’para. 11.
% |bid. Peter Margulies contends that as a matter of sesfeonsibility, autonomous weapon systems must
include mechanisms for the regular update of aigifiintelligence software and the information deatses on
which the software relies. ‘The duty to updaterguably a state obligation under human rights lahich bars
the arbitrary taking of human life.” ‘Making Automous Weapons Accountable: Command Responsibdity f
Computer-Guided Lethal Force in Armed Conflicts,’d Ohlin (ed.)Research Handbook on Remote Warfare
(Northampton: Edward Elgar Press, forthcoming 2016)
<http://papers.ssrn.com/sol3/papers.cfm?abstrac? 74906
2; Pulp Mills on the River Uruguay (Argentina v. Uray), Judgment, para. 197.

Ibid.
83 Legality of the Threat or Use of Nuclear Weapdkdyisory Opinion, para. 29.
% Indeed, the preventive/due diligence principleadly finds expression in international treaty lasaerning
weapons control.  State parties to the ConventianCertain Conventional Weapons, for example, are
‘encouraged to take generic preventive measuresdaah minimizing the occurrence of explosive rentsarf
war, ...." Art. 9, ‘Generic Preventive Measures,ofeicol on Explosive Remnants of War (Protocol V), 2
December 2001. Moreover, art. 5 of the ProtocoPaowhibitions or Restrictions on the Use of MinBspby-
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Thus, in the context of international humanitariaw,®® the preventive principle
naturally demands a comprehensive legal reviewesf autonomous weapons and methods
of warfare. Failure to perform an adequate legalieww will be grounds for a state’s
responsibility in case of damage ensuing from failof the weapof® But the duty of
prevention should not stop at ‘Article 36 reviewdDue to the extraordinary complexity of
these weapon systems, the obligation must alsadeclinter alia, constant monitoring of the
system(s) to ensure that the component systenmadéntgith each other in appropriate wilys
and that human machine interfaces work effectivelyhe field. This duty to monitor is
extremely important as new technologies may inteaad produce results that their inventors
did not predict or considé?.

Finally, the preventive principle also includes#y to prevent harm within a state’s
own jurisdiction®® For example, Article 24 of the African Charter Hnman and Peoples’

Rights requires state parties to ‘take reasonatdecdher measures to prevent pollution and

Traps and Other Devices as Amended on 3 May 1996e(led Protocol II), requires state parties to ke
feasible measures ‘to prevent the unauthorized vamdefacement, destruction or concealment of dawce,
system or material use to establish the perimeieen area where anti-personnel mines other thenotedy
delivered mines are stored.
% Article 35(3) of API illustrates the reasonablesiasf applying, by analogy, principles of internagb
environmental law to state responsibility for vitdas of international humanitarian law: ‘[i]t rohibited to
employ methods or means of warfare which are irddndr may be expected, to cause wide-spread knng-t
and severe damage to the environment.’
% |CRC Commentary to Art. 36, para. 1476 - 1478tate% are not required to analyse or predict adbie
misuses of a weapon, as nearly every weapon casdztunlawfully. Ibid, para. 1469.
®7 Given that autonomous weapon systems are actisgiiyems of systems,’” unexpected interactions e$¢h
complex systems are inevitable, resulting in a @igprobability of accidents. Perrow, Normal Accitke
Living with High Risk Technologiespp. 7 — 23 and 330. Furthermore, testing of therattion between
opposing autonomous weapon systems will be viguatipossible and, therefore, these interactions$ bél
‘totally unpredictable.” Remarks of Steven Goodeman Rights Watch, to Informal Meeting of Expeuts
Lethal Autonomous Weapon Systems, Convention orv@utional Weapons, Geneva, 12 April 2016.
% E Barth Eide, Member of Managing Board of WorldoRBemic Forum, Remarks to ‘Private Sector
Perspectives on the Development of Lethal AutonamBystems,” Geneva, 12 April 2016. Indeed, private
entities may develop autonomous technologies foy tenign reasons, only to see them ‘reincarnavedthe
battlefield. A Fursman, Remarks to ‘Private Sederspectives on the importantly for the applicaiid the
Development of Lethal Autonomous Systems,’ Gené&gaipril 2016.
%9 Sands, Principles of International Environmentahi_p. 201.
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ecological degradation..’”® Moreover, in 2004, the Inter-American Court ofrkan Rights
found that Belize was responsible for damage to &lapds and communities because the
state failed to adopt adequate safeguards and mienaregarding logging activitiéS. In
addition, the state failed to ensure that the dtatesufficient personnel to make certain that
logging in these areas would not cause furtherrenmental damag®. Logically, then, the
preventive principle should also function as a thiexf state responsibility for the application
of international human rights law to the use ofoanimous weapon systems during law
enforcement activities. Within national jurisdarts, the preventive principle, by analogy,
should also impose due diligence requirements omufaaturers and exporters of

autonomous weapon systems to ensure that theotupts’ function as designed.
B. The Precautionary Principle

Scientific certainty about certain activities oftarrives too late to design effective
environmental responses. Thus, the ‘precautiopanciple’ creates a duty to respond to
potential environmental threats, instead of waitifoy certain scientific proof The
precautionary principle and the preventive prireipte related and overl&b.For example,
in the European Union: ‘[clommunity policy on teavironment shall aim at a high level of

protection taking into account the diversity ofustions in the various regions of the

0 Social and Economic Rights Action Center (SERA@G) &enter for Economic and Social Rights (CESR) /
Nigeria, 155/96, African Commission on Human Right27 October 2001, para. 52,
<http://www.achpr.org/files/sessions/30th/comunimasi155.96/achpr30_155 96 engpdf

I Maya Indigenous Communities of the Toledo DistidBelize Report No. 40/04, Case 12.053, 12 Qatob
2004, para. 147.

2 Ipid.

3 Environmental Principles and Concepts,’ Organimatifor Economic Co-operation and Development,
OECD/GD(95)124, Paris 1995, para. 44; Art. 2 (5) (nited Nations Convention on the Protection bisé of
Transboundary Water Courses and International Lakezended 28 November 2003. Put differently, the
precautionary principle requires that where scientincertainty exists about the impact of an attjassess the
situation ‘in the light of prudence and cautionSouthern Bluefin Tuna Cases (New Zealand v. Japastralia

v. Japan Separate Opinion of Judge Treves, ITLOS, Ord&7aofugust 1999, para. 8.

" See for example, the Preamble to the Multilatémedrnational Convention on Oil Pollution Preparess
Response and Cooperation, No. 32194, Concludedoatidn on 30 November 1990: ‘MINDFUL of the
importance of precautionary measures and preveitiaoiding oil pollution in the first instance, ....
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Community. It shall be based on the precautionamgiciple and on the principles that

75

preventive action should be taken, .”.”Moreover, the state parties to the 1992 Climate

Change Convention agreed to :

‘... take precautionary measures to anticipate, prewe minimize the causes of
climate change and mitigate its adverse effectseM/lthere are threats of serious or
irreversible damage, lack of full scientific cernigi should not be used as a reason for
postponing such measures, taking into accountpibiadies and measures to deal with
climate change should be cost-effective so as sorenglobal benefits at the lowest
possible cost’®

In addition to extra-territorial matters, intermatal human rights courts have
recognized that the precautionary principle creae=ponsibilities for states within their
national jurisdictions. In Tatar v. Romania, forample, a mining company used sodium
cyanide to extract gold at a mine and this proedlegedly contaminated the environment and
damaged human health. The European Court of HuRights held that although the
existence of a causal link between exposure tousodiyanide and certain conditions was
unproven, the state still bore a duty to assessishe and to take appropriate measures to
reduce them. Romania, therefore, breached tleaptienary principle, ‘according to which
the absence of certainty with regard to currengérgdic and technical knowledge could not

justify any delay on the part of the State in adapeffective and proportionate measurés.’

> Consolidated Version of the Treaty Establishing Buropean Community, 25 March 1957, Art. 184 Art.
130r), <http://www.refworld.org/docid/3ae6b39c0.html The Stockholm Convention on Persistent Organic
Pollutants recognizes the preventive and the ptegsry approach to environmental protection. Piala and
art. 1, 22 May 2001.

5 Art. 3 ‘Principles,’ (3), United Nations Framewo@onvention on Climate Change, 1992. Furthermihee,
language of the 1975 bilateral treaty between Atigarand Uruguay incorporates the spirit of thecpraionary
approach. Arts. 35 — 37, Statute of the River Usyg Signed at Salto on 26 February 1975.
" Tatar v. RomaniaJudgment, Application No. 67021/01, ECtHR, 27uap 2009, Press Release available at
<file:///Users/danielsaxon/Downloads/003-2615810&P%20(2).pdf.  Moreover, inGiacomelli v. Italy
the European Court of Human Rights concluded thatfrecautionary principle required states to perfo
appropriate investigations and studies ‘in ordealtow them to predict and evaluate in advanceetffects of
those activities which might damage the environnmemd infringe individuals’ rights and to enable rthéo
strike a fair balance between the various configtinterests at stake.” Judgment, ECtHR, AppliggtiNo.
59909/00, 26 March 2007, para. 119. More receimly)i Sarno and Others v ItaJythe same court concluded
that the precautionary principle obliged stateggtablish regulations adapted to the featuresefttivity in
question, particularly with regard to the levelrigk potentially involved. ‘They must govern thieensing,
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Similarly, in the Kalifia and Lokono Peoples v. iBam, the InterAmerican Court of
Human Rights ruled that before a state grants @ession to private entities to carry out
activities in the territory of indigenous peoples,must complete environmental impact
statement to assess ‘the possible damage or irtipgtca development project or investment
might have on the property and community in questid This reasoning is consistent with

the precautionary principle.

The seven due diligence recommendations describedean part Il represent general
preventive and precautionary measures relevanthéo diesign, development and use of
autonomous weapon systems. In addition to internalt legal obligations for states, these
recommendations should be implemented in domesgislation to ensure the exercise of due
diligence on the part of arms manufacturers andoegs. The need for more specific
measures would depend on the kinds of new autonsn@chnologies developed, their

capacity, and their particular use in the field.
C. The Polluter Pays Principle

This concept requires states to ensure that insoakere the environment has been or
will be polluted, the responsible individual or igntbears the costs resulting from the
prevention or removal of the pollutidh. By allocating the costs of preventive or remkdia

actions to the polluters, they incur a substamtieéntive to avoid future conduct detrimental

setting-up, operation, security and supervisionthed activity and must make it compulsory for albsh
concerned to take practical measures to ensurecffieetive protection of citizens whose lives mighe
endangered by the inherent risk€ase of Di Sarno and Others v Italpplication Application No. 30765/08,
10 April 2012, para. 106.
825 November 2015, para. 214. In 1999, the ParuMinistry of Energy and Mines imposed adminisoet
sanctions on Proafio Mining Company for ‘not impletimgy a precautionary and control program in theyta
sludge dump’®
" Beyerlin & Marauhn,International Environmental LawHart Publishing: Oxford, 2011), p. 59; Sands,
Principles of International Environmental Law, p.282 Environmental Principles and Concepts
OECD/GD(95)124, Paris,1995, p. 33.
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to the environmerft! The polluter pays principle is reflected in midtieral and bilateral

instrument$? as well as national jurispruden®e.

Professors Beyerlin and Marauhn argue that, in native sense, the concept of
‘polluter pays’ is neither a general principle ai nor a rule of customary international law.
They contend that it fulfills the functions of aghdd rule rather than a general principle,
binding on states within the framework of the Ewap Union and the Organisation for
Economic Cooperation and Development (‘OECH")However, we saw in chapter three that
when many international conventions express a quaati rule, ‘... it can be deemed an
incontestable principle of law at least among ériéged nations* Given the multiplicity of
international instruments that recognize the ‘pgellupays’ concept, it is more accurate to

describe it normatively as a ‘general principleimternational environmental latv.

8 Beyerlin & Marauhn, p. 58.

8 Art. 5 (b), United Nations Convention on the Patitn and Use of Transboundary Water Courses and
International Lakes. The Treaty on European Umitjpulates that ‘environmental damage should ascaaity

be rectified at the source and that the polluteughpay.” 7 February 1992, (“Treaty of Maastrighirt. 130r.

The Rio Declaration on Environment and Developrmamports ‘the approach that the polluter should, in

principle, bear the cost of pollution, Prindp 16, June 1992,
<http://www.unep.org/documents.multilingual/defaasp?documentid=78&articleid=1163 Art. I,
International Convention on Civil Liability for Oil  Pollution Damage, 1992,

<http://lwww.transportrecht.org/dokumente/Haftungseregl.pdf.>  Art. 42, Statute of the River Uruguay
(Uruguay and Argentina), signed at Salto on 26 Graptyr 1975,
<http://www.internationalwaterlaw.org/documentsioegldocs/Uruguay_River_Statute 1975.pdf>.

8 The Queen v. Secretary of State for the EnvironnMiniister of Agriculture, Fisheries and FopBx parte:
H.A. Standley and Others Ca&:293/97, 29 April 1999 (holding that the pollufgays principle should be
applied proportionaly, so that each polluter pregidompensation only for the pollution they conité).

8 Beyerlin & Marauhn, International Environmentalw,ap. 59. Oddly, a number of the instruments that
Beyerlin & Marauhn mention describe the ‘pollutexryp’ idea as a ‘principle.” See, for example, ‘Gog
Principles, (a) Cost Allocation: the Polluter-P&@rinciple,’ in ‘Guiding Principles Concerning thetérnational
Economic Aspects of Environmental Policies,’ Recandation of the Council on Guiding Principles
Concerning International Economic Aspects of Enwmnental Policies,, 26 May 1972 — C(72)128.
Subsequently, however, in 1995, the OECD descrthedpolluter-pays principle as ‘a principle of eoaric
policy rather than a legal principle, ....” Enviroamal Principles and Concepts, OECD/GD(95)124,.128a

% The Paquete Habanal75 U.S. 677, 707 (citing Ignacio de MegriElementary Treatise on Maritime
International Law(1873)).

8 Thus, the preamble to the 1990 Multilateral In&tional Convention on Qil Pollution Preparednesssgonse
and Cooperation, refers to ‘the “polluter paysinpiple as a general principle of international ieowmental
law,” No. 32194, Concluded at London on 30 Noveni#90.
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Nevertheless, this issue of normative qualificatisnessentially academic, as the
concept receives widespread suppbrt.In the context of efforts to reconcile economic
development with environmental protection ‘new nsrhave to be taken into consideration,
and ... new standards given proper weight, not orllgrwStates contemplate new activities
but also when continuing with activities begun fie fpast®” At a minimum, therefore, the
polluter pays principle serves as an important guad parties and tribunals in the resolution

of claims for damages.

In cases of environmental harm, the ‘polluter,totirse, is often a private company as
opposed to a state agent or instituffonin the context of autonomous weapon systems, the
arms manufacturer assumes the role of the privabe ‘party’ at fault for harm. Given the
lack of international rules attributing responstiito corporations for weapons malfunctions,
the polluter pays principle, by analogy, can filist gap in international law to ensure that
victims of harm attributable to corporate negligenand/or malfeasance in the design,

development and sale of autonomous weapons recempensation.

The complexity of modern weapon systems (actuaistems of systems’) creates
challenges for a proportionate distribution of fauhder the polluter pays principle. For
example, the latest generation human-piloted fighet, the F-35, is developed by a

‘partnership of countries,’ including the Unitedaf&ts, Great Britain, Italy, the Netherlands,

8 Similarly, the precise legal status of the preicanary principle remains uncertain. However, thimgple

contributes to the interpretation of internatiomstruments so as to protect the environment iesa$ scientific
uncertainty with respect to the impact of a patéicactivity. Sands, Principles of Internationalvitonmental
Law, p. 228.

87 lron Rhine Railway Award in the Arbitration Regargl the Iron Rhine (‘lizeren Rijn’) Railway Betweehe

Kingdom of Belguim and the Kingdom of the Nethedan para. 59, (citing Galkovo-Nagymaros
(Hungary/Slovakia), Judgment, para. 140.

¥ States will not incur (or accept) legal responibifor harm caused by third parties, unless in dze
established that the state had an obligation tegmtethe conduct and failed to fulfill its duty.c&azzi, ‘Some
Remarks on International Responsibility in the d@ief Environmental Protection,” in Ragazzi, Intdional

Responsibility Today: Essays in Memory of Oscarggtiter, pp. 215 — 216.
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Turkey, Canada, Australia, Denmark and NorfayAlthough the ‘Major Contractor’ for the
airplane is Lockheed Martin of the United States)ore than 1400 suppliers from around the
world provide the 300,000 individual parts that makp the plan& During the final
assemblage, robots assemble parts of the airadding another dimension of ‘autonomy’ to
the process, as well as additional questions caimeetthe attribution of fauft? Situations
may arise, therefore, where the identification leé tomponent of an autonomous weapon

system that caused a particular failure or an temided engagemefitis in dispute.

To ensure compensation to injured parties, it adlmost efficient to hold the Major
Contractor liable for civil damages caused by thesapon system(sf,and then permit the
Major Contractor — through litigation -- to assifault more specifically to one of her
suppliers. This policy lies close to the problemabncept of strict liability, discussed in
chapter seven with respect to international crilnlaev. A system of strict liability for
manufacturers of dangerous weapons, however, gfitadncial compensation as opposed to
imprisonment and the restriction of an individuditserty. Furthermore, the corporation can
pass on these compensation costs to the consumettseo entities who purchase the weapon

systems. Thus, a principle or rule that the ‘Mapamtractor pays’ for damages caused by

89 «F.35 Joint Strike Fighter (JSF),” Department oéfBnce Programs, p. 34, <http://breakingdefensewpm
content/uploads/sites/3/2014/01/2013DOTE_F-35_ tqpifr.
®bid, p. 35.
1 ‘Building the F-35: Combining Teamwork and Tectowy},’ F-35 Lightning Il, Lockheed Martin,
<https://www.f35.com/about/life-cycle/production>.
%2 |bid, ‘The F-35 Factory.’
% This phrase is the euphemism used in the U.S. irapat of Defence Directive 3000.09 to describédents
where autonomous weapon systems injure civiliaAstonomy in Weapon Systems,’ 21 November 201224 (
(1) ().
® Again, making an analogy to the context of potintin international environmental law, given thengexity
of these weapon systems, it would be inequitablestiire that an injured party demonstrate a caosailis
between a specific (design or manufacturing) agtiand the ensuing harm. See Scovazzi, ‘Some Renuar
International Responsibility in the Field of Enviroental Protection,” in Ragazzi, International Resgibility
Today: Essays in Memory of Oscar Schachter, p. 218.
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autonomous weapon systems will be within the reaflfairness and would encourage arms

manufacturers to take greater care in their desighproduction of these systeffs.

A number of states argue that the polluter payscipie applies at the domestic level
but does not govern relations or responsibilitiesMeen states at the international le¥el.
This is a pragmatic approach, reflecting the cotisegual function as a lever of national
economic policy, as well as a legal principleHowever, when applied to damage or injury
caused by autonomous weapon systems, this intatigreshould noper seprevent a person
or persons harmed by autonomous weapons in thudtges from seeking compensation
from the manufacturer or manufacturers of the sy<i@ addition to a state, should fault lie

with the state as welff
D. Application of These Principles to Autonomous Vdedpystems

Autonomous weapon systems are extraordinarilyptexnand it is that complexity

which magnifies their hazardous nature. Thus, alay, the essence of the

% ‘A [state or non-state] operator that fails to @afirompt and effective response action to enviraniate
emergencies arising from its activities shall tablié to pay the costs of response action takenaboijeB.’ ...
Liability shall be strict ‘Liability,” Art. 6 to Annex VI to the Protocolon Environmental Protection to the
Antarctic Treaty: Liability Arising from Environmeal Emergencies, (emphasis added). In certaimatstos,
the Annex sets a maximum amount of liabilitiid, art. 9.

% Sands, Principles of International Environmentahi_p. 229.

" The polluter pays principle constitutes the fundatal principle for allocting costs of pollutiongwention and
control efforts. ‘Application of the Polluter-Pay®rinciple to Accidental Pollution,” iThe Polluter-Pays
Principle: OECD Analyses and Recommendatidasyironment Directorate, Organisation for Econor@io-
Operation and Development, Paris, 1992, para. 2,
http://www.oecd.org/officialdocuments/publicdisptincumentpdf/?cote=OCDE/GD(92)81&docLanguage=En
>. The principle obliges operators of hazardowtailfations to pay for reasonable measures to pteaed
control accidental pollution, whether in state-irapd fees, taxes, etc. Accordingly, the costs eseéhmeasures
will be reflected in the costs of goods and sewviaich cause pollution during production and/anszamption.
Recommendations of the Council Concerning the Asagibn of the Polluter-Pays Principle to Accidental
Pollution, Organisation for Economic Cooperationd aDevelopment, C(89)88/Final, paras. 4 and 5,
<http://acts.oecd.org/Instruments/ShowlInstrumeniVaspx?InstrumentiD=38&InstrumentPID=305&Lang=en
&Book=False>.

% For example, states cannot abdicate their intienmait responsibilities to private enterprises. e&mations
cannot circumvent the rules of state responsibiditytransferring powers, normally exercised byestaficials,

or by acquiescing to the assumption of such funstido private entities. R Wolfrum, ‘State Respbitisy for
Private Actors: An Old Problem of Renewed RelevdrineRagazzi, International Responsibility Tod&ssays

in Memory of Oscar Schachter, p. 43. Similarlyaiperson or group of persons acts under the oigins or
control of a state, the conduct of the individuabooup is considered an act of the state. ArD@&ft Articles
on Responsibility of States for Internationally Wgful Acts with Commentaries.
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preventive/precautionary principles and the potlupays principle, are applicable to
autonomous weapon systems. In situations whete stgponsibility for damage and/or
injury caused by autonomous weapons is allegedrakquestions should lie at the core of
the dispute: 1) did the state or its agents iieatly violate international law in its design,
development, use, or sale of the weapon systems? tRe state or its agents did not
intentionally violate the law, did the state andisr agents take sufficient preventive and
precautionary measures in order to ensure theggadeation of the weapon system? and 3)
were these measures adequate and sufficient icitbemstances at the time? Similarly,
applying the ‘polluter pays’ principle to manufaets and/or exporters of autonomous
weapons, these enterprises can be held resporfisibtamage caused by a malfunctioning

system.

To date, the most comprehensive state effort tinegfreventive and precautionary
measures for autonomous weapon systems is U.S.riDegd of Defence Policy Directive
3000.09 (‘Directive 3000.09' or ‘the Directive’)nsitled ‘Autonomy in Weapon Systems.’
Although Directive 3000.09 nominally prohibits thagevelopment and use of lethal
autonomous weapons, it permits the production anpleyment of such weapons with the

approval of three high-ranking Pentagon offici&fs.

The individuals who prepared and drafted DirectB@00.09 considered that four

principles should guide the development and usautdnomous weapon systems. First, the

9 <http://www.dtic.mil/whs/directives/corres/pdf/300 pd#.

19 |pid, Section 4 (d). The Directive ‘does not establisb.S. position on the potential future developnant
lethal autonomous weapons systems — it neither 'gages nor prohibits the development of such future
systems.” M Meier, U.S. Delegation Opening Statette Convention on Certain Conventional Weapons
Meeting of  Experts on Lethal  Autonomous  Weapon  @&yst 13 April 2015,
http://www.unog.ch/80256EDD006B8954/(httpAssetsB8B1CDBESOEC60C1257E2800275E56/%file/2015
LAWS_MX_USA+bis.pdf
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system must be capable of accomplishing the militaission’®* Second, the system must be
robust against failures and hackiflg. Third, the system must be capable of lawful use.
Fourth, the system must employ the proper balahe@tonomy and human supervision vis a
vis other criteria such as military professionalisthics, and the public perception of such
systems. Significantly, the authors considered tiva last principle should be applied more

flexibly than the first threé®

One concern that led to the creation of Directi08®B09 was that the absence of a clear
United States policy concerning autonomous weapgstes1s might result in the development

or deployment of weapon systems that are unséfgalland/or unethical* For example, in

191 The Directive includes a series of technical testind training requirements to ensure that theporsand
their autonomous functions will perform as designedror example, new autonomous systems must eeceiv
rigorous hardware and software testing in realisboditions to ensure that they perform ‘as anétdd in
realistic operational environments against adapheersaries.’lbid, ‘Policy,” 4 a (1) (a) and (b). Moreover,
the validation and verification process must enshe¢ the new system will complete engagementstimaly
manner ‘consistent with commander and operatonfitas and, if unable to do so, terminate engagésnan
seek additional human input before continuing thgagiement.’lbid, Enclosure 3, 1 a (2).
192 To ensure such robustness, the Directive insfsis the hardware and software of autonomous weapon
systems must contain ‘appropriate’ safety and “tartiper mechanisms’ and ‘[hjuman machine interfaoes
controls.” Ibid, ‘Policy,” 4 a (2) (&) and (b). The term ‘humarachine interface’ is the system of
communication and distribution of functions, resgibilities and expectations between computers #edt t
human supervisors or operators. See generally Mnrlings, ‘Automation and accountability in decision
support systems interface design’, 32Journal of Technical Studies 1 (2006), 10,
<http://dspace.mit.edu/handle/1721.1/90821The manner in which humans and machines irterfeith each
other is just as important as the kinds of machthasare developed. Statement by United Stafgesentative
to 2016 Informal Expert Meeting on Lethal AutonoraoWeapon Systems, Convention on Conventional
Weapons, 12 April 2016. Thus, the Directive pregdhat the human machine interface should beyeasil
understandable to trained operators, it shouldigeotraceable information on the status of the waagystem
and it should provide clear procedures for traiopdrators to activate and deactivate functiondhefwteapons
system. ‘Policy,’ 4 a (3) (a) (b) and (c).
103 Author Interview with Paul Scharre, coordinatordsifting process for Directive 3000.09, Washingt®n
April 2014; Directive 3000.09, ‘Policy,” 4 a (3))(éb) and (c).
1% bid. Furthermore, a second concern within the U.S abtepent of Defence that motivated the production of
Directive 3000.09 was perceived constraints to rémearch and development of new kinds of autonomous
technologies. In the absence of government paliogction addressing the development and deployraént
weapon systems with greater autonomy, researchetsdavelopers were hesitant to develop autonomous
functions that might be constrained by the comgimgal, moral and ethical challenges presented lpgeth
systems. Author interview with Paul Scharre. Thhe Directive’s guidelines were intended to pdavclarity
and encouragement so that researchers and dewelopeld incorporate autonomous functions in weapons
system within legal and ethical boundariesbid, Electronic mail message from P Scharre, 31 Octgbé4,
copy in author’s possession. Logically, a symbioélationship exists between modern armed foricesistry
and academic research centres. For example, ieffart to better inform future investments into odios
technology and better focus industry efforts toateerobotic vehicles suitable for military missiptise U.S.
Department of Defence and a consortium of eightfert® contractors, ‘non-traditional contractors’dan
universities signed an agreement which enabledéfence industry to participate in the Departmdmefence
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any combat environment, professional and well-sdinommanders are expected to maintain
and exercise control over their subordinate unitsrder to preserve discipline, efficiency and
proper conduct. Fully autonomous weapon systehesetore, would subvert the military
need for commanders to monitor the progress of rslimetes and maintain contrdf
Accordingly, the drafters of the Directive deteretinthat the design of new autonomous
weapon systems must permit commanders to retaitrotoover autonomous weapon
systems?® Therefore, it requires that autonomous weapaiesys be designed with the
capability to allow commanders and operators tor@se ‘appropriate levels of human
judgment in the use of force’ and to employ systentls appropriate care and consistent with
international humanitarian law, applicable treati@geapons system safety rules and

applicable rules of engagement (‘ROEY.

Probably the most controversial — and undefinguleee of the of the Directive is the
standard requiring designs and modes of use thatijphe exercise o&ppropriate levels of
human judgment over the use of folmg autonomous weapon system#bsent in the
Directive is a definition or explanation of thisucral guideline for the employment of lethal
autonomous weapon systems. Nor does the Diregiogide guidance as to how the

appropriate levels of human judgment — if any -wtidoe exercisable, and exercised, by

technology assessment procddamanned Systems Integrated Roadmap FY2009 — B0B4ril 2009, p. 3,
<file:///Users/danielsaxon/Downloads/ADA522247%2Qfdl}>.
195 statement of France to Informal Meeting of Experid_ethal Autonomous Weapon Systems, Convention on
Conventional Weapons, Geneva, 12 April 2016,
<http://www.unog.ch/80256 EE600585943/(httpPage§)EIN89ACAFB6E1C1257F4D004CAFB2?0penDocu
ment>.
1% pid. Indeed, the Directive requires that training andtdoe for autonomous weapons ensure that operators
and commanders understand the functioning, capiabiland limitations of a system’s autonomy. Direc
3000.09, ‘Responsibilities,’ section 8 (a) (6).
197 1bid, Enclosure 3, ‘Guidelines for Review of Certaintédaomous or Semi-Autonomous Weapon Systems,’
(2) (b) (1). In addition, Directive 3000.09 deba&s who shall be responsible fmter alia, the lawful design of
semi-autonomous and autonomous weapons, their imygrgation strategies, human-machine interfaces,
operational standards, doctrine, training, hardwad software safety mechanisms and employmennstgai
adversarieslbid, enclosure 4, ‘Responsibilities,” parts 1-10.

26




military commanders and operators of autonomoupwaeaystems before, during and after

the use of force by autonomous machines.

The authors of the Directive considered that thiscautionary standard should be
applied flexibly’®® The drafters decided not to include an expteiinition of ‘appropriate
levels of human judgment over the use of forcetha document; nor did they treat this
language as a precise concept. They believedtlieatappropriate’ standard for levels of
human judgment over the use of force requires #ianicing of multiple interests, including
military necessity. Thus, what is ‘appropriatefor the U.S. Department of Defence - will
vary according to the circumstand88such as the kind of weapon, the interaction batwee

operators of weapon systems, the particular cheniatits of the weapon and the environment

in which it is used, and the mission objectiveshef weapon systeft?

Even with the best training of human operators, thallenge of maintaining
‘appropriate’ levels of human judgment and/or humaachine collaboration and teamwork
will become increasingly difficult as decision-magicycles of autonomous weapon systems

shrink to micro-second<?! Indeed, it is not difficult to envision future gemations of

198 Author interview with Paul Scharre.
199 1pid, According to one of the authors of Directive 3@¥- a leading international humanitarian law expe
in the U.S. military - the drafters intended thagaage ‘appropriate levels of human judgment’ ferréo the
levels of supervision required to ensure complianith the standards prescribed by the law of arcwdlict,
i.e. ‘distinction,” ‘proportionality’ and whetherhé autonomous weapon system is, by its nature, an
indiscriminate weapon. ‘We still expect militargramanders employing a system with autonomous fomstio
engage in the decision-making process that is requdy IHL.” Colonel R Jackson, Panel on ‘Autonomsou
Weaponry and Armed Conflict, Annual Meeting of Arnwan Society of International Law (‘ASIL’),
Washington D.C. April 2014.
110 Statement by United States representative to A@fbémal Expert Meeting on Lethal Autonomous Weapon
Systems, Convention on Conventional Weapons, 13 2pt6.
11 Colonel R Jackson, the Special Assistant to tH& rmy Judge Advocate for Law of War Matters and a
member of the DOD Working Group that drafted theeBlive, described the challenge of balancing feed of
new autonomous technologies with the policy of r@diting appropriate levels of human supervisiotadsuge
focus of our working group.” The drafters soughtalleviate risks of ‘machine bias,’ i.e. humarepveliance
on a computer’'s decision-making ability, by empkiagj proper training of operators as well as thenst
‘validation and verification approach’ during theqaisition phase of new autonomous weapon systénfese
guidelines have been developed more broadly to reake that we don’t have the individual relying tmoch
on the decision-making capability of the machinelackson, Panel on ‘Autonomous Weaponry and Armed
Conflict.’
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autonomous weapon systems that will communicatedsst each other much more quickly
than with humans. Thus, it is important to re¢hlt, depending on the conditions, the
phrase ‘appropriate levels of human judgment over tise of force’ exercised by
commanders and operators of autonomous weapomsystan include the exercise of no

human judgment at aff?

As a comprehensive national attempt to articulatevgntive and precautionary
standards for the development and use of autonom@apons, and by its emphasis on
compliance with international law, the Directivepresents ‘a demonstration of state
responsibility to a degree that is unprecedent€d.The Directive is a statement of policy,
however, rather than an expression of legal obbgat To borrow a phrase from Jan
Klabbers, it creates ‘twilight norms’ (such as ‘apgriate levels of human judgment’) which
conserve flexibility for future developments andcig®on-making:'* Such unilateral state
efforts to define policies concerning autonomouspa® systems, moreover, can clothe those
countries with political legitimacy while simultamesly setting the agenda for legal
interpretation(s}*® Nevertheless, these national efforts, while otiite) self-interests of
states, are a positive development because thagtrdte an implicit acceptance of

membership in an international ‘constitutional atdieat demands, inter alia, deeper thinking

12 ndeed, Professor Cummings, an engineer and fotirr Navy fighter pilot, bluntly observes that Jamy
controls engineers see the human as a mere dist@lia the system that can and should be desigumed bl
Cummings, ‘Man Versus Machine or Man + Machine?uinlished draft, p. 12, copy in Author’'s possession
Thus, notwithstanding the Directive, at some painthe future, fully autonomous weapon systems likiély
inhabit the battlefield (and may eventually becaime predominant players) and will make decisiorat the
now believe require human intervention. E JensEhe Future of the Law of Armed Conflict: Ostriches
Butterflies and Nanobots,” 3dichigan Journal of International LaVinter 2014), 253, 290.
113 Jackson, Panel on ‘Autonomous Weaponry and Arnedlict.’
4 nternational Law(Cambridge University Press, 2013), p. 45.
15 The experience of the United States Governmeifieainultilateral negotiations leading to the admpf the
Rome Statute of the IC, the Landmines Conventiom,Gonvention on Climate Change and the Kyoto Bodto
demonstrate that a dissident state — even thegasbr- cannot assume it can dictate the outcomesaghe
wishes of the majority. A Boyle & C Chinkifhe Making of International LayOxford University Press,
2007), p. 30. Consequently, the United Statesdeelcio be more proactive vis a vis the developnaerk
control of autonomous weapon systems so that ildcoontrol the narrative and outcome. Author Ivitew
with Thomas Nash, 29 January 2016.
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and effective constraints on the development of nesapon systems’  And, more
importantly, they place the issue of the legalityl anorality of autonomous weapon systems

squarely within this constitutional order.

In a legal sense, as an effort to develop preveratnd precautionary measures and as an
acknowledgment of state responsibility, Directiv#3.09 is a ‘glass that is half full.” Whilst
it emphasises that autonomous weapon systems raust the capability to comply with
international law, the Directive does not mentiba phrase ‘human dignity.” Nor (crucially)
does this instruction address whether it is (lggahd morally) acceptable to delegate
(previously) human decisions about complex valuss warfighting to computers. In that
sense, Directive 3000.09 leaves to another day ntapibdiscussions about the impact of
lethal autonomous weapon systems on human digaity,how the legal compass of human

dignity influences the responsibility of states fioe design and use of these weapons.

V. Conclusions

If, as | argue, human dignity is a Charter-basetteptual starting point of international
law, then logically United Nations member statearkse responsibility to use human dignity
as a guide to their application of internationadl arational legal rules. The fact that states
may differ as to the meaning and scope of the natiohuman dignity does not alter their
broader responsibility to assimilate the concepihir legal systems and decisidns. If my

chosen definition of human dignity (respect for lamrights and the realization of personal

116 «Constitutionalism ... signifies not so much a sbaia political process , but rather an attituderaane of
mind. Constitutionalism is the philosophy of siniy towards some form of political legitimacy tyieidl by
respect for, ... a constitution. J Klabbers, ‘Swaitithe Scene,” in J Klabbers, et. al. (edShe
Constitutionalization of International LagyOxford University Press, 2009), p. 10. For aguanent that, due to
its fragmented characteristics, international laagkk an identifiable constitutional structure, &myle &
Chinkin, The Making of International Law, p. 100.
17 The right to self-determination, human dignitydaprotection of human rights are issues that contes
international community as a whole and constituténéernational responsibility and an internatioohligation,
they cannot be reduced to any bilatedifierenda’ J Sampiano, President of Portugal, Addresshat t
International Court of Justice, 30 October 1997, ttpzHwww.icj-
cij.org/presscom/index.php?pr=142&pt=1&p1=6&p2=1&PSESSID=5c407>.
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autonomy) is accurate, then the design and usetohamous weapon systems that restrict
this development is inconsistent with the conceptignity.” This reality, consequently,
obliges states and non-state actors to ensuréhiatlesigns and use of autonomous weapon
systems permit the exercise of human judgmentrougistances calling for assessments of
complex values. Furthermore, in cases where hauserl by autonomous weapons may not
have been deliberate, three principles common ternational environmental law, the
preventive, precautionary measures and pollutes gminciples, provide a framework for

attribution of responsibility to states and armsafacturers.
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