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Chapter Seven
Autonomous Weapon Systems and International Criminal Law

. Introduction

The goal of the rules of international criminal l&vto proscribe serious violations of
international law and to hold those persons whdigpate in such conduct criminally
responsiblé.  The fundamental legal principle of individualspensibility, however,
stipulates that persons are only responsible feir thwn acts or those of their agehtsThis
chapter will discuss whether international crimipatice mechanisms provide an adequate
and effective system of accountability for violatsoof the laws of war and gross violations of

international human rights law perpetrated withbaomous weapon systems.

Preliminarily, if, as | argued previously, humargmity serves as a legal point of
departure for our decision-making, we see thatusket reliance on criminal prosecutions as
a method of accountability for the use of autonosnagapon systems is a poor strategy.
International criminal law (generally) looks backdd Efforts to hold persons responsible
for crimes occuafter the tragic events — and their concomitant violeswoe human suffering
-- have occurred. A more effective model would tise rules of state responsibility in
international law (discussed in the following claapto complement efforts at accountability
and individual criminal responsibility. This mopeoactive approach serves the interests of

human dignity by reducing the levels of criminahdact using autonomous weapon systems.

1 A Casseselnternational Criminal Law 2™ ed. (Oxford University Press, 2008), p. 3. ‘Theavlis a living
growing, thing. In no other sphere is it more reseey to affirm that the rights and duties of State= the rights
and duties of men and that unless they bind indadigl they bind no one.” H Shawcross, ‘Closing 8pe&he
Trial of German Major War Criminals: Proceedingstbe International Military Tribunal Sitting at Nemburg
GermanyPart 19, 16 July 1946 — 27 July 1946, London, Hagddty's Stationery Office, 1949, p. 427.

2 B Cheng,General Principles of Law as Applied by InternatibiCourts and Tribunal§London, Stevens &
Sons Limited, 1953), pp. 208 and 212individual criminal responsibility reflects the paular degree of
blameworthiness of an act committed by a moral &ger. Decoeur, ‘Avoiding Strict Liability in Mixd
Conflicts: A Subjectivist Approach to the Contextidement of War Crimes,” 1&ternational Criminal Law
Review(2013), 473, 480.

3 | am grateful to Louise Arbour for this point.



When crimes or accidents occur during and/or duthe¢ouse of autonomous weapons
systems, the actions and decisions of human comensuiadid operators must form part of any
accountability analysis. Once the speed of autonomous technology reachess| that
preclude effective human supervision and controlyéver, proof of the existence of the
mental element of crimes, the mens rea, may bsoiliu and/or impossible to establish.
Arguably, this could result in an ‘accountabilitgg) as the underlying rationale for the mens
rea requirement in criminal law is that a senspetonal blame is absent if the accused did

not in some way intend her action or omission.

But concerns about ‘accountability gép®r particular crimes or modes of criminal
responsibility only reflect part of the problemf dur over-arching goal is to promote and
protect human dignity, then logically ‘accountatyilifor the (mis)use of autonomous weapon
systems means something more than individual poresih for violations of narrowly defined
rules of treaty and customary law. The fact thagiagticular autonomous weapon functions
within the ‘black letter’ prescriptions of intermaal law is secondary because the human
designer, operator, commander, etc. can still fancbutside the scope of human dignity.
‘Accountability’ in this sense includes a commitrhéy states and non-state actors to ensure
that humans will not abdicate their responsibifdy decisions implicating complex values to

autonomous weapon systems. By adopting a co-adésgn, for example, we better ensure

* *Accountability’ refers to the duty to account fte exercise of power. ‘Accountability of Inteticaal
Organisations,’ International Law Association, Berl (2004), p. 5,
<file:///Users/danielsaxon/Downloads/final_report02(pdf>. This duty does not insist on perfection, ‘asréh
is no such thing as a perfect decision in war, ehle@mplexity, friction, uncertainty, the interlookj effects of
the actions of independent individuals, and thenmgnall affect the outcome of events.” Gen. C. Cheip
‘Army Action on the Re-Investigation into the Combaction of Wanat Village, Wygal District, Nuristan
Province, Afghanistan on 13 July 2008, Departmerdf the Army, 13 May 2010,
<http://web.archive.org/web/20110716075735/httgdfmy.vo.llnwd.net/e1l/wanat/downloads/campbell\WRnat
eportRedacted.pdf>.

® R v. Fintg [1994] (Supreme Court of Canada) 1 SCR 701, t 76 all advanced legal systems liability to
conviction for serious crimes is made dependeritpnty on the offender having done those outwatd atich
the law forbids, but on his having done them ineatain frame of mind or with a certain will.” H Har
‘Changing Conceptions of Responsibility,” BFunishment and Responsibility: Essays in the Bopby of Law
(Oxford: Clarendon Press, 1963), p. 187.

® ‘Mind the Gap: The Lack of Accountability for Kéf Robots,’ Human Rights Watch, 9 April 2015,
<https://www.hrw.org/report/2015/04/09/mind-gapKaaccountability-killer-robots>.
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that ‘accountability’ encompasses the full protctiof human dignity, and not ‘only’ the
important exercise of holding individuals respotesitor serious violations of customary and

treaty law after they occur.

| argue that the use of co-active designs for ledifonomous weapon systems permits
teamwork between humans and autonomous technoltdgaesan result in lower levels of
criminality and higher levels of accountability wherimes occur. This policy serves to
preserve the human dignity of all members of sgciaetluding participants in armed conflict
and law enforcement operations. Nevertheless,azoador human dignity also compel us to
accept that systems of criminal law have limitsdolgn fairness, and that these limits should
not be extended in ways that impair the dignitactused. Given these limits to the scope of
international criminal justice, rules of state r@sgibility also must be enforced to ensure that

accountability for the (mis)use of autonomous weegygstems is as broad as possible.

This chapter begins with a brief review of the sesrof international criminal law
followed by an analysis of the relationship of hunalignity to this body of law. It continues
with a discussion of the theories of individualntinal responsibility relevant to the use of
autonomous weapon systems. It reviews how the ogle@nt of these weapons
simultaneously will facilitate and complicate etfrto ensure accountability for serious
violations of international law, and describes ¢ffect of these dynamics on the preservation
of human dignity. Finally, this chapter explaindqiywa co-active design of autonomous
weapon systems provides greater opportunities lish individuals criminally responsible for
the misuse of lethal autonomous weapons, while Isimeously preserving the dignity of the

operators of these machines.



Sour ces of International Criminal Law

Whilst the concept of ‘international crimes’ hasistad for centurie$,sources of
modern international criminal law include specigiesements of states (or special agreements
between states and international institutions saghhe United Nations and the European
Union), international treaties, the Security Colis@xercise of its powers under the United
Nations Charter, customary international law, atfteobodies of law such as international
humanitarian law and international human rights. lawhis section briefly reviews each of

these sources of international criminal law.
A. Agreements of States

At the close of World War I, the victorious poweneated the Nuremberg and Tokyo
courts by the 1945 London Agreement for the Inteonal Military Tribunal, and the 1946
Special Proclamation by General MacArthur for thekyio Tribunal, respectively. Each
agreement was supplemented by a Charter which etkfthe constitutional powers and
responsibilities of the court, such as their jutgdn and the fair trial rights of the accused.
More recently, the Government of Kosovo, at thegitug' of the European Union and the
United States, established a special war crimest toat will prosecute former members of
the Kosovo Liberation Army for international crimesmmitted in Kosovo between 1998 and

2000%°

" For example, the repression of piracy, committesea, contained an international dimension. \aBakAn
Introduction to the International Criminal Coyr™ ed. (Cambridge University Press, 2011), p. 89.

8 London Agreement of 8 August 1945http://www.icls.de/dokumente/imt_london_agreemaift.[Special
Proclamation by the Supreme Commander of the AllieBowers, 19 January 1946,
<https://www.loc.gov/law/help/us-treaties/bevansistf00004-0020.pdf>.

° Charter of the International Military Tribunal, thi/avalon.law.yale.edu/imt/imtconst.asp; Chartérthe
International Military Tribunal for the Far East,9 1January 1946, <https://www.loc.gov/law/help/us-
treaties/bevans/m-ust000004-0020.pdf>.

19 Draft Law on the Specialist Chambers (English),ttpsh//www.docdroid.net/14op8/draft-law-on-the-
specialist-chambers-eng.pdf.html>.




B. International Treaties

International conventions are also important sauafeinternational criminal law. For
example, the 1919 Versalilles Treaty stipulated thatAllied powers could prosecute persons
responsible for violations of the laws and custahwar The 1948 Genocide Convention
on the Prevention and Punishment of the Crime ofd@Giele confirms that genocide is a crime
under international law, which the state partiesstrundertake to prevent and puniéh.
Moreover, the Convention Against Torture obligestestparties to ensure that all acts of
torture (as well as attempted acts and complicityorture) are offenses under their criminal

13

law. The Rome Statute to the International Criminalu€o(‘ICC’) codifies a

comprehensive list of crimes that are punishabtieuinternational lav?
C. The United Nations Security Council

Pursuant to its powers under Chapter VII of thetéthiNations Charter, the United
Nations Security Council has established sevetalnational or ‘hybrid’ criminal tribunals.
In 1993 and 1994 respectively, the Security Couasthblished the International Criminal
Tribunal for the Former Yugoslavia ('ICTY’) and tHaternational Criminal Tribunal for
Rwanda (ICTR)*®> Moreover, in 2005, the Security Council estaldistan Independent

International Investigation Commission (‘llIC’) teed with investigating the terrorist attack

1 Arts. 227 — 230, Versalilles Treaty of 28 June 19B¥ventually, only a small number of individualene
prosecuted pursuant to these provisions. A Casb#senational Criminal Law, pp. 317 — 319.

12 Arts. 1, IV -VI, Adopted by the General Assembltbe United Nations on 9 December 1948.

13 Art. 4, Convention Against Torture and Other Cruehuman or Degrading Treatment (the ‘CAT’), Adeqbt
by General Assembly Resolution 39/46 of 10 Decenil9&4. The CAT also provides that state partiesish
ensure the possibility of ‘universal’ jurisdictimver alleged offenders present in their territokid®m they do
not intend to extraditelbid, Art. 5 (2).

14 Articles 5 — 8bis, Done at Rome 17 July 1998.

!5 The Security Council (‘UNSC’) established the ICT prosecute persons responsible for serioustidok

of international humanitarian law committed in teeritory of the former Yugoslavia after 1 Janud§o1.
UNSC Resolution 827, S/RES/827, 25 May 1993,
<http://www.icty.org/x/file/Legal%20Library/Statutgtatute 827 1993 en.pdf The ICTR was established to
prosecute persons responsible for genocide and swous violations of international humanitariw
committed in the territory of Rwanda and Rwandaizens responsible for genocide and other suctatitis
committed in the territory of neighbouring Statbgtween 1 January 1994 and 31 December 1994. UNSC
Resolution 955, S/IRES/955 (1994), <https://www1.i.edn/humanrts/peace/docs/scres955.html>.

5



that killed former Lebanese Prime Minister Harin February 200%° Subsequently,
pursuant to its Chapter VIl powers and an agreenbetiveen United Nations and the
Government of Lebanon, the Security Council credkedSpecial Tribunal for Lebanon in

20077
D. Customary International Law and Other Bodies of Law

The post-Second World War international crimindbunals expressed a number of
principles that have become part of customary metonal criminal law® The seven
‘Nuremberg Principles® are reflected, for example, in the statutes of enodnternational
criminal tribunals such as the ICTY, ICTR and t&CI In addition to identifying specific
crimes, fair trial rights of the accused, the extise (or not) of particular defences, customary

law also informs the modes of individual liabilfiyr criminal behaviof®

6 Resolution 1595 (2005), S/IRES/1595 (2005), <hffypew.treasury.gov/resource-
center/sanctions/Programs/Documents/1595.pdf>.

17 Security Council Resolution 1757 (2007 http://news.specialtribunalforlebanon.com/en/congfk2/225-
security-council-resolution-1757?Itemid=24.3 In 2003, an agreement between the United Nsitemd the
Government of Cambodia facilitated the creationhef Extraordinary Chambers in the Courts of Camdoéali
the purpose of prosecuting senior leaders of DeaticcKampuchea and those who were most responfgible
the crimes and serious violations of Cambodian p&wa, international humanitarian law and customd a
international conventions recognized by Cambodiiat, were committed during the period from 17 Ap8I75 to
6 January 1979. Agreement Between the United Naitamd the Royal Government of Cambodia Concerning
the Prosecution Under Cambodian Law of Crimes CdtachiDuring the Period of Democratic Kampuchea,
<http://www.eccc.gov.kh/sites/default/files/legatdonents/Agreement_between_UN_and_RGC.pdf>.

18 G Werle,Principles of International Criminal LayThe Hague: T.M.C. Asser Press, 2005), p. 11.

191. Any person who commits an act which constitatesime under international law is responsibledfae
and liable to punishment; 2. The fact that intetaa does not impose a penalty for an act whichstitutes a
crime under international law does not relieve peeson who committed the act from responsibilitdem
international law; 3. The fact that a person whmuoutted an act which constitutes a crime underivagonal
law acted as Head of State or responsible Governoféinial does not relieve him from responsibilit;nwder
international law (provided a moral choice wasantfpossible); 4. The fact that a person acteduamtsto an
order of his government or of a superior does atiéve him of responsibility under internationailab. Any
person charged with a crime under international leas a right to a fair trial on the facts and I®~.Crimes
Against International Law include crimes againsigee(aggression), crimes against humanity and waes; 7.
Complicity in the commission of a crime againstqegaa war crime, or a crime against humanity asos#t in
principle 6 is a crime under international law.teimational Law Commissioferinciples of International Law
Recognised in the Charter of the Nurnberg Tribuaatl the Judgment of the Tribundhternational Law
Commission1950, <http://legal.un.org/ilc/texts/instrumentgfish/draft_articles/7_1 1950.pdf>.

2 prosecutor v. Zejnil Deladj et. al.,Judgment, 1T-96-21-A, Appeals Chamber, 20 Febr@8g1, para. 266
(holding that, for the purposes of determining sigueresponsibility, customary law specifies a staml of
effective control).




As a matter of customary law, serious violationsirdkernational humanitarian law
constitute war crime$. Furthermore, the violation of international humarian law rules and
principles concerning means and methods of wardameng international armed conflicts
have gradually extended to civil wdfs. Thus, customary international law criminalizes
violations of the laws or customs of war whethemaoatted in international or non-

international armed conflicts.

International criminal law also addresses serioigdations of international human
rights law. For example, international criminalvladoncerning crimes against humanity
generally is predicated on human rights fAwFurthermore, at the ICC, human rights law
guides the application and interpretation of fAWhJuman rights underpins the Statute; every

aspect of it, including the exercise of the jurisidin of the Court®

2L Rule 156, J Henckaerts & L Doswald-Bedkystomary International Humanitarian Lawol. I: Rules,

International Committee of the Red Cross (Cambridg&ersity Press, 2005)

22 prosecutor v. Dusko Tadlia/k/a ‘Dule Decision on the Defence Motion for Interlocutofppeal on

Jurisdiction, IT-94-1-AR72, Appeals Chamber, 2 ®et01995, para. 119.

% prosecutor v. Stanislav GaliJudgment, No. IT-98-29-A, 2006, Appeals Champera. 120. Previously,
the International Criminal Tribunal for the Form¥ugoslavia held that the rules of treaty and custigm
international humanitarian law attempt to guarartee ‘basic human rights’ of life, dignity and hunea
treatment of persons taking no active part in aroedlicts ‘and their enforcement by criminal proston is an

integral part of their effectivenessProsecutor v. Zejnil Deladi et. al, Judgment, No. IT-96-21-T, 16
November 1998, para. 200.

4 Cassese, International Criminal Law, p. 99. Csmgainst humanity are particular criminal actsriotted

as part of a widespread or systematic attack dideagainst any civilian population, with knowledgethe

attack.” Art. 7, Rome Statute of the ICC. Artof the ‘Elements of Crimes’ contained in the IC@tste

clarifies that the attack against the civilian plagion must be carried out pursuant to a policplan of a state
or organization. https://www.icc-cpi.int/NR/rdonlyres/336923D8-A6 AIBEC-AD7B-

45BF9DE73D56/0/ElementsOfCrimesEng.pdf

% The application and interpretation of law [by tBeurt] must be consistent with internationallyagaized

human rights, ....” Art. 21 (3), Rome Statute of IG€.

% The Prosecutor v. Thomas Lubanga Dyiladgment on the Appeal of Mr. Thomas Lubangadgiainst the
Decision on the Defence Challenge to the Jurisaiotif the Court pursuant to article 19 (2) (a)taf Statute of
3 October 2006, ICC-01/04-01/06 (OA4), 14 Decenii¥)6, para. 37.



E. Judicial Decisions as a Subsidiary Source aérimational Criminal Law

Judicial decisions (as well as the teachings gifllyi qualified publicists) are useful to
determine applicable rules of international fw.Jurisprudence is particularly helpful to
define and clarify rules of international crimifalw. In addition to defining elements of
substantive crime®,the case law of modern international criminaluribls has clarified the
components of different forms of individual crimin@sponsibility such as orderifigand

superior responsibility®

. Human Dignity and Individual Criminal Responsibility

A central argument of this dissertation is that tlse of fully autonomous weapon
systems in situations that require analysis of demgand conflicting) values will violate
human dignity. When humans delegate responsiliditythese decisions to machines, they

abdicate an important part of their value as pesstireir autonomy.

If, as | demonstrate in chapters three and foumdru dignity is the foundation and
starting point of international law, it must alse the foundation and point of departure of
international criminal laW’ From a Kantian perspective, when individuals obeer persons

(and/or society as a whole) merely as a meanseio @lvn ends, they violate human digrfty

2" General Counsel of the United States Departmenbefence,Law of War Manual2015, section 1.9,

http://www.defense.gov/Portals/1/Documents/pubsHofwWVar-Manual-June-2015. pdf

2 prosecutor v. Anto FurundijaJudgment, IT-95-17/1-T, 10 December 1998, pat@d, — 186 (defining the

elements of the crime of rape).

2 Prosecutor v. Ljub&oskoski & Johan Taulovskj Judgment, IT-04-02-A, Appeals Chamber, 19 May®01
para. 160.

% Prosecutor v. Zejnil Delalj et. a] Judgment, Appeals Chamber, paras. 192 — 198, 224 -and 248 — 267.

31 Benton Heath describes how international crimlaal is an attempt to enforce the community’s masi®
values via the threat of sanctions against perbeasing individual responsibility. ‘Human Dignigt Trial:
Hard Cases and Broad Concepts in International iGailLaw,” 44 George Washington International Law
Reviewm(2012), 317 and 354.

32 Every human being bears an obligation to resphetdignity of humanity’ that must be shown to gvether
human being. | KanfThe Metaphysics of Morallary Gregor, ed. (Cambridge University Press,200p.
186 and 209.



and society, consequently, is justified in imposagenalty’®> Thus, the use of so-called
criminal ‘hate speech, for example, by self-instesl politicians and other leaders is a
discriminatory form of aggression that destroysdhgmity of the members of the group under
attack. ‘It creates a lesser status not only endiies of the group members themselves but

also in the eyes of others who perceive and theahtas less than humai.’

Accordingly, the Preamble to the Rome Statute ef IlBC — a significant expression of
the aspirations and goals of global society -+iaf$i ‘that the most serious crimes of concern
to the international community must not go unpuadh...” Punishment for such crimes
must express the international community’s condeionaf the behaviour and demonstrate
that it will not tolerate serious violations of @émbational humanitarian and human rights
law.3> On a more micro level, punishment counteractspiwer of the criminal over the
victim and seeks to restore the dignity that predahe crimé® Thus, international criminal
law serves to protect the dignity of society arglniembers by holding perpetratdsly
accountable for their misdeet{s.Forms of ‘civil responsibility,” therefore, lingtl to fines or
other kinds of economic penalties, are insuffigidytthemselves, to redress these particularly

egregious wrong¥®

3 D Maxwell Fyfe, ‘Speech at the Close of the CagpiAst the Indicted Organizations’ (19 August 1946
The Trial of German Major War Criminals: Proceed of the International Military Tribunal Sittingta
Nuremberg, Germanyl945 — 1946, London, 1946, p. 3. Similarly,he tudgment of the Cour de Cassation in
the case of Klaus Barbie, M. Le Gunehec observatittie crime against humanity of persecution oféeftige
fundamental rights of mankind ...." and such crima® ‘aggravated by the voluntary, deliberate antligoas
violation of the dignity of all men and women: ..Prosecutor v. Dusko Taéla/k/a ‘Dule; Judgment, IT-94-1-
T, 7 May 1997, para. 696 (quoting A Cass&8elence and Law in the Modern A¢@ambridge, Polity, 1988),
p. 112).

* Prosecutor v. Ferdinand Nahimana, et. lidgment, ICTR-99-52-T, 3 December 2003, pard21(ee also
the Judgment on Appeal, para 986 (holding thak'lspieech targeting a population on the basis aicty, or
any other discriminatory ground, violates the rightespect for the dignity of the members of grgéted group
as human beings’).

% Prosecutor v. Zlatko Aleksovskudgment, IT-95-14/1-A, Appeals Chamber, 24 M&®@60, para. 185.

% G Fletcher, ‘What is Punishment Imposed For?’ irs§ll Christopher (ed.JFletcher's Essays on Criminal
Law (Oxford University Press, 2013), p. 51.

37 prosecutor v. Zejnil Delalj et. al, Judgment, para. 200.

3 At the International Criminal Court, the triburadn impose fines and or forfeiture of proceedsperty and
assets derived from crimes, but only ‘[ijn additterimprisonment.” Rome Statute, Art. 2 (a) angd (b

9



Conversely, a failure to address past crimes leapes the wounds in a commuriitas
‘the failure to punish implies continuity of theiminal’'s dominance over the victifi® The
existence of impunity, therefore, serves as amma#fiion and renewal of this loss of dignfty.
Indeed, the goal of reducing and/or ending impyraften voiced as an objective of this body

of law,*? is another dimension of the protection and resitoraof human dignity’>

Thus, international criminal law sources often rdéethe violated dignity of victims and
the need to punish those responsfBledowever, this body of law also speaks to the itgn
of perpetrators and others allegedly responsible for crimes andtoe actions of

subordinate$> Antony Duff argues that criminal trials should gage accused in a

% s Ratner & J AbramsAccountability for Human Rights Atrocities in Imational Law: Beyond the
Nuremberg Legacy?™ ed. (Oxford University Press, 2001), p. 336.

“0 Fletcher, ‘What is Punishment Imposed For?’ p. 52.

*1 Questions Relating to the Obligation to ProsecuteEgtradite (Belgium v Senegalfeparate Opinion of
Judge Cancado Trindade, 1.C.J. Reports 2012, 3020112, para. 108 (re-printed in A Cancado Trindéaide
Construction of a Humanized International Law: All€ction of Individual Opiniong1991 — 2013) (Leiden,
Brill Nijhoff, 2015), p. 1568). Case of Goiburu et. al. v. Paraguajudgment, Inter-American Court of Human
Rights, 22 September 2006, paras. 158 and 164 ifigotdat continued impunity for persons responsibie
gross violations of human rights constitutes a s@waf additional suffering and anguish for the imcs$ relatives
and that ‘impunity fosters the chronic repetitidnhoman rights violations and the total defenseless of the
victims and their next of kin, who have the rightkhow the truth about the facts’).

2 In his closing speech at the end of the trial hef teading German war criminals, Sir Hartley Shawssr
referred to that ‘natural justice which demandg thase crimes should not go unpunished, ...." ‘Spes of
the Chief Prosecutors at the Close of the Casenagéiie Individual DefendantsThe Trial of German Major
War Criminals By the International Military Tribuh&itting at NurembergGermany London, 1946, p. 34 (26
— 27 July, 1946). The preamble to the Rome Statiitee ICC emphasises the determination of th&eis'to
put an end to impunity for the perpetrators of ¢hesmes and thus to contribute to the preventibsuzh
crimes.” The Commission of Inquiry on Human R®hh the Democratic People’s Republic of Korea
concluded that the perpetrators of crimes againstamity in North Korea enjoy impunity and recommeahd
that those most responsible be held accountabinbigternational tribunal. Report, A/IHRC/25/63F&bruary
2014, para. 85.

3N Roht-Arriza, ‘Introduction,’” in N Roht-Arriazae(l.),Impunity and Human Rights in International Law and
Practice (Oxford University Press, 1995), pp. 8 — 9. (li€]pursuit of accountability can be highly sigrafit to
the victims of atrocities — and their relatives drnidnds — by giving them a sense of justice arabudle.’).
Ratner & AbramsAccountability for Human Rights Atrocities in Intational Law: Beyond the Nuremberg
Legacy p. 155. C.f. Benton Heath, ‘Human Dignity atalirHard Cases and Broad Concepts in International
Criminal Law,’ 348 (arguing that international criminal law junisdence ‘maintains a delicate balance between
the fight against impunity and the need to safedjibe defendant’s rights — a balance the conceplignfity
threatens to destabilize’).

4 Art. 8(2)(b)(xxi), ‘War Crime of Outrages Upon Benal Dignity,’ Elements of Crimes of the International
Criminal Court p. 27, <http://www.icc-cpi.int/NR/rdonlyres/336328-A6 AD-40EC-AD7B-
45BF9DE73D56/0/ElementsOfCrimesEng.pdf¥he Prosecutor v. Germain Katanga and Mathieu Ngjad]
Chui, Decision on the Confirmation of Charges, ICC-@101/7, 30 September 2008, paras. 371, 376, 317, an
385. The Prosecutor v. Jean-Paul Akayedudgment, ICTR-96-4-T, 2 September 1998, pard, B8osecutor
v. Zlatko Aleksovski Judgment, paras. 25 and 3Prosecutor v. Dragoljub Kunaradudgment, IT-96-23-T &
IT-96-23/1-T, 22 February 2001, paras. 408, 500% &nd 756.

%3 v. Williams and Othersudgment, (CCT/20/94), [1995] paras. 11 and 89.
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communicative enterprise. By calling them to agtofor the wrongs committed, society
treats defendants as responsible agents and ‘menddethe normative community of
humanity.*® In addition, mechanisms for ‘restorative’ criminastice, in addition to
returning some measure of dignity lost to victinh€mmes and their survivors, can renew the
human values of decency and respect for othersprgetrators discard when they commit
their offences’ Similarly, an emphasis on rehabilitation in seoteg decisions reflects
society’s belief that criminals can and should rebtheir personalities — the manifestation of

their human dignity®

Furthermore, international criminal law arguablyes®rves the human dignity of both
perpetrators and victims via its (aspirational)lgifghe prevention and deterrence of criffie.
Although there is a great deal of overlap betwdssé concepts, the two terms are not
synonymous. ‘Deterrence’ refers to the processgsnacriminal justice systems that result
in a rational cost/benefit analysis by potentidéntlers who decide that the expected costs of
punishment are likely to surpass the possible fitsnef the crime?® Stated more simply,

deterrence rests on the premise that the fear amdqgf punishment discourages crime in

% «Authority and Responsibility in International @rinal Law,’ in Samantha Besson & John Tasioulas.jed
The Philosophy of International Lag®Oxford University Press, 2010), pp. 593 — 60Zratitional’ forms of
justice also support these kinds of engagemeniseleet perpetrators and victims. P Clark, ‘The Ruled
Politics of Engagement,’ in Phil Clark and Zach&igufman (eds.)After Genocide: Transitional Justice, Post-
Conflict Reconstruction and Reconciliation in Rwarathd BeyondLondon: Hurst & Company, 2009), pp. 300
— 301 and 314 — 315.

*" Prosecutor v. Dragan ObrenayiSentencing Judgment, IT-02-60/2-S, 10 Decemb@B2para. 145 - 146.
Report of the Truth and Reconciliation CommissiérSouth Africa 29 October 1998, Volume 5, Chapter 5,
para. 101, Chapter 9, paras. 33 — 37.

8 Prosecutor v. Dragan ObrenéyBentencing Judgment, paras. 145 - 146.

9 Juan Mendez, then the Special Advisor on the Riteoreof Genocide to the United Nations, observedd04
that the idea that criminal punishment plays a ilne prevention of crimes was ‘an act of faitth. Mennecke,
‘Punishing Genocidaires: A Deterrent Effect or Nbtiman Rights Reviewluly 2007, 319. In 2009, Mendez
was more sanguine, remarking that ‘we have the etapen, and | would say the promise, that the
[prosecutorial] actions we take with difficulty tayg will have a preventive effect in the future.Justice as
Prevention of Mass Atrocities,” Presentation at @sr Center for Human Rights, John F. Kennedy 8chb
Government, Harvard University, 23 November 20Q&tp://www.youtube.com/watch?v=yQSLeru_n80 No
comprehensive data exists, yet, that clearly detrees the ability of international criminal coutts prevent
and/or deter crimes. However, in very specificiaions, the ICC may prevent/deter potential ofeaadrom
participating in or committing the crimes under thibunal’s jurisdiction. D Saxon, ‘The Internat@ Criminal
Court and the Prevention of Crimes,’ in S Sharma \&elsh (eds.),The Responsibility to Protect: Overcoming
the Challenges to Atrocity Preventi¢@xford University Press, 2015), pp. 122 — 123 488 — 146.

0 M Langer, ‘The Diplomacy of Universal Jurisdictiohe Political Branches and the Transnational
Prosecution of International Crimes,” 18erican Journal of International Lawo. 1 (2011), 1, 47-48.
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potential offenders® ‘Prevention’ is a much broader, systemic conoshich, while it
includes deterrence, also spans the generationakgses of education, economic progress,
law-making and institutional development that cead to reduction of crim®. If one or

both processes reduce the incidence of crime eihdtris the conservation of dignity.

Moreover, international criminal law supports amstdimension of human dignity. As
explained in chapters three and four, one facdtumhan dignity is the ability of persons to
fulfill their responsibilities. Members of the aech forces of states, organised armed groups
and law enforcement authorities must comply with dbligations of customary international
humanitarian law, customary international humanhtsglaw, as well as international
treaties’ International criminal law expresses and cedifthe duty of individuals to
assume their responsibilities under internatiorm& Consequently, courts can find

individuals to be criminally liable should theylfts exercise their duties.

Therefore, a functioning system of internationamanal law reinforces the social and
professional expectations that commanders, comtsatend members of state security forces
will take responsibility and hold themselves acdabte for their actions related to war and

law enforcement actios. The same principle applies to members of notesteganized

1L Kercher,The Kenya Penal System: Past, Present and Progpéshington, D.C.: University Press of
America, 1981), p. 238.

%2 Essentially, the prevention of crime requires ¢hedements: 1) moral and legal norms for acceptable
behaviour, 2) institutions that make those norneslitie, and 3) a culture that permits those nomnexist.
Author interview with Matias Hellman, External Reétens Advisor, Office of the President, Internatibn
Criminal Court, The Hague, 1 April 2011, in Sax6fhe International Criminal Court and the Preventif
Crimes,’ p. 120, nte. 4.

>3 Armed Activities on the Territory of the Congo (ematic Republic of the Congo v. Ugandajidgment,
I.C.J. Reports 2005, para. 21Rrosecutor v. Dusko Tadlia/k/a ‘Dule,’ Decision on the Defence Motion for
Interlocutory Appeal on Jurisdiction,” 2 October9B9 paras. 79 — 142.

** “The law is a living growing, thing. In no othsphere is it more necessary to affirm that thetsignd duties
of States are the rights and duties of men anduthiass they bind individuals they bind no one.SHawcross,
‘Closing Speech,’ p. 427. Hence, art. 87 of ARjuiees commanders who are aware that subordinates w
commit or have committed grave breaches of theoeodto prevent the occurrence of additional crirapd/or
punish the perpetrators. Individual criminal ressibility for failing to fulfill this obligation isenshrined in art.
28 of the Rome Statute of the ICC.

*In the U.K. armed forces, ‘responsibility’ entailsprofessional obligation held by a superior whonately
takes credit for success and blame for failureccuntability’ comprises a liability and an obligat to answer

to a superior for the (im)proper use of authorityd aesources. ‘Army Doctrine Publications’ Opera$,
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armed groupsd® Conversely, by failing to perform their duties aphold the law, law

enforcement (and military) officials can legitimizeminal conduct by other¥.

Hence, international criminal law works to presete human dignity ofpotential
perpetrators by compelling them to fulfill the respibilities accorded to them by their
governments and international law. During his icdlgsaddress to the International Military
Tribunal at Nuremberg, at the end of the case agdhe indicted organizations, British
prosecutor David Maxwell Fyfe reminded the judgbatt when confronted with moral
problems ‘[g]reat captains are not automata to bieghed against a rubber stamp.’At a
deeper level, Maxwell Fyfe was referring to the artpnce of individual autonomy. In

chapter three we saw that personal autonomy iyponrtant component of human dignity.

However, freedom ‘makes us accountable for whatle® and so personal autonomy
would be an empty shell if it was unaccompanieddsyponsibility™> Consequently, the legal
obligations of soldiers and/or members of secuiotges exist even in times of turmoil or

armed conflict where they find themselves ‘tornwesn different views of right and

Ministry of Defence, 2010, para. 0619,
<https://www.gov.uk/government/uploads/system/updaitiachment_data/file/33695/ADPOperationsDec10.pd
f>.

* Rule 139, ICRC Customary International Humanitarigaw Study, &ttps:/www.icrc.org/customary-
ihl/eng/docs/vl_cha_chapter40_rule23€ommon Art. 3 to 1949 Geneva Conventions; 20bén@entary to
Art. 3, Geneva Convention I, paras. 520 - 528,
<https://www.icrc.org/applic/ihl/ihl.nsf/Commentp@action=openDocument&documentld=59F6CDFA490736
C1C1257F7D004BAOEC>Prosecutor v. Thomas Lubanga Dyildudgment Pursuant to Article 74 of the
Statute, ICC-01/04-01/06, 14 March 2012, paras.6lam@d 1222;Prosecutor v. Thomas Lubanga Dyilo
Decision on Sentence Pursuant to Art. 76 of thdéu&talCC-01/04-01/06, 10 July 2012, para. 97; &ee
Zegveld, The Accountability of Armed Opposition Groups itetnational Law(Cambridge University Press,
2002), pp. 111 - 132.

> Prosecutor v. Miroslav Kwika, et. al., Judgment, 1T-98-30/1-T, 2 November 2Qfdra. 716Prosecutor v.
Zlatko Aleksovskidudgment, IT-95-14/1-T, 25 June 1999, para. 88.

* D Maxwell Fyfe, ‘Speech at the Close of the CasmiAst the Indicted Organizations’ (19 August 1946)
The Trial of German Major War Criminals: Proceedin@f the International Military Tribunal Sitting at
Nuremberg, Germany 945 — 1946, London, 1946, p. 58.

> A Sen,The Idea of Justicl.ondon: Penguin Books, 2010), p. 19.

%0 Responsibility should not be confused with accura@ person acts responsibly if she accepts manel

legal integrity and makes a reasonable effort tdwaichieving them. The end result is secondBripworkin,
Justice for Hedgehog€ambridge, Massachusetts: Harvard UniversityR12811), pp. 100 and 109.

13



wrong.®® It is precisely at those moments where the valbfepersonal autonomy and

responsibility combine to strengthen human dignity.

IV. Theoriesof Individual Criminal Responsibility for Unlawful Attacks with
Autonomous Weapon Systems

This section continues with a discussion of the esoaf individual criminal responsibility
most relevant to holding perpetrators accountabletlie misuse of autonomous weapon
systems. It describes how the deployment of thesa&pons simultaneously facilitate and
complicate efforts to ensure accountability fori@es violations of international law and

protect the value of human dignity.

A. Theories of Individual Criminal Responsibility fadnlawful Attacks with
Autonomous Weapons

Preliminarily, two general kinds of individual cnnal responsibility may arise when
soldiers and/or their commanders violate intermatiohumanitarian and/or international
human rights law. First, ‘direct’ responsibilityiges from an individual’'s acts or omissions
that contribute to the commission of criniés. Second, ‘superior or ‘command’
responsibility emanates from the failure of miljtan civilian superiors to perform their duty
to prevent their subordinates from committing sedmes, and/or the failure to fulfill the
obligation to punish the perpetrators theredfterThus, in the Celebii’ case, the ICTY
Appeals Chamber held that the superior ‘would lpedtfor failure to act in respect of the

offences of his subordinatesthe perpetration of which he did not directlyrpcpate.’®*

81 prosecutor v. Ljube Boskoski & Johan Falovski Judgment, 1T-04-82-T, 10 July 2008, paras. 60160V —
608. Similarly, when sentencing Sreten Llajkformer Minister of Interior for the Federal Retiabof
Yugoslavia, for his responsibility for, inter aliafimes against humanity that occurred in Kosowe, Trial
Chamber recognized that Lgkacted ‘in the midst of a complicated situatiorliling the defence of the
country against NATO bombing and some combat ome®tagainst the KLA.” Prosecutor v. Milan
Milutinovié, et. al, Judgment, IT-05-87-T, 26 February 2009, par@112

%2 prosecutor v. Stanislav GéliJudgment, IT-98-29, Trial Chamber, 3 Decembe32@ara. 169.

% Prosecutor v. Mowilo Perisi¢, Judgment, IT-04-81-A, Appeals Chamber, 28 Febr@an3, paras. 86 — 87.
% Prosecutor vZejnil Delali¢, et. al., Judgment, Appeals Chamber, para. 225lesis added).
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Moreover, each theory of individual criminal liabyl contains objective and subjective
element$® the actus reus — the physical act necessary éooffience -- and the mens rea —
the necessary mental elemé&htThe principle of individual guilt requires that accused can
be convicted of a crime only if her mens rea cosgwithe actus reus of the crifieA
conviction absent mens rea would violate the pregiom of innocenc& Thus, to convict an
accused of a crime, she must, at a minimum, hadekhawledge of the facts that made her
conduct criminaf? Similarly, at the ICC conviction can occur ‘onfythe material elements
are committed with intent and knowledd®. This conjunctive approach requires the accused
to possess a volitional element encompassing tvesible situations: 1) she knows that her
actions or omissions will bring about the objectalements of the crimes, and she undertakes
such actions or omissions with the express intetring about the objective elements of the
crime, or 2) although she does not have the inteatcomplish the objective elements of the
crime, she is nonetheless aware that the consegueiticoccur in the ordinary course of

events’*
1. Theories of Direct Responsibility

The use of autonomous weapon systems for the patipet of crimes can involve one
of six modes of direct responsibility: commissipignning, ordering, instigation/inducement,

aiding and abetting, or attempt.

% Prosecutor v. Dusko TadliJudgment, IT-94-1-A, Appeals Chamber, 15 Julydl §@ra. 194.

% prosecutor v. Zejnil Deladi et. al, Judgment, paras. 424 and 425.

®" Prosecutor v. Mladen Naletlj a.k.a. ‘Tuta’& Vinko Martinow, a.k.a. ‘Stela,’Judgment,|T-98-34-A,
Appeals Chamber, 3 May 2006, para. 114.

% |bid.

% bid.

" Art. 30 ICCSt.

" The Prosecutor v. Germain Katanga & Mathieu Ngladjohui, Decision on the Confirmation of Charges,
para. 529; The Prosecutor v. Abdallah Banda & Saleh JerBorrigendum to Decision on Confirmation of
Charges, 1CC-02/05-03/09, Pre-Trial Chamber I,aréhh 2011, para. 153.
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Individual ‘commission’ of a crime entails the ploa perpetration of a crime or
engendering a culpable omission in violation ofninial law’? The actus reus of this mode
of criminal liability is that the accused participd, physically or otherwise directly, in the
material elements of a crime, through positive amtomissions, whether individually or
jointly with others’® At the ad hoc tribunals, the requisite mens ce@d®mmission is that the
perpetrator acted with the intent to commit thenexj or with an awareness of the probability,
in the sense of the substantial likelihood, tha& ¢hime would occur as a consequence of
his/her conduct! The Rome Statute of the ICC, however, excludesaipplication of the
dolus eventualis standard, as well as the mensfreacklessnesS. Instead, the criminal
mens rea exists if the accused means to commdritme, or, she is aware that by her actions

or omissions, the crime will occur in the ordinapurse of event€

In addition, at the ICC, criminal responsibilityagn accrue when accused make an
essential contribution to a plurality of personsiracwith a common criminal purpose. The
accused must be aware of her essential contriuaioth must act with the intention that the
crime occur, or with the awareness that by implammgnthe common plan, the crime ‘will
occur in the ordinary course of events.’At the ad-hoc tribunals, culpable participatiorai
common criminal purpose is referred to as ‘joininenal enterprise’ and requires a significant

contribution to the realization of the crirfie.

:z Prosecutor v. Fatmir LimajJudgment, IT-03-66-T, 30 November 2005, para. 509
Ibid.
™ Ibid.
> Prosecutor v. Thomas Lubanga Dyilo, Judgmenturuntsto Article 74 of the Statute, para. 1011.

% |bid, para. 1018.

" Rome Statute, art. 25 (3) (d); Prosecutor v. Thoiabanga Dyilo, Judgment Pursuant to Article 74hef
Statute para. 1018.

8 Prosecutor v. Vujadin Popajiet. al.,Judgment, IT-85-88-T, 10 June 2010, para. 102ihgcRrosecutor v.
Monvilo KrajiSnik, Judgment|T-00-39-A, Appeals Chamber, 17 March 2009, paid&; JudgmentProsecutor
v. Radoslav BrdaninJudgmentIT-99-37-A, Appeals Chamber, 3 April 2007, para04Prosecutor v. Miroslav
Kvacka, et. al., Judgment, 1T-98-30/1-A, Appeals ChamB&rFebruary 2007, para. 97.
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At the ad hoc tribunals, the actus reus of ‘plaghmequires that one or more persons
design the criminal conduct constituting one or enatatutory crimes that are later
perpetrated? It is sufficient to demonstrate that the plamninas a factor substantially
contributing to such criminal condu®t. The mens rea for this mode of responsibilityhis t
intent to plan the commission of a crime or, at iaimum, the awareness of a substantial

likelihood that a crime will be committed in theezxtion of the acts or omissions planfied.

Responsibility under the mode of ‘ordering’ enswasen a person in a position of
authority orders an act or omission with the awassnof the substantial likelihood that a
crime will be committed in execution of that ordand, if the person receiving the order
subsequently commits the crifffe.Orders need not take a particular form and thstence
of orders may be established using circumstantidlemce®® Liability ensues if the evidence

demonstrates that the order substantially coneibtn the perpetrator’s criminal condfitt.

The modes of liability of soliciting and inducinglf into the broader category of
‘instigation’ ‘or ‘prompting another to commit aicre,’ in the sense that they refer to conduct
by which a person influences another to commitmef®> The instigating acts or omissions
must clearly contribute to the conduct of the pesseho subsequently commit the crini@s.

Proof must also exist that the defendant intendgatavoke or induce the commission of the

" Prosecutor v. Ferdinand Nahimanaudgment, ICTR-99-52-A, Appeals Chamber, 28 Ndvem2007, para.
479.
8 |bid.
8 |bid. Article 25 of the Rome Statute does not recognj#tanning’ as a mode of liability. The drafters of
Article 25 wished to include modes of liability &mted by most major legal traditions and ‘planniag’a mode
of liability does not commonly appear in the coatital legal system. Email communication with DabFcio
Guariglia, Senior Appeals Counsel, Office of thedecutor, International Criminal Court, 29 Janu2éy2.
However, most conduct recognized as ‘planning’hat ad hoc tribunals would incur liability under thead
categories of responsibility described in Art. 2§ (c) and (d). 'Forms of Responsibility in Intational
Criminal Law,’ in G Boas e. al., (eddnternational Criminal Law Practitioners LibraryWol. | (Cambridge
University Press, 2007), p. 371.
8 prosecutor v. Ferdinand Nahimaea al., Judgment, Appeals Chamhgara. 481Prosecutor v. Boskoski &
;I;arc’ulovski Judgment, IT-04-02-A, Appeals Chamber, 19 May®@hra. 160.

Ibid.
* Ibid.
8 The Prosecutor v. Laurent Gbaghdecision on the Confirmation of Charges Againatitent Gbagbo, ICC-
02/11-01/11, 12 June 2014, para. 243.
8 prosecutor v. Radoslav Banin, Judgment, IT-99-36-T, 1 September 2004, para. 269
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crime, or was aware of the substantial likeliholdt tthe commission of a crime would be a

probable consequence of his &ts.

In recent years, the requirements of ‘aiding aneftaly’ have been a contested area of
international criminal law. At the ICTY, Appealsh@mbers have divided over the question
whether this mode of criminal responsibility reegirthat assistance to perpetrators be
“specifically directed” to the execution of specifirimes. InProsecutor vMonvilo Perisié,
one Chamber held that specific direction is an el@nof the actus reus of aiding and
abetting®® Subsequently, however, a differently constitutedamber emphatically and
‘unequivocally’ rejected thePerisiéc approach? In Prosecutor v.Sainové, et. al., the
majority held that, under customary internatior@aV,| the actus reus of aiding and abetting is
‘practical assistance, encouragement, or moral @tipghich has a substantial effect on the
perpetration of the crim@® The mens rea is the knowledge that the acts tadsis
commission of the crim&. Likewise, at the Special Court for Sierra Leorfee #Appeals
Chamber also rejected any ‘specific direction’ iegment as part of the actus reus of aiding
and abetting® Thus, it appears that (for now) the actus reuaidihg and abetting does not

contain a ‘specific direction’ component.

The Rome Statute of the ICC includes ‘attempt’ as enode of individual criminal

responsibility’”®> An ‘attempt’ occurs with the commencement of exien of a crime within

8 |bid.

8 proseutor v. Mogilo Perisi¢, Judgment, IT-04-81-A, Appeals Chamber, 28 Febr@ang, paras. 25 — 36.

8 prosecutor v. Nikola Sainavet. al Judgment IT-05-87-A, Appeals Chamber, 23 Jangafy, paras. 1617 —
1650.

% |bid, paras. 1626 and 1649. Subsequently, the ICTYeAjspChamber affirmed th&ainovic holding in
Prosecutor v. Vujadin Popayiet. al, Judgment, IT-05-88-A, Appeals Chamber, 30 Jan@845, para. 1758
and Prosecutor v. Jovica StaniS& Franko Simatowv, Judgment, IT-03-69/A, 9 December 2015, paras.-104
106.

L |bid, para. 1649.

92 M Milanovi¢, ‘SCSL Appeals Chamber Affirms Charles Taylor Cietion,’ EJIL: Talk! 26 September 2013,
< http://lwww.ejiltalk.org/scsl-appeals-chamber-affs-charles-taylors-conviction/>.

% Art. 25 (3) (f). The ‘attempt to commit a crimeascrime ...." The Prosecutor v. Germain Katanga &tiieu
Ngudjolo Chui, Decision on the Confirmation of Cfpas, para. 460.
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the court’s jurisdiction ‘by means of a substansi@p.®® The statutory term ‘substantial step’
requires that the perpetrator’'s conduct reach aerdefinite and concrete stage beyond mere
preparatory act®. The adequacy of this conduct requires that, & dhdinary course of
events, the accused’s conduct would have resutiethe completion of the crime, had
circumstances outside the accused’s control neniahed® The mens rea or dolus that

embodies an attempt is the same as the mens tezntbadies the consummated Hct.
2. The Theory of Superior Responsibility

When crimes occur due to the misuse of autonomaegpons systems, the theory of
superior responsibility also may be appropriatehtdd commanders accountable. The
superior-subordinate relationship lies at the heathe doctrine of a commander’s liability
for the crimes committed by her subordinates. e of commanders is decis¥end it is
the position of command over subordinates and tiweepto control their actions (and comply
with international law) that form the legal bas® the superior's duty to act, and for her
corollary liability for a failure to do s& As a tenet of customary international law, the
doctrine of superior responsibility applies to batternational and non-international armed

conflicts 1%

In general terms, pursuant to the statute andpuudence of the ad-hoc tribunals, a
military or civilian superior may be held accour&lf the superior knew or had reason to

know that her subordinates were committing or altoutommit criminal acts and failed to

“Art. 25 (3) (f).

% The Prosecutor v. Abdallah Banda & Saleh Jerbari@gndum to Decision on Confirmation of Chargearap
97.

% |bid, para. 96. For example, in a case including clsaafeattempted murder,’ ‘the provision of medical
assistance to the wounded by a person other tharotle responsible for causing the injuries qualifes
circumstances outside the perpetrator’s contrdlid, para. 99.

° The Prosecutor v. Germain Katanga & Mathieu NgudjBhui, Decision on the Confirmation of Charges,
para. 460.

% |CRC Commentary to Art. 87, API, para. 3550.

% Prosecutor v. Fatmir Limaj, Judgment, para. 76.

19 prosecutor v Enver HadZihasanéyket. al., Decision on Joint Challenge to Jurisdiction, IT<0A-PT, 12
November 2002, paras. 167 — 179.
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take necessary and reasonable measures to prelentcrimes and/or punish the
perpetrators’> The Rome Statute of the ICC alters the evideptiaresholds for holding
civilian and military commanders accountable urttiertheory of superior responsibility. In
addition to the three elements found in the lawhefad-hoc tribunals, prosecutors at the ICC
must establish that the crimes committed by subatds occurred as a result of the superior’s
‘failure to exercise control properly over suchdes.’®? In short, it is necessary to prove that

the superior's omission increased the risk of t@mission of the crimes charg&d.
a. The Superior/Subordinate Relationship

A superior-subordinate relationship exists whemgesior exercises effective control
over her subordinates, i.e. when she has the rabgility to prevent or punish their acfs.
Factors indicative of an accused’s position of arith and effective control include the
official position she held, her capacity to issuglers, whethede jure or de factq the
procedure for appointment, the position of the aeduwithin the military or political
structure and the actual tasks that she perfoffledhe indicators of effective control are
more a matter of evidence than of substantive lasv@depend on the specific circumstances
of each cas&’® More than one superior may be held responsibilédo failure to prevent or
punish crimes committed by a subordinate, regasdles whether the subordinate is

immediately answerable to the superior or moreadist under her commartd’

101 Art. 7 (3), Statute of the ICTY, 25 May 1993, ahd. 6 (3), Statute of the International Criminaitiunal for
Rwanda, 8 November 1994; Prosecutor v. MibarPerist, Judgment, Appeals Chamber, para. 86.

102 Art. 28(1)ICCSt.

193 The Prosecutor v. Jean Pierre Bemba Goribecision Pursuant to Article 61 (7) (a) and (bYte Rome
Statute on the Charges of the Prosecutor v. JeanelBemba Gombo, (‘Decision on Confirmation of fgfes’),
ICC 01/05-01/08, 15 June 2009, para. 425. Thisdstad requires more of an active duty on the pathe
commander to take the necessary measoregcure knowledgef the conduct of her troops and to inquire,
regardless of the availability of information a¢ttime on the commission of the crimibid, para. 433.

194 prosecutor v. Enver HadZihasané Amir Kubura Judgment, IT-01-47-T, 15 March 2006, paras. 76 —
195 prosecutor v. Sefer Halilogj Judgment, 1T-01-48-T, 16 November 2005, para. 58.

1%bid, and para. 63 and nte. 150.

197|bid, para. 63. The concept of superior is broader tirmediate and direct command ‘and should be seen
terms of a hierarchy encompassing the conceptrifad ICRC Commentary to Art. 86, API, para. 3544
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b. The Superior's Knowledge of the Criminal Acts of Babordinates

A superior's men’s rea, i.e. her knowledge that sidyordinates were about to commit
or had committed crimes may be actual knowledgether availability of ‘sufficiently
alarming’ information that would put her on notickthese event®® Such knowledge may
be presumed if the superior had the means to otitaiknowledge but deliberately refrained
from doing sa°® An assessment of the mental element (knowledgg)ined for superior
responsibility must be performed in the specificcumstances of each case, ‘taking into

account the specific situation of the superior esned at the time in questioft®

At the ICC, instead of requiring proof that the supr ‘had reason to know’ that her
forces were committing or had committed crimes, titieunal’s ‘knowledge’ standard for
military commanders compels prosecutors to estalthat she ‘should have known’ about
such crimes! This standard requires the commander ‘to ha[velety been negligent in
failing to acquire knowledge’ of her subordinatadawful conduct'? The ‘knowledge’
requirement for demonstrating liability of civiliasuperiors is higher: ‘the superior either
knew, or consciously disregardeshformation which clearly indicated that the sutioates

were committing or about to commit such crimes.’

c. Necessary and Reasonable Measures to Prevent tinee€rand/or Punish the
Perpetrators

‘Necessary’ measures are the measures appropaatind superior to discharge her

obligation (showing that she genuinely tried tover® or punish) and ‘reasonable’ measures

<https://www.icrc.org/applic/ihl/ihl.nsf/Commentp®action=openDocument&documentld=BA2C2393DA08B
951C12563CD00437A1C>.

198 prosecutor v. Pavle StrugadudgmentIT-01-42-A, Appeals Chamber, 17 July 2008, par&@ 2 304,
Prosecutor v. Fatmir Limajudgmentpara. 525.

199 prosecutor v. Zejnil Delaiet. al, Judgment, Appeals Chamber, p2ags.

10 prosecutor v. PaviStrugar, Judgment, para. 299 (citiRgpsecutor v. Milorad Krnojelac et. alJudgment,
IT-97-25-A, Appeals Chamber, 17 September, 2008a.pE56, citing Prosecutor v. Zejnil Delalludgment,
Appeals Chamber, para, 239).

L Art. 28(1)(a)ICCSt.

12 The Prosecutor v. Jean Pierre Bemba Gombo, DeaisicConfirmation of Charges, para. 432.

13 Art. 28(2)(a)ICCSt (emphasis added).
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are those reasonably falling within the materiavprs of the superior:* A superior will be
held responsible if she failed to take such measilna are within her material ability and the
superior's explicit legal capacity to do so is imer&al provided that she had the material

ability to act'*®

‘The determination of what constitutes “necessargl eeasonable measures” is not a
matter of substantive law but of fact, to be deteed on a case-by-case basfS.’ This
assessment depends upon the superior’s level eétis® control over her subordinatets).
Depending upon the circumstances of the case, $3acg and reasonable” measures can
include carrying out an investigation, providingormation in a superior’'s possession to the
proper administrative or prosecutorial authoritissuing orders aimed at bringing unlawful
conduct of subordinates in compliance with therma@onal humanitarian law and securing
the implementation of these orders, expressingcismnt of criminal activity, imposing
disciplinary measures against the commission ofi€si reporting the matter to the competent

authorities, and/or insisting before superior atittes that immediate action be takef.

3. Application of the Theories of Individual Crimin@esponsibility to the Design and
Use of Autonomous Weapon Systems

a. Application of Theories of Direct Responsibility

In cases involving deliberate, unlawful attackshwihe use of autonomous weapon
systems, proof of a commander’s individual criminedponsibility under the direct modes,
inter alia, of commission, planning and orderindl Wwe relatively simple. For example, if,

during armed conflict, a tactical command@intentionally employs an autonomous weapon

14 prosecutor v. Sefer HalilayiJudgmentpara. 63.
115 prosecutor v. Fatmir Limaj, Judgment, para. 526.
ij Prosecutor v. Vujadin Popayiet. al. Judgment, para. 1044.

Ibid.
18|bid, para. 1045
1910 modern warfare, the term ‘tactical level’ reféo the ‘level at which activities, battles angjagements are
planned and executed to accomplish military objestiassigned to tactical formations and units.’ usfha
‘tactical commander’ exercises the authority ‘tosige tasks to forces under his command for the
accomplishment of the mission assigned by highéraaily.” NATO Glossary of Terms and DefinitioisAP-
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system in circumstances where the system’s capeabilior compliance with international
humanitarian law are inadequate (such as withineasely-populated urban area where
civilians are known to be present), and death andies to civilians occur, that commander

is culpable for the commission of a war crifi@.

In addition, as mentioned above, at the ICC, utidemode of ‘commission,’ criminal
responsibility may accrue when accused make amgsiseontribution to a plurality of
persons acting with a common criminal purpte. Thus, a commander can make an
essential contribution to a common criminal deslgn for example, by providing an

autonomous weapon system for use in the perpairatiorimes.

Similarly, if a tactical commander orders or pldhse use of an autonomous weapon
system in similar circumstances, with knowledget tithe system’s capabilities for
international humanitarian law compliance are impdée, and damage to civilian objects or
injuries to civilians subsequently occurs, she racliability under these theories of

responsibility.

Moreover, under the ‘reasonable commander standardnciated in international
criminal law jurisprudenc&? individual criminal responsibility should accruehen
commanders and operators of lethal autonomous weapsiems clearly fail to consider
relevant elements of the targeting ruéesl/or when they disregard the necessity for human-

machine interdependence for complex military taskg] serious violations of international

06(2014), 2-T-1 - 2-T-2,
<http://nso.nato.int/nso/ZPUBLIC/_BRANCHINFO/TERMOLOGY_PUBLIC/NON-
CLASSIFIED%20NATO%20GLOSSARIES/AAP-6.PDF>.

120 M Schmitt, Remarks during panel discussion on ‘Titernational Legal Context,’ at ‘Autonomous Malit/
Technologies: Policy and Governance for Next GdimraDefence Systems,” Chatham House, London, 25
February 2014. Permission to cite provided intetetic mail message to author, 15 March 2014.

! Rome Statute, art. 25 (3) (d); Prosecutor v. Thomasanga Dyilo, Judgment Pursuant to Article 74hef
Statute, para. 1018.

122 For example, when ‘determining whether an attaak proportionate, it is necessary to examine vereth
reasonably well-informed person in the circumstanckthe actual perpetrator, making reasonableofishe
information available to him or her, could have ested excessive civilian casualties to result ftomattack.’
Prosecutor v. Stanislav GgliJudgment, para. 58.
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law consequently occur. More limited autonomowhmelogy, for example, will signal a

demand for greater input of human judgment (as alcommunication and accountability)
during the mission. At the same time, ignoranca ef/stem’s capabilities cannot permit the
avoidance of accountability> Therefore, to avoid criminal culpability, a sound
understanding of the function, capabilities andititons of the semi-autonomous and
autonomous weapon technologies available to arraexed will become a prerequisite for

command of modern military units that operate legh@onomous weapon systems.

These hypothetical scenarios represent relatividgraut examples where findings of
direct criminal responsibility for employing lethaltonomous weapon systems to carry out
unlawful attacks are possible. More complex issadse, however, when the tactical
commander conducts herself reasonably in the saheof potential targets, the choice of an
appropriate autonomous weapon system, as welleaprttgramming of the system, yet the
weapon nevertheless attacks civilians or perforratside the confines of international
humanitarian/human rights lal#> Given the lack of any criminal intent on her paro
criminal culpability accrues to the field commandf&r Thus, the ‘close cases’ involving hard
moral, legal and military choices by military commdars will not easily produce the culpable

mens rea required for individual criminal respoiigib

123 This principle does not imply a new, onerous datyprofessional commanders: ‘As you deploy weapas

a commander, you're accountable. We are alwayseaforefront of new weapons technology. As weener
Irag in 2003; but we were confident that they weoseasistent with international humanitarian law. efigis no
difference with autonomous weapon systems. So amders won't take their reliability as a mattertrofst.

So there is no “accountability gap.” Air Marsh@aét.) Sir Brian Burridge, former commander of Ufitces in
Iragq, Remarks during panel on ‘The InternationajdleContext’ at ‘Autonomous Military Technologie2olicy

and Governance for Next Generation Defence Syste@isatham House, London, 24 February 2014;
Permission to cite provided in electronic mail naggsto author, 6 March 2014.

124 Colonel R Jackson, Special Assistant to Judge éaieoGeneral of U.S. Army for Law of War Matters,
Remarks in Panel on ‘Autonomous Weaponry and Ari@edflict,’ Annual Meeting of American Society of
International Law 10 April 2014,
<https://www.youtube.com/watch?v=duq3DtFJtWg&listxp0ZUypbrnevQIBfMUSDGOIlanrvJ3J6z&index=
4>; Electronic mail message to author, 7 May 2014.

125 For discussions of the ‘predictability’ challenget autonomous weapon systems and the potential for
‘emergent behaviour,” see H Liu, ‘Refining Respbilgy: Differentiating Two Types of Responsibilitigsues
Raised by Autonomous Weapon Systerrs N Bhuta, et. al. (edsAutonomous Weapon Systems: Law, Ethics,
Policy, Cambridge University Press, 2016), and in theesaolume: N Jain, ‘Autonomous Weapons Systems:
New Frameworks for Individual Responsibility.’

126 | am grateful to Professor Geoffrey Corn for hisigits on this topic.
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In addition, the development of ‘moral remoteness’account of increased reliance on
computerised systems can create challenges testhblishment of criminal intent in military
commanders. The tendency for human beings to depertheir computers at moments of
(stressful) decision-making can lead to ‘moral briffg’ and a reduced sense of responsibility
for the consequences of those decisiGhsAs artificial intelligence computer software for
autonomous weapon systems improves, the risk isesethat, subjectively, commanders will
transfer their accountability for stressful deaisioto the computéf®  This risk will be
particularly high if states follow an ‘appropridtvel of human judgment’ or other semantic
standard for human interaction with lethal autonosmweapon systems as commanders and
operators can ‘hide’ behind such designated ‘lévether than taking responsibility for
ensuring sufficient human oversight of the weaporspecific circumstances. That moral
shift confuses efforts to determine the existerfca ariminal mens rea, and, consequently, a

legal basis for individual responsibilit§?

An implied or express delegation of responsibifily complex, value-based decisions
from a human superior to the artificial intelligensoftware of an autonomous weapon system
reduces the human dignity of the superior as welthe victim of unlawful conduct. The
superior forfeits her moral and professional actabitity for her actions, in addition to the

opportunity to fully develop her personaliy. The victim, of course, loses the possibility of

127\ Cummings, ‘Automation and Accountability in Deitin Support System Interface DesigkJT Human
and Automation Laboratory  (2006), 10 - 11 and 18 - 19,
<http://web.mit.edu/aeroastro/labs/halab/papers/Cungsn JTS.pdf. Professor Cummings uses the term
‘moral buffer’ to describe the sense of distance @moteness that computer interfaces create éardkers. It

is this moral buffer that permits individuals ‘toorally and ethically distance themselves from ttegitions’
while ‘operating’ machines. Ibid. ‘Too much trust can lead to disastrous conse@ghiust as a skeptical
attitude towards technology does not permit fulpleiation of modern weapon systems. Electronidl ma
message to Author, General B.A. Fabio Giunchi, Camaer of Air Cooperation School, Guidonia Airport,
Italian Air Force, 27 January 2015.

128 cummings, ‘Automation and Accountability in DecisiSupport System Interface Desighg.

129 This shift also undermines the ability of crimitealv and the criminal justice system to supplenteatmoral
standards acquired through education and otherdegai-processes. D Saxon, ‘The Internationam@ral
Court and the Prevention of Crimes,’ p. 36.

130 |n Bloody Constraint: War and Chivalry in Shakespedtefessor Meron illustrates how one form of human
reflection, conscience, works as a powerful insgabfor ensuring accountability, when we pay attento it.
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redress for the wrong suffered. Preservation aouactability — and human dignity —
therefore, require human-machine interdependencddasions implicating complex and/or

contradictory values.

As the speed of autonomous weapon technologiesases, however, opportunities for
interdependence will decline while, in parallelygeptions of how a ‘reasonable commander’
should perform in particular circumstances will mha, and, perhaps paradoxically, may
become more demanding. Computer technologies, ciedige those linked to virtual
information resources, are reshaping legal obligatirelated to overall attack plannifd'’
The scope of what is legally feasible has beenregteby what is now operationally

required'®?

These scenarios will produce accountability dichoes rather than ‘accountability gaps.’
The employment of ‘co-active’ autonomous weapontesys, however, can reduce these
contradictions by permitting (if not requiring) gter human-machine teamwork. For
example, when systems are co-active, it will beeasonable for commanders to not consider
whether a particular autonomous weapon system mayide a more discriminate and/or

proportionate option when planning and executinachs.
b. Application of Superior Responsibility

In certain scenarios, the theory of superior resgoility may be appropriate to hold

military commanders and/or civilian superiors rasgble failing to prevent and/or punish

T Meron, (New York: Oxford University Press, 1998p. 194 — 197. Adam Smith also described the iapo
influence of ‘the tribunal’ of man’s consciencericathe power of this ‘supposed impartial and wvisibrmed
spectator, [...] the man within the breast, the giedge and arbiter of their conductThe Theory of Moral
Sentiment$1759), K Haakonssen (ed.) (Cambridge UniversigsB, 2004), p. 150.

131 3 Beard, ‘Law and War in the Virtual Era,’ 188nerican Journal of International La® (2009), 409, 436.

132 |bid, paras. 435 — 437. For example, during proportighassessments, many western militaries utilize
sophisticated ‘collateral damage modeling algorghwhich estimate anticipated damage by incorpogatiata
on weapon guidance systems. D Stewart, ‘Maximi§iogpliance with IHL and the Utility of Data in #ge

of Unlimited Information: Operational Issues,” in Baxon (ed.)International Humanitarian Law and the
Changing Technology of Wélceiden: Martinus Nijhoff, 2013), p. 185.
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crimes perpetrated with autonomous weapon systefes.example, if a commander at the
operational level becomes aware that a subordioHiteer at the tactical level is using
autonomous weapon systems to perpetrate unlawadkat the operational commander has a
duty to prevent further misconduct and punish hisosdinate'*® As long as evidence exists
demonstrating the three essential elements of amaoder’'s effective control over
subordinates who commit crimes, the commander’svienige and a failure to take necessary
and reasonable measures to prevent/rePfesther crimes and punish the perpetrators,

criminal liability should ensue.

However, the advances in technology may requirssessments of the ‘knowledge’ and
‘reasonable measures’ pillars of superior respdlitgib With respect to the ‘knowledge’
element, at first blush, commanders of forces dpgyautonomous weapon systems will not
easily convince a court that they were unaware ttingit subordinates operated autonomous
weapon systems unlawfullyj®> Any state or organized armed group with the resssiand
ability to field autonomous weapons systems wilsoalhave the means and the
communications technology to constantly monitor Hbase weapons are used. Furthermore,
any competent commander utilises all possible nusthto observe the progress and

operations of her subordinate urlits. Indeed, to ensure compliance with international, |

133 Art. 86 (2) and 87, API.

134 The ‘failure to punish’ prong common to the lawtleé ad-hoc tribunals is replaced at the ICC biaiture to
repress’ element, which encompasses the two disdimies, arising at different stages of criminahduct, to
stop ongoing crimes and to punish subordinates #ftecommission of crimes. The Prosecutor v. J&arre
Bemba Gombo, Decision on Confirmation of Chargasap439.

135 This premise should hold true regardless of whatbarts apply the ‘had reason to know’ standarthefad-
hoc tribunals or the ‘should have known’ standdrthe ICC.

136 For example, during multi-national NATO operatiprthe Supreme Allied Commander for Europe
(‘'SACEUR’) must ‘[e]stablish an intelligence ardhiture linking NATO Headquarters with national
intelligence centres to provide the [Joint Forcan@mander] with a common, timely and accurate picafrthe
situation during all phases of the campaign.” ‘AID,” Allied Joint Doctrine North Atlantic Treaty
Organization, 21 December 2010, at 0615 (e),
<https://www.gov.uk/government/uploads/system/ugssattachment_data/file/33694/AJP01D.pdf>.
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this full-time and real-time monitoring capabilishould be an obligatory aspect of every

autonomous weapon system at the design and proentestage>’

The availability of electronic records also willimmise the challenge that physical
and/or temporal ‘remoteness’ poses to the accoilityatof superiors:*®  Modern
communications, however, increasingly provide sigpgmwith real-or-nearly-real-time access
to circumstances and events, including combat ocguifar from command centres and
headquarters® Furthermore, the internet and social-media teldyyocreate virtual links
between front-line areas and all parts of the worl@ihese connections, combined with
electronic records of commanders’ decision-makingcgsses, ‘shorten’ the physical and
temporal distances between a superior and evenkeibattlespace and reveal much about a
superior's mental state. This evidence of theesops intent and knowledge is far more
relevant to individual criminal responsibility agsis than concerns about temporal or

geographic ‘remotenes¥?

137K Trapp, ‘Great Resources Mean Great Responsib#itFramework of Analysis for Assessing Compliance
with API Obligations in the Information Age,’ D Sax (ed.), International Humanitarian Law and thefing
Technology of War, pp. 156 and 170.

138 physical ‘remoteness’ in this context refers te geographical distance between the acts or omissiba
superior and the location of the criminal condutemporal ‘remoteness’ refers to the time elapssdiden the
accused’s acts or omissions and the executioreodriimes. Trial Chambers at the ICTY and the l@&e held
that: ‘(...) The more physically distant the supema@s from the commission of the crimes, the maiditaonal
indicia are necessary to prove that he knew thefié Prosecutor v. Jean Pierre Bemba Gombo, Dactsio
Confirmation of Charges, para. 484, citiRgosecutor v. Milomir Stakj Judgment, IT-97-24-T, 31 July 2003,
para. 460. In Bemba, the evidence establishedJisan-Pierre Bemba, the President of the Mouvement
Libération du Congo (‘MLC’), in his effective roles commander of MLC troops, communicated direcitp w
his commanders in the field, had access to a regafgorting system and regularly monitored inteiore!
media reports about the events in the Central AfriRepublic Paras. 486 and 488 — 489.

139 For example, in an iconic photograph taken inWHgite House ‘Situation Room’ in Washington, D.C. bn
May 2011, U.S. President Obama and members of taf§ are seen intently watching ‘live updates’ of
‘Operation Neptune Spear,” which resulted in thatdeof Osama Bin Laden in Pakistan. ‘Situation IRgo
<http://en.wikipedia.org/wiki/Situation Room Moreover, the use of ‘Youtube’ by all sides tbk Syria
conflict provides a graphic video record of everité Syria within minutes of their occurrence.
<https://www.youtube.com/results?search_query=shriead+line+air+strike;
<https://www.youtube.com/results?search_query=syeiaels+linked+to+al+gaeda+apologize+for+beheading+
fellow+fighter>.

140 SeeTrial of Bruno Tesch and Two Othe(§The Zyklon B Case’), JudgmenBritish Military Court,
Hamburg, 1 — 8 March 1946 (the defendant Teschamdmployee were convicted for knowingly acting as
agents — over several years - for the supply oflatylB gas from the German manufacturer to the Awgizh
concentration camp in Poland, where the gas was d us® exterminate prisoners).
<http://lwww.loc.gov/rr/frd/Military _Law/pdf/Law-Reqrts_Vol-1.pdf>. Temporal distance in another sens
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However, the vast and overwhelming amounts of @atailable’ to commanders will not
guarantee a superior’'s actual or constructive kadge of particular information concerning
the conduct of her subordinatés. The ability of modern technology to acquire larged
larger amounts of data can, at times, compoundfalgeof war.”*?> As Professor Cummings
(an engineer and former fighter pilot) has observesimmand and control technology have
outpaced human reasoning capabilities and traditicommand structure$*® Thus, as we
saw above in the section on direct theories ofviddial criminal responsibility, advances in
technology may make it more difficult for commarglés be accountable for the misconduct

of their subordinates.

The scope of ‘necessary and reasonabésumes’ to prevent further crimes and punish
the subordinates involved in misconduct may varemvlautonomous weapon systems are
used to carry out unlawful attacks. For examplee tise of swarm technology will
undoubtedly increase the tempo of military engagesié&* The faster pace of combat — and

unlawful conduct - will reduce a superior’s oppaiities to prevent crimes.

However, unlike human soldiers, it is possible tsign lethal autonomous weapon

systems so that they can be switched"8ff.Thus, measures available to a commander to

the time between the alleged crimes and the comemeewct of prosecution — will not bar prosecutions of
persons responsible for unlawful attacks employangpnomous weapon systems, as the imprescriptitafit
war crimes, crimes against humanity and genocigmis of customary law. B Simma and A L PauluheT
Responsibility of Individuals for Human Rights Alessin Internal Conflicts: A Positivist View,” 98merican
Journal of International Law(April 1999), 302, 315.

141 Much of this ‘ceaseless flow of information’ magrsist of meaningless and irrelevant facts andréigu C
Garraway, ‘The Application of Superior Responsiiiin an Era of Unlimited Information,” in D Saxded.),
International Humanitarian Law and the Changinghfetogy of War, pp. 201 — 205.

142y Dinstein, The Conduct of Hostilities Under the Law of Intetiopal Armed Conflict2™ ed. (Cambridge,
Cambridge University Press, 2010) p. 139.

143M Cummings, ‘Automation and Accountability in Dsion Support System Interface Desigh?.

144 p Fiddian, ‘UAV Swarm Technology Trial Succes&rmed Forces International Newg August 2012,
<http://www.armedforces-int.com/news/uav-swarm-testbgy-trial-success.htmi>.

145 One notable exception to this attribute may béagemutonomous cyber weapons which, once released
the internet, may lack a specific deactivation naei$m, or are encrypted to prevent outside dediiiva M
Clayton, ‘More Telltale Signs of Cyber Spying angb@r Attacks Arise in Middle EastThe Christian Science
Monitor, 21 August 2012, <http://www.csmonitor.com/USA/2(821/More-telltale-signs-of-cyber-spying-
and-cyber-attacks-arise-in-Middle-East-video>.  (Cast this characteristic with the infamous ‘Stukne
malware, which was programmed to cease its opastiolate June 2012. M Clayton, ‘Stuxnet Cybepeea
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prevent or repress unlawful attacks carried outwvatitonomous weapon systems should
include efforts to electronically deactivate thecimaes. Indeed, part of the procurement
process, including legal reviews of new weapon retdgies conducted pursuant to Article
36 of API, should include a requirement for an ‘o’ mechanism permitting superiors to
stop their subordinates’ misuse of autonomous weaystems by taking control of, and/or
shutting down, the machines. Use of override systewill constitute ‘necessary and
reasonable’ measures to repress further unlawfuliwct and a commander’s failure to make

use of such mechanisms should result in crimiaaility.

As Professor Heyns has observed, however, ‘[...piheer to override may in reality be
limited because the decision-making processes lmjtsoare often measured in nanoseconds
and the information basis of those decisions may m® practically accessible to the
superviser. In such circumstances humans araate 6ut of the loop ..1*® Nevertheless,

that scenario still will leave the commander witke tduty to deactivate or override an

autonomous weapon system as soon as practicabtdattoming aware of its misuse.
V. Human Dignity and Individual Criminal Responsibility in the Hard Cases

As outlined in the proceeding sections, situatiovil arise where establishment of
individual criminal responsibility for events inwahg autonomous weapon systems will be
very difficult if not impossible. Professor Corrgaes forcefully that, in situations where no
fault for civilian injury or damage lies with soédis/operators, security forces or commanders
operating lethal autonomous weapon systems, thenfliance Commander,” i.e. the officer

in charge of the procurement process of the newnamous weapon system, should bear

Set to Stop Operating,” The Christian Science Monitor 23 June 2012,
<http://lwww.csmonitor.com/USA/2012/0623/Stuxnet-eplveapon-set-to-stop-operating>.

146 C Heyns, ‘Report of the Special Rapporteur on &utlicial, Summary or Arbitrary Executions,’
A/HRC23/47, 9 April 2013, para. 41, <https://docuntsedds-
ny.un.org/doc/UNDOC/GEN/G13/127/76/PDF/G13127762@fenElement>.
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criminal responsibility for the ‘misconduct’ of theitonomous weapon systéf. In Corn’s

view, standards for validation of new autonomouspes systems should be high enough to
ensure their consistent functioning within theirefseen use and capacity. When the
‘Compliance Commander’ approves the new weaporesysthe argument continues, she
takes responsibility for ensuring that these steaglhave been met, and for failures that occur

when the system does not operate according to gtasdards®

Lex ferenda criminal responsibility for ‘ComplianG®mmanders’ may be appropriate if
evidence exists that she intentionally and knowirgpproved the procurement of a flawed
autonomous weapon system, or did so recklesslyowitHirst validating the systems
capabilities, all possible failsafe mechanismssalh-systems, etc. Similarly, designers who
deliberately create autonomous weapon systemsvithdiail to comply with international law

should incur criminal liability.

However, if no such evidence of intentional matéezce exists, there would appear to be
no basis — absent a ‘strict criminal liabilt§® standard - for penal responsibility for the
‘Compliance Commander’ or the weapon designer. e&aemmentators argue that strict
criminal liability violates international human hitg norms such as the rights to a fair trial, in

particular the presumption of innocerfé@. Indeed, the ICTY Appeals Chamber implicitly

147G Corn, ‘Autonomous Weapon Systems: Managing tieitability of “Taking the Man Out of the Loop,”
draft paper presented to Conference Autonomous Weapon Systems — Law, Ethics, Poficgademy of
European Law, European University Institute, Fleer24 April 2014, 9 — 10 and 13 (concerning theeduof

the ‘Compliance Commander’ vis a vis autonomouspeaasystems).

148 |bid. The control algorithms that comprise artificiataligence for autonomous systems are created and
tested by teams of humans. ‘Unmanned SystemsraieejRoadmap FY2013-2038,” United States Depattmen
of Defence, 67, <http://www.defense.gov/Portalstididments/pubs/DOD-USRM-2013.pdf>. High testing and
validation standards should detect negligent oeniibnal ‘mis-programming’ of component systems of
autonomous weapon by computer programmers and reesigpf these weapon systems. Detection and
correction of such mistakes before the autonomoeapan system reaches the battlespace reduce cencern
about how to hold scientists, engineers, computegrammers, etc. accountable when the autonomoapoms
systems that they help to design and manufactirsesuently are employed in violation of internagiblaw.

149 One definition of ‘strict criminal liability’ refes to offences where, with respect to at leastedement of the
actus reus, ‘the offender’'s mental state is irr@tév D Prendergast, ‘The Constitutionality ofi&tiLiability in
Criminal Law,” 33Dublin University Law Journa2011), 285, 286.

1503, salako, ‘Strict Criminal Liability: A Violatio of the Convention?’ 78ournal of Criminal Law (2006),

531 at 537 and 549.
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rejected the use of strict criminal liability whé&nobserved that the principle of individual
criminal responsibility ‘requires that fundamentalaracteristics of a war crime be mirrored

in the perpetrator's mind>*

Furthermore, the mens rea requirement common toirca law makes an important
contribution to the fulfilment of human dignityimplicit in the requirement that conduct, to
be ‘criminal,” must be intentional is the importanthat humans develop powers of self-
restraint™>? Part of personal autonomy and the developmettieohuman personality is the
ability to make independent, moral judgments almé’s own conduct. Expansion of the
strict liability doctrine to include conduct duriregmed conflict and/or civil strife will have
the perverse result of undermining the sense afopmal accountability that lies at the heart of
international humanitarian and human rights la®]rinciples of fundamental justicé>® as
well as human dignity, therefore, militate agaitist application of a strict liability criminal

standard to serious violations of international.law

Under the lex lata, therefore, cases will arise r@h@ssignment of individual criminal
responsibility is impossible in the face of allagas of unlawful use of autonomous weapon

systems. For the reasons described at the sténtso€hapter, this ‘accountability gap' is

131 JudgmentProsecutor v. Mladen Naletilia.k.a. ‘Tuta,” & Vinko Martinou, a.k.a. ‘Stela,’ No. IT-98-34-A,

3 May 2006, para. 118. The Chamber held that,emrently, in cases involving allegations of resjiutity for
grave breaches of the Geneva Conventions, theiplénof individual guilt requires that the Prosaouatprove
the accused’s awareness of factual circumstandablishing the armed conflict’s international chaea. 1bid,
para. 121. Nevertheless, as Henri Decoeur obsethesintroduction to the chapter called ‘Article \&/ar
Crimes’ in the ‘Elements of Crimes’ of the ICC pides that ‘there is no requirement for awarenesshiey
perpetrator of the facts that established the cibaraof the conflict as international or non-int&tional.’
<http://www.icc-cpi.int/NR/rdonlyres/336923D8-A6 ADBEC-AD7B-
45BF9DE73D56/0/ElementsOfCrimesEngpdf Arguably, this provision, if it supersedes Ak 30 of the
Rome Statute, permits conviction of accused for wames although she lacks this particular mens rea
Decoeur, ‘Avoiding Strict Liability in Mixed Conftits: A Subjectivist Approach to the Contextual Egrnof
War Crimes,’ 490 — 491.

324 Hart, ‘Punishment and the Elimination of Respbitisy,” in Punishment and Responsibility: Essays in the
Philosophy of LawOxford, Clarendon Press, 1963), pp. 182 — 183.

153R. v. Finta [1994], 815.

1% Human Rights Watch argues that significant chaksnexist, under both direct and superior theasfes
criminal liability, to establish individual crimihaesponsibility for offences that occur due to &mployment of
lethal autonomous weapon systems. ‘Mind the Gdm Tack of Accountability for Killer Robots,” 9 Apr
2015, https://www.hrw.org/report/2015/04/09/mind-gap/leatcountability-killer-robots
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an affront to the dignity of (at least) victims s#rious international crimes. To determine
whether this accountability gap and loss of digistyolerable in a modern society, we must
consider the consequences for the dignity interebtgotential accused, i.e. persons who
design, procure, use and/or programme lethal antone weapon systems, if society lowers

the standards for liability for crimes perpetratgth these weapons.

Preliminarily, in the face of insufficient evidenoémens rea or other elements of crimes,
‘... the simplest way to overcome allegations of imipy is to over-extend individual

responsibility.*>

Nevertheless, as discussed above in the contexstrct liability,
measures that lower the bar for criminal liabilitgrease the risk that accused will be unable
to fully exercise their rights; in particular theepumption of innocend8® Due to the
potential for loss of liberty upon conviction, amcased ‘has at stake an interest of
transcending value ..>" Thus, laws and legal proceedings that do nafally protect the
rights of accused are, by definition, unfair anel tonviction of innocents are gross violations

of their dignity*®

In essence, when we respect important criminal pawciples, such as nullum crimen,
nulla poena sine lege, we tacitly acknowledge thpaissibility that criminal law today will
meet every possible future contingeli@and accept that some individuals will not be held
accountable for aberrant behavitt. That helps to explain why no democratic system of

justice is one hundred percent effective and wedwinented absencesof criminal

1% H Liu, ‘Refining Responsibility: Differentiatingwo Types of Responsibility Issues Raised by Autooas
Weapon Systems, p. 342.

136 This right is enshrined in numerous internatidmaian rights declarations and treaties. Art. JIURHR;
Art. 14 (2), ICCPR; Art. 8 (2), ACHR; Art. 7 (1), @hHPR. The presumption of innocence is a ‘bedrock
“axiomatic and elementary” principle whose “enfaremt lies at the foundation” of criminal lawln re
Winship 397 U.S. 358 (1970), 363, citing Coffin v. UnitBthtes, 156 U.S. 432, (1895), 453.

157 gpeiser v. RandalB57 U.S. 513, 525 — 526 (1958).

%8 |In re Winship, p. 372 (Justice Harlan concurritigdlding that ‘it is far worse to convict an innotenan
than to let a guilty man go free’).

159G Finch, ‘The Nuremberg Trial and Internationair, 241 American Journal of International Ladv (January
1947), 20, 36.

10 Finch argued, correctly, that the proposition tiécriminals of a class must be punished, or nanall, is
untenable.lbid, p. 28.
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responsibility inevitably arise in modern warfafé. Without evidence of culpable mens rea
for the field commander, the programmer, the Coamgé Commander or designer, and
absent a ‘strict criminal liability’ standard, amniawful attack’ perpetrated with the use of an
autonomous weapon system will be analogous to &ihds of military incidents where there

is no human criminal responsibility. A limited @untability gap’ is the price society pays

to avoid a substantial ‘dignity gap.’

VI. The Design of Autonomous Weapon Systems, Accountability and the Function of
International Criminal Law

Previously in this chapter | described how a fumtig system of international criminal
law protects the human dignity of persons who pgdite in armed conflict and/or law
enforcement situations. The professional ethaggponsibility and accountability for one’s
actions — essential qualities of superiors in modeilitaries®® — helps to preserve the dignity
of all actors in times of war and civil strife. @murrently, international criminal law assists
society to re-affirm and re-adjust the rights o imembers following violations of
international law®® The increasing use of autonomous weapon systeesems advantages

as well as challenges to systems of criminal resibdity.

181 For example, in September 2009, Colonel Georg KleiGerman commander serving in ISAF in Kunduz
province in Afghanistan, ordered an airstrike ofu@ tanker that had been stolen by members ofAfighan
Taliban. The strike allegedly killed over a hurdlreivilians. In April 2010, German prosecutor#jng
Colonel Klein's lack of knowledge of the presendewilians at the bombing site, declined to chatmonel
Klein for criminal responsibility for the civiliadeaths. Susan Houlton, ‘German Prosecutors Drgp 8gainst
Kunduz Airstrike Colonel,’DW, 19 April 2010, <http://www.dw.de/german-prosecgstdrop-case-against-
kunduz-airstrike-colonel/a-5483181-1>.

%2 b Ssaxon, ‘A Human Touch: Autonomous Weapons, DORedive 3000.09 and the Interpretation of
“Appropriate Levels of Human Judgment Over the ldéd~orce,” in N Bhuta, et. al. (eds.), Autonomous
Weapons — Law, Ethics, Policy, pp. 196 and 2001~ 20

183 Following World War I, the lead U.S. prosecutotdt the judges at the International Military Tritahrat
Nuremberg that ‘[t]he real complaining party at ydar is Civilisation°® R Jackson, ‘Presentation of the Case
by the Prosecution’ (21 November 194%he Trial of German Major War Criminals: Proceediof the
International Military Tribunal Sitting at Nurembgy Germany Part | (20 November 1945 to 1 December
1945), London, 1946, p. 86.
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Responsibility — in the sense of accountabilitydaors and criminal conduct — is also a
design challeng®* This section explains why a co-active design tetya for lethal
autonomous weapon systems will maximize the pdakeritr accountability when these

weapons are used in violation of international law.

A co-active design of lethal autonomous weapon esyst advances efforts at
accountability on two dimensions. First, by ‘bunig-in’ human-machine teamwork for
complex decisions, it forces human commanders gretators to conserve, rather than
abdicate, their own sense of moral and legal respoity and accountability for the results of
attacks using these weapons. In doing so, it perine development and use of ‘tactical
patience’ so that commanders may avoid mistakesrascbnduct®® In addition, a co-active
design provides more opportunities for soldiers anthmanders to adjust the behavior of
autonomous technologies, including, for example, ahility to modify artificial intelligence

software!®®

Second, a co-active design increases the posgibi@t a functioning system of
international criminal justice will hold accountalthose commanders or operators who use
autonomous weapon systems for the commission ohesti The violent and chaotic

conditions of armed conflict and civil strife ofteeduce the quality and effectiveness of legal

164°3 van den Hoven, et. al., ‘Why the Future Needs Tdslay: Moral Responsibility and Engineering
Autonomous Weapon Systems,’” Presentation to 201Btikte of Experts on Lethal Autonomous Weapon
Systems, Convention on Certain Conventional WeagponsApril 2015, p. 2,
<http://www.unog.ch/80256 EE600585943/(httpPage BRBE22EC75A2C1257C8D00513E26?0penDocu
ment>.

185 Tactical patience’ refers to a commander's catyaci delay engagement and/or the use of forcé singi has

a more complete awareness of her battlespace auifispsituation. See General T McHale, ‘Execeativ
Summary for AR 15-6 Investigation, 21 February 2@IYCAS Incident in Uruzgan Province,” Headquarters
United States Forces - Afghanistan, p. 2, <httpwiurs.nato.int/images/stories/File/April2010-
Dari/May2010Revised/Uruzgan%20investigation%2Ofirggi. pdf>.

186 p Margulies, ‘Making Autonomous Weapons Accourgalfommand Responsibility for Computer-Guided
Lethal Force in Armed Conflict,’ in J Ohlin (edBesearch Handbook on Remote Warf@ikmrthampton,
Edward Elgar Press, Forthcoming 2016).
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reviews of the conduct of soldiers and law enforeempersonnef®’ Situations arise,
however, where judicial intervention is necessahjlevconflict is ongoind®® Absent a co-
active design, high-speed autonomous weapon sydtether limit the possibility for courts
and lawyers to review compliance with internatiohaimanitarian law (and international

human rights law) during hostilities.

A slower, co-active design that permits human-maehteamwork will produce
opportunities for more effective legal review oéthse of force during conflict or civil strife
and provide more opportunities for intervention wheecessary. If legal interventions are
effective, fewer violations of international lawashd occur and, when they do, international

criminal law mechanisms — the adjustment of rightgill be more successful.

Regardless of whether legal reviews occur durimgsobsequent to events, the
electronic and virtual records of activities of@utmous weapon systems should increase the
accuracy and fairness of the accountability pracegdthough the location of proof —
particularly of mens rea - always represents alehgé for prosecutors, one advantage of the
sophisticated technology found in autonomous weap@tems is that the systems can be
designed to leave an electronic ‘footprint’ of inmfamt decisions by commanders and
programmers®® The more interdependent the weapon system’s deshgn larger the
‘footprint.” Thus, although a review may occureafthe-fact, a co-active design facilitates
the contemporaneous documentation of decisioneaadts that may constitute violations of

international law.

Indeed, to ensure compliance with international, ldasigners of autonomous weapon

technology must include a sub-system of electroecording of commanders’ operational

187 physicians for Human Rights v. IDF Command®eparate Opinion of Justice D. Beinisch, HCJ 4744
[2004] IsrL 200, p. 227, kttp://elyonl.court.gov.il/Files ENG/04/640/047/408047640.a03.pdf
168 ||hi

Ibid.
19 M Sasséli, ‘Autonomous Weapons and Internationaminitarian Law: Advantages, Open Technical
Questions and Legal Issues to Be Clarified,1®@rnational Law Studies308, 316 and 338.
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and targeting decisions such as: 1) identity ofdt{s), 2) anticipated location of moving
targets, 3), anticipated civilian injuries, 4) aipgated damage to civilian objects, 5)
description of anticipated military advantage cgfierby neutralization of target, 6) pre-
cautionary measures (if any) taken to avoid cimiligjuries and damage to civilian objects, 7)
foreseeable capacities of the autonomous weapoensyselected for use, €tC. In addition

to the evidentiary trail produced by such electrorecords, the creation of an obligatory
record of human decisions and evaluations of iatéwnal legal obligations — and the
possibility of accountability - will focus the miadf field commanders and law enforcement

officers so as to avoid criminal conduct.

Decisions about design, therefore, are directlateel to future findings of individual
criminal responsibility for misdeeds committed wigithal autonomous weapon systems. The
preservation of human dignity is the value thatsriiom the design phase of the weapon
systems through to criminal prosecutions and aslcepuntability mechanisms. The use of a
co-active design serves to protect and enhancdigmity of the users of these autonomous

weapons as well as the victims of their misuse.
VII. Conclusions

‘Combat involves both lawful and unlawful killingnjury and destruction:”*  When
armed forces, state security forces and organizedd groups employ lethal autonomous
weapon systems, an effective international crimifed structure ensures that (most)
operators of these systems will fulfill their inégelent legal duties, and, therefore, preserve
their dignity. Similarly, when crimes do occurfuenctioning system of international criminal
law serves to restore, to some degree, the digityctims and, possibly, that of the alleged

perpetrators as well. Superiors and operatorsetifial autonomous weapon systems,

170G Corn, ‘Autonomous Weapon Systems: Managing ieeitability of “Taking the Man Out of the Loop.”
LW Fenrick, ‘The Prosecution of Unlawful Attack @asBefore the ICTY, 7Yearbook of International
Humanitarian Law(2004), 153, 156.
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therefore, must be held accountable — to the ggea&etent possible -- if they use these
machines intentionally or recklessly to commit ses violations of international
humanitarian law and/or international human righas.. Given the different ‘dignity
interests’ at stake, limited situations where imndlinal criminal responsibility is absent are

tolerable, if not by public opinion, at least byamational law.

Thus, the preservation of human dignity — bothgotential and actual perpetrators as
well as victims -- is an intrinsic part of interiatal criminal law. The discussion in this
chapter has demonstrated that the development ssmadfuautonomous weapon systems will
not result in a dramatic new ‘accountability gapt Berious violations of international law.
Indeed, due to the ability of advanced electromichhology to record the behaviour of
humans and weapons, employment of autonomous tleghe® may provide new evidentiary
avenues for determining the individual criminalpessibility of operators and commanders.
Nevertheless, this advance in accountability casustained only as long as co-active designs
for lethal autonomous weapon systems are the sthndss the speed of lethal autonomous
weapon systems increases, however, and human-reaaténdependence declines, it will be
more difficult to use the value and process of aotability to protect the human dignity of

combatants and victims of crimes.
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