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Preface

Investigating Cybercrime reflects my research journey into the topic of criminal 
investigations that involve cybercrimes. At the start of my PhD research in 
2010, I had the ambition to examine the phenomenon of ‘high-tech crime’. 
I soon found out that criminal substantive law, i.e., the law that deals with 
criminalising certain behaviours, with regard to cybercrime was already up-
to-date in the sense that Dutch law complies with international obligations in 
that regard. The real challenge with cybercrime lies in criminal procedural law 
and mutual legal assistance matters, so that became the focus of my research.

Criminal procedural law regulates, amongst other things, privacy-infringing 
investigative methods. Over time, I learned that much ambiguity exists con-
cerning the regulations for using investigative methods in a digital context. 
The ambiguity on the applicable regulations hinders evidence-gathering activ-
ities and thereby also impedes the combatting cybercrime. Such ambiguity 
with respect to digital investigative methods is detrimental to the rule of law, 
since a key element of the rule of law is legal certainty. Individuals involved in 
criminal investigations should know the scope of the investigative powers and 
the manner in which they are applied by law enforcement authorities. Regula-
tions for digital investigative methods are, however, often either non-existent 
or ambiguous. In part, this can be explained by the quick advancements in 
information and communication technology (ICT) that have not been taken in 
consideration in legislation.

In a broader perspective, it is also problematic to apply principles from 
mutual legal assistance to ‘the digital jungle’ of the Internet. In that ‘jungle’, 
law enforcement authorities of many different States use digital investigative 
methods across State borders, without physically leaving their own territory. 
The cross-border unilateral application of digital investigative methods can 
violate the territorial sovereignty of other States and can affect the rights and 
freedoms of individuals that live abroad. The cross-border unilateral applica-
tion of digital investigative methods fundamentally affects the current fabric 
of international cooperation in criminal matters.

In this PhD thesis, I hope to provide more insight into the workings of cyber-
crime investigations and to contribute to the creation of a legitimate legal frame-
work that regulates digital investigative methods. The manuscript was closed 
on 24 October 2016. Any changes in the law that have since occurred could not 
be included. Let us now start with addressing the fascinating questions that 
cybercrime and digital investigations provide. I wish you pleasant reading.

Jan-Jaap Oerlemans
October 2016, Leiden
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