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Primality Testing and Jacobi Sums
By H. Cohen and H. W. Lenstra, Jr.

Abstract We present a theoretically and algonthmically simplified version of a primality
testing algorithm that was recently invented by Adleman and Rumely The new algonthm
performs well in practice It 15 the first pnmality test 1n existence that can routinely handie
numbers of hundreds of decimal digits

1. Introduction. Most modern methods to determine whether a given number 7 15
prime are based on Fermat’s theorem and 1ts generalizations This theorem asserts

that
(11) if n1s prime, then
a"=agmodn forallae Z
Thus, to prove that a number 1s composite, 1t suffices to find a single integer a for
which a” £ amodn, here a”modn can be efficiently calculated by repeated squar-

ings and multiplications modulo n
To prove that n 1s prime, however, we need a converse to (1 1) Two problems

present themselves i this connection
The first problem 1s that the direct converse of (11) s false the composite
anumbers

561=3 11 17, n=1105=5 13 17,
1729 =7 13 19, n=2465=5 17 29

n
n

It

also have the property that " = amodn for all a € Z Such composite numbers are
called Carmichael numbers, and there are probably infinitely many of them

The second problem 1s that even 1f the converse of (1 1) were true, 1t would not
help us much, since checking all integers @ (modn) 1s not computationally feasible,
even for moderately sized n

To solve the first problem we replace (1 1) by a stronger assertion We discuss two
ways to do this

The first depends on the Jacob: symbol (%), which 1s defined for a, n € Z, n
positive, gcd(2a,n) = 1, see [5, Section 9] It can be calculated efficiently by means
of the quadratic reciprocity law From the defimition of (7) 1t follows that

(12)  1fnisan odd prime, then

g b2 = (%) = +1modn foralla € Zwith ged(a,n) = 1
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The converse of (1 2)1s also true [14}, [23] More precisely, if #1s odd and composite,
n > 1, then the congruence 1 (12) 1s vahd for at most half of all a (modn) with
gud(a,n) =1

Another strengthening of Fermat’s theorem that admits a converse rcads as
follows

(13) if n1s prime, then for any commutative ring R we have

(a+b)'=a"+b"'modnR foralla,b e R

Here nR denotes the 1deal {x + x + + x (nterms) x € R} of R To prove (1 3)
one just observes that the binomal coefficients (), 0 <1 < n, are divisible by n1f n
is prime For R = Z, we obtam (1 1) from (1 3) by putting b = 1 and using induction
ona

It can be shown that the converse of (13) 1s also true if » > 1, and the
congruence 1 (1 3) 1s vald for all commutative rings R and all a,b € R, then n 1s
prime It suffices, in fact, to take R = Z[ X}, a = X, b = |

The primality test that we shall describe in this paper combines (1 2) and (1 3) the
congruences on which our test 1s based are obtained from (1 3), and they generalize
(12)

We are still faced with the second problem 1t 1s not computationally feasible to
check the congruence mn (1 2) for all ¢ (modn) with ged(a,n) = 1, nor to check the
congruence in (1 3) forall R, a, b

Several methods have been proposed to get around this problem The first 1s to
sacrifice certamty 1if n passes the test i (1 2) for 100 randomly chosen values a € (1,
2, ,n— 1} thenitis overwhelmingly likely that n 1s prime For an even better test
of this nature, due to Miller and Rabin, we refer to [19], [21], [8, p 379]

The second method relies on future developments 1n analytic number theory if
the generalized Riemann hypothesis 1s true, and 7 1s an odd integer > 1 that passes
the test i (12) for all primes a not dividing n with a < 70 (logn)?, then n 1s a
prime number (cf [19], [24]) But even 1i the generalized Riemann hypothesis were
proved, the practical value of this method would be questionable For a typical
100-diget number this method 1s approximately 500 times as slow as the algorithm
described 1n this paper, although asymptotically 1t 1s faster

The final method 1s presently the only one that leads to rigorous primality proofs
It consists of subjecting n to a series of tests, simular to those in (12) and (1 3), with
the following two propertuies First, if n 1s prime then 1t passes the tests Secondly, if
n passes the tests, then information 18 obtained about the possible divisors of » This
information should eventually lead to the conclusion that 1 and n are the only
divisors of n, so that n 1s prime

To describe the type of mformation that 1s obtained, we let H be a group, and ¢ a
map from the set of divisors of n to H with the property that Y (rr') = Y(r)g(r') if
rr divides n If n passes the tests, then 1t follows that for suitable choices of H and ¢
we have

(14) Y (r)1sapower of Y(n), for every divisor r of n
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Thus 1t appears that one 1s trying to prove n prime by means of the following trivial
primality criterion

s an integer #n > 1 1s prime if and only 1if all divisors of n
(13) are powers of n

The above general description applies in particular to the tests of Lucas and
Lehmer, improved by Brillhart, Lehmer and Selfridge [2] and generalized by
Williams (see [26] for references) In these tests one takes H = (Z/sZ)*, the group of
units of Z/sZ, where s 1s an mnteger that 1s built up from known prime divisors of
n' — 1fort=1,2,34,6, and one puts ¢ (r) = (rmods) for r dividing n If (1 4) 1s
true for this choice of H and , and s 1s sufficiently large, e g s > n'/?, then 1t 15
easy to find all divisors of n and in particular to decide whether n 1s prime 1In [16,
Section 8] 1t 1s shown how larger values of ¢ can be used For a discussion of these
tests from the point of view of algebraic number theory we refer to {17}, here H
arises as the Galois group of a suitable extension of the field Q of rational numbers,
and v 1s the Artin symbol

The primality test that was recently invented by Adleman and Rumely [1, Section
4] also fits the above description, although this may not be clear from the way 1t 1s
formulated 1 [1] In this algorithm one tests a collection of congruences involving
Jacobi sums 1n cyclotomic rings Using the higher reciprocity laws from algebraic
number theory, one shows that any » satisfying all these congruences also satisfies
(14), with H = (Z/sZ)*, y(r) = (rmods) for an auxiliary number s that 1s coprime
to n This number s 1s a squarefree integer exceeding n'/2, and 1t 1s selected in such a
way that

a' = 1mods foralla € Z with ged(a,s) = 1,

where 1 1s a relatively small squarefree positive mteger

In this paper we present a theoreucally and algorithmically simplified version of
the test of Adleman and Rumely The theoretical simplification 18 achieved, as n
[16], by considering Gauss sums mstead of Jacobi sums Thus allows us to bypass the
higher reciprocity laws that were used .n [1] Our approach has the additional
advantage of working for nonsquarefree values of ¢ and s as well

From an algorithmic pomnt of view the Gauss sums appearing in our test are
distinctly inferior to the Jacobr sums from [1], since the latter belong to much
smaller rings For this reason 1t 1s important to reformulate our test in terms of
Jacob: sums This 1s done with the help of techniques that are famihar from the
theory of cyclotomic fields The reformulation results i congruences involving
Jacob: sums that are simpler to test than the congruences appearing in [1]

It will be seen that assertrons of the form (1 4) play an important role in this
paper The choice H = (Z/sZ)*, y(r) = (rmods) was already mentioned Further,
we shall consider H = C*, the multiplicative group of nonzero complex numbers,
and y equal to a character, as defined in Section 6 Finally, for several small primes
p we shall take H = Z7, the group of p-adic units, discussed 1n Section 5, in this case
¥ 1s defined by (r) = r? !

W G Dubuque programmed the test of Adleman and Rumely in Machsp for a
DEC KL-10 computer at the Massachusetts Institute of Technology He used 1t to
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prove the prnimahty of a 62-digit number wn 6 hours This does not compare
favorably with the older tests discussed by Willtams [26] In fact, Willams never
found a prime number of this size that took more than 20 minutes to prove prime on
an Amdahl 470-V7 computer On the other hand, these older tests are slower for
sufficiently large n It should also be taken into account that Dubuque's tmplemen-
tation uses the standard multiprecision routines provided mn Machisp, which is
certainly not the most efficient means possible

Our algorithm has been implemented on the CDC Cyber 170-750 computer
system at the SARA computer center in Amsterdam Two programs have been
written, one in Pascal and the other in Fortran, both programs make use of
multiprecsion routines 1n Compass The Pascal program is the first prumality testing
program in existence that can routinely handle numbers of up to 100 decimal digits,
and 1t does so within approximately 45 seconds The Fortran program can deal with
numbers of up to 200 decimal digits, and 1t does so within approximately 10
minutes

The algorithm 1n this paper has been designed for optimal efficiency 1 practice It
15, however difficult to establish a rigorous upper bound for the running time The
running tume of the algorithm 1 [1, Section 4] has been analyzed by Pomerance and
Odlyzko [1, Theorems 1 and 3] They proved that, for each n > ¢¢, the algorithm
ternunates within O(k(logn) !oeloeioemy steps with probability at least 1 — 27, for
every k > 1, here c 1s an absolute, effectively computable constant The same upper
bound can be shown to hold for a suitable version of our algonthm, cf (11 6)(b) For
another version an O((logn)¢'°8°gloe") ypper bound can be rigorously established 1f
the truth of the generalized Riemann hypothesis 15 assumed We do not go into the
details of this analysis since there exists a different algorithm for which this upper
bound can be proved without any unproved assumption This algonthm, also due to
Adleman and Rumely, 1s described in [1, Section 5], and a simplified version i |16,
Section 5] It is, however, not of practical importance

The present paper draws upon a number of techniques from algebra and number
theory that have not traditionally been used 1n primality testing We have therefore
attempted to keep the exposition as self-contained as possible The contents of the
paper are as follows

A brief outhne of our algorithm, in three stages, 1s given 1 Section 2 Section 3 18
devoted to the last stage, and Section 4 to the first The central stage occupies
Sections 5 to 11 In Sections 5 and 6 we collect the properties of p-adic numbers and
characters that we need In Section 7 we show how Gauss sums can be used to
generalize the test m (12) The reformulation n terms of Jacobi sums occapies
Sections 8 and 9 In Section 10 we shall see how algorithms related to finite fields
lead to additional improvements, under certamn conditions Section 11, finally,
describes the central stage of the primality testing algorithm A detailed description
of the entire algorithm, from a computational point of view, 1s contamned n Section
12 The actual implementation 1s discassed 1in Section 13

By Z, Z,, Q, C we denote the ring of integers, the nng of p-adic integers (see
Section 5), the field of rational numbers, and the field of complex numbers,
respectively The number of times that a prime number p appears in m 1s denoted by
v,(m), form € Z, m = 0 (cf Section 5) By r|m we mean that r 1s a divisor of m, 1 ¢
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a positive 1nteger dividing m Rings are supposed to be commutative with 1, and
subrings have the same 1 The group of units of a ring R 1s denoted by R* For §

U

2. Outline of the Algorithm. We give a bricf description of our primality testing
algorithm 1n three stages Let n be the integer to be tested for primality, and assume

thatn > 1
Stage 1 Select two positive integers / and s with the following properties

m?

0., G, see Section 7

21 r1s“small”  (see Section 4),

(22) s>n’? (or s > n'/?, see Section 3),

(23) a' = Imods foralla € Z with ged(a,s) = 1,

(24) the complete prime factorizations of ¢ and s are known

See Section 4 for more details concerning the selection of 1 and s
Continuing Stage 1, check that ged(sz,n) = 1 using the Euchdean algorithm, 1f
ged(st,n) = 1, then a prime factor of 7 1s found, by (2 4), and the algorithm halts
Stage 2 Subject n to a senes of tests simular to the test i (12) If 1t fails to pass
any of these tests, then n 15 compostte and the algorithm halts Otherwise, attempt to
prove the following assertion, using the information obtained from the tests

for every divisor r of n there exists 1 € (0,1, , ¢~ 1} such

(25) that r = n'mods

The theoretical possibility exists that this attempt 15 unsuccessful within a reasonable
time hmit In this case one may tell the algorithm to halt with the message that 1t has
not been able to decide whether » 1s prume or not

A more detailed description of Stage 2 1s found 1n Section 11

Stage 3 1f (2 5) has been proved, use (25) and (2 2) to factor n completely, and
hence to decide whether # 1s prime or not In Section 3 we shall see how this can be
done

Remark From the description of Stage 3 one should not get the impression that
the algorithm 1s helpful n factoring n i n 15 composite, since practically all
composite numbers will be elimiated in Stage 1 or Stage 2

3. The Final Stage of the Algorithm. Sappose that (2 5) has been proved and that
s > n'/2 To factor n completely 1t suffices to find all divisors r < n'/? of n Such a
divisor satisfies r < s and 1s, by (25), congruent to n'mods for some : € {0,
1, ,t¢-— 1) Hence,1f wedeterminer, by r, = n'modsand 0 < r, <s,for0 <: <,
and check which of the 7, divide n, then we obtain the complete prime factorization
of n

Next suppose that, besides (2 5), one knows only the weaker version s > n'/? of
(22) Then the prime factorization of n 1s found by applying the following result to
d=r,for1=0,1, ,t— 1, notice that ged(r,,s) = 1 since m Stage 1 we checked
that ged(st,n) = 1

(3 1) THEOREM Let d, s, n be positive integers satisfymg ged(d,s) = L and s > n'/3
Then there exist at most 11 divisors of n that are congruent to d modulo s, and there 1s

an efficient algorithm determining all these divisors
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We refer to [15] for a proof of this theorem and for a description of the algorithm,
The running time of this algorithm, measured in bit operations, 15 O((logn)?), if
d < s < n. Its practical value remains to be tested.

4. Selection of Auxiliary Numbers. For a positive integer ¢ we define
e(t)=2 if £1s odd,
e(ty=2-  JI ¢"2"" iftiseven,

g prime, g~ 1j¢
with v, (1) as defined in the introduction. We recall the condition (2.3) to be satisfied
by the auxiliary numbers ¢ and s:

(2.3) a'= lmods foralla € Z with gcd(a,s) = 1.

(4.1) PROPOSITION. Let { and s be positive integers. Then condition (2.3) holds if and
only if s divides e(t).

Proof. For odd ¢ this 1s proved by taking a = —1 n (2.3). Let now ¢ be even. We
may clearly assume that s 1s a prume power: s = ¢, with g prime and m > 1. In this
case the proposition easily follows from the following well-known result [35, Section
5]. If g1s odd or m < 2, then (Z/q™Z)* 1s a cyclic group of order (g — 1)¢g™~'; and
if m > 3, then (Z/2"Z)* 1s the direct sum of a group of order two and a cychc
group of order 2”2, This proves (4.1).

TABLE 1. Values of e(t)

t e(?)
2 24
12=12%2-3 65520

60=2%.3 5 6.814 - 10°

180 = 22.32.5 2.601 - 103

840 =2°-3-5.7 8.644 - 10*

1260 =22-32.5-7 1.147 - 10

1680 =24-3-5-7 2.697 - 10

2520 =23-32.5.7 4.866 - 104

5040 = 24.32.5.7 1.532 - 10%?
15120 =24-3%.5.7 2.254 - 107
55440 = 2%-32-5-7-11 4.920 - 10106
110880 = 2° - 3%-5-7- 11 2.109 - 10"
720720 =24-3%-5.7.11-13 2.599 - 10%’
1441440 = 2°-32-5-7-11-13 1.669 - 1030
4324320 =2°-3*-5-7-11-13 7.928 - 10453
24504480 = 2°-3%2-5-7-11-13-17 4.795 - 108%6
73513440 = 2°-3*-5-7-11-13-17 7.082 - 1096¢
367567200 =2%-3%-52.7.11-13-17 6208 - 10"
1396755360 = 2°-3%-5-7-11-13-17-19 4.016 - 10'13

6983776800 =25-3°-5%.7.11-13-17-19 7.471 - 103010
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(4 2) We now describe the selection of f and s 1n Stage 1

First one chooses a positive nteger ¢ for which e(1) > n'/? or e(t) > n'/3,
depending on which algorithm 1s used m Stage 3 In theory this can be done by
trying ¢ = 1,2,3, mn succession In practice it 1s more convenient to use a table
which 1s computed once and for all, and which gives the values of e(¢) for some
well-chosen 1ntegers ¢ An example 15 provided by Table 1, the values of e(r) are
rounded off downwards 1n this table From Table 1 we see that for n < 10" we can
take ¢ = 5040 1f the naive algorithm 1n Stage 3 15 used, while ¢ = 1680 suffices if we
employ the algorithm from (3 1)

For the value of ¢ that 1s chosen we write down the complete prime factorization
of e(t) This 1s done by histing all primes ¢ for which ¢ — 1 divides ¢, together with
the exponent m(q) of g m e(#), this exponent can be read from the definition of
e(t) It 1s also convement to write down the prime factorizations of the numbers
g — 1, since these are needed in Stage 2 For ¢ = 5040 = 24 32 5 7 all this has
been done m Table 2 This table 15, of course, a byproduct of the computations
leading to Table 1

TABLE 2 The prime factorization of e(5040), 5040 = 2% 32 5 7

gm?  gq-1 q"?" q-1 gm0 g -1

26 1 31 2 35 181 22 32 5
33 2 37 2% 32 211 2 357
52 22 41 225 241 2 3 5
72 2 3 43 2 3 7 281 2V 5 7

11 25 61 22 35 337 24 3 7
13 22 3 71 2 5 7 421 223 5 7
17 2* 73 2% 32 631 2 3 5 7
19 2 32 113 24 7 1009 24 32 7
29 22 7 127 2 3 7 2521 20 32 5 7

Next we have to choose s One way to do this 1s as follows First puts = e(r) I s
has a prime power factor g™ for which s/¢™(% 1s stll larger than n'/* (or n'/?,
depending on Stage 3), then we choose such a ¢™@ with ¢ as large as possible, and
we replace s by s/¢™? Ths 1s repeated until 1t 1s no longer possible

We describe a better way of choosing s Write e(t) = quLqm(w We restrict to
divisors s of e(t) of the form s = [T . ¢¢™? with § € E As we shall see 1n Section
11, each g € S gives rise to a certamn amount of work m Stage 2 of the algorithm
The running time needed by thie amount of work 1s proportional to a number w(q)
depending on ¢ The numbers w(q) depend on the implementation of Stage 2 and
they are best determuned empirically For a certan naive implementation a good
approximation to w(q) 1s given by

Y elpr ),

ppnme plg 1

where @ denotes Euler’s function [4, Section 5 5] In order to minimize the running
time we should now choose § such that X . ¢w(q) 1s as small as possible subject to
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the condition that s > n'/? or n'/* Putting S’ = E — S, we see that we have to
maximize £ . ¢ w(q) subject to the condition that ¥ . log(¢™?) < log(e(1)) —
(! or DHlogn This 1s an instance of the knapsack problem A well-known approxi-
mate solution method for this problem leads to the following way of selecting s First
puts = e(r) If s has a prime power factor ¢”“’ for which s/¢™(% s still larger than
n'/2 or n'/3, then we choose such a ¢”“> with w(q)/log(g"(?) as large as possible,
and we replace s by 5 /g™ Ths 1s repeated until 1t 1s no longer possible For more
subtle methods to solve the knapsack problem we refer to [18]

The final value for s 15 a divicor of e(r), so by (4 1) condition (2 3) 15 satisfied
Conditions (2 2) and (2 4) are also satisfied and below we shall see to which extent
(2 1) holds This finishes the description of algorithm (4 2)

We now discuss how small 7 can be chosen such that we have e(¢) > n'/2 or n'/?
From

e(1) <2t I/](d+ 1)
dlt
and eclementary estimates for the divisor function {4, Theorem 317] we obtamn the
following lower bound

/> (logn)(l e)(logloglog n), log 2

for all e > 0 and all n exceeding a bound depending on ¢ The following theorem
shows that this result 15 best possible, apart from the value of the constant in the
cxponent

(4 3) THrOREM There exists an effectively computable positive constant ¢ such that
or all n > e there 15 a positive integer t satisfying
p

t < (logn) ¥ and e(1) > n'/?

This 1s a sharpeming of a result of Piachar [20] that 15 due to Pomerance and
Odlyzko For the proof we refer to [1, Section 6] Pomerance and Odlyzko proved
that ¢ can even be chosen squarefree, this was necessary for the test of Adleman and
Rumely {1]

5. p-adic Numbers. Let p be a prime number In this section we recall, without
proofs a few basic properties of p-adic numbers For a fuller treatment we refer to
[22, Chapztre 1I] and [6]

A p-adic integer 1s a sequence (a,modp')7Z,, with (a,modp') € Z/p'Z, such that
a,,, = amodp' forall: > 1 The set of p-adic integers forms a ring, denoted by z,
under coordinatewise addition and multiphication We view Z as a subring of Z, by
dentifying @ € Z with (amodp')7_, € Z,

Let me Z, m=>1 The map Z, —» Z/p™Z that sends (a,modp')”_, to (a, mod
p™) 1s a surjective ring homomorphism with kernel equal to p”Z » This shows that
Z,/p"L, = Z/p"Z, so p-adic integers, when taken modulo p™, yield ordinary
integers modulo p™

Let £ be a finite abelian group of p-power order For a = (a,mod p")7., € Z,
and ¢ € E the element {* of E does not depend on m, for m sufficiently large, and
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we denote 1t by {“ This operation of Z, on E satsfies the familiar rules
(gn)” — gzu u’ §u b {ag»l)’
§uh — (g-zA)/” §1 — g’

for {,n € E, a,b € Z,, so 1t makes £ nto a module over Z,, see [10, Chapter 111,
Section 1]

A p-adic integer a 1s a unit of Z,1f and only 1f ¢ # Omodp, so Z;=1,-plL,
Every nonzero p-adic integer ¢ can be written 1n a unique way as ¢ = p™u with
m e Z,m>0andu € Zj, we write in this case v,(a) = m, and we put v,(0) = oo
This extends the function v, that was defined on Z — (0) 1n the introduction

Theset 1 + pZ,={a € Z, a=1modp}1sasubgroup of Z* Leta = (a,)%, €
1+ pZ, Then each a, has p-power order in {(Z/p'Z)*, so for x € Z, we can define
a‘ = (a})?, This makes 1 + pZ mto a Z -module Wniting a% = {(¢* x € Z,).

P’

we have

atr =1+ p"Z,form = v,(a — 1), provided

(51)

thatm > 1 andm > 21n thecasep = 2

There are group 1somorphisms

(52) ;= (2/(p= VD)X (14p2,) = (Z/(p -~ DZ)xZ, 1p33,
(53) 2% =1+2Z,={1,-1})x(l +4Z2,) = (2/22) X Z,,

see {22, Section 11 3], [6, Chapter 15, Section 7]

6. Characters. Let ¢ be a prime number A character x modulo g 15 a group
homomorphism from (Z/qZ)* to C* We extend such a character to a map
Z/qZ — Cby x(0modg) = 0, and we put x(a) = x(amodg) for ¢« & Z The set of
all characters modulo ¢ forms a group under multiplication We denote this group
by X,

It 1s well known that (Z/gZ)* 1s cyclic of order ¢ — 1 Let a generator g be
chosen Mapping x to x(g), we obtam an 1somorphism between X, and the group of
(g — 1)st roots of unity This implies easily

if x,y € (Z/qZ)* arc such that x{ x) = x(y)
(6 1) forallx € X ,thenx =y

Letq — 1 =11, ,,np"?’ be the prime factonzation of ¢ — 1, withk(p) = v,(g — 1)
For each prime p with k(p) > 1 we choose a character X, 4 € X, of order prp),
such a character 1s obtained by putting x, q(g) = §pA », & primitive p*(P)th root of
unity We write

(62) Y, ={x,, pprmeplg— 1}

It 1s easy to see that ¥, generates the group X,

(6 3) THEOREM Lt 1 and s be positive integers satisfying (23) and let n be an
integer satisfying n > 1 and ged(n,st) = 1 Write

v=U

Gls q prime
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with Y, as in (6.2). Assume that every prime p|t satisfies the following condition:

for every prime divisor r of n there exists | ,(r) € Z, such that

(6.4) r?=t = (nP= ") 10 the group 1 + pZ,.

Assume moreover that every X € Y, satisfies the following condition:

(6 5) for every prime divisor r of n we have x(r) = x(n)»") with [,(r)
as in (6.4), where p is such that the order of x 1s a power of p.
Then (2.5) 1s sausfied, 1.e for every divisor r of n there exists 1 € {0,1,..., t — 1) such

thar r = n'mods

Remark. Notice that /,(r) 1n (6.4) 1s uniquely determined 1if it exsts, by (5.2).
(5.3) In fact, we have /,(r) = log,r/log,n, where log[, denotes the p-adic logarithm
[25. Section 5.1} In (6.5) 1t 1s meaningful to speak about /,(r), since if x = x, ,,
then p divides 1, by (4.1)

Proof. We have n’ = 1 mods, by (2.3), so 1t suffices to consider prime divisors r of
n. Fix such an r, and let /(r) be a nonnegative integer satisfying

I(r) =1,(r)modp"” for every prime p|t;

here k( p) denotes a positive iteger that 1s chosen sufficiently large for the rest of
the argument to be vahd. In particular, we assume that the order of every x g €Y,
divides p"(”’ By (6.5) we then have

{,(r) r r
Xp o(r) =%, ()" =x, ()7 = x, (')

for every X, , € Y,. Let now g|s be a fixed pnime. Then the characters x » ¢ enerate
X,, s0 1t follows that x(r) = x(n'?) for all x € Xq. By (6.1) this imples that
r = n'" Y modgq. Put m(q) = v,(s). We claim that

(6.6) r = n"""Y mod g™,

If m(gq) =1, this has just been proved Suppose therefore that m(g) > 2. Then ¢
divides 7, by (4.1) and the definition of e(¢), so (6.4) holds for p = g. This yields

Fel = (”l/ ')/1(’)5 (ntl" 1)’(’) modq'”(‘”;

higy

here h(¢) 1s assumed to be so large that (n¢ ')
that the g-adic integer a = r - n /" satisfies

= lmodq™?. We now know

a = lmodg, a?" ' = lmodg™®,

The latter congruence implies that the muluiplicative order of @ modulo ¢™(? divides
g — 1, the former that it 1s a power of g. It follows that this order equals 1, so a = 1
mod ¢™(?. This proves (6.6).
Stnce (6.6) holds for any prime ¢ dividing s, we may conclude that r = n/" mods.
Here /(r) may be reduced modulo ¢, since n* = 1mods by (2.3). This proves (6.3).
(6.7) Remark. If (6.4) holds, then clearly for every divisor r of n there exists
1(r)€Z,withr?~" = (n? )", and we have

L(rr)=1,(rn)+1,(r,) forrr,dvidngn, I,(n)=1.

7. Gauss Sums. For any positive integer m we denute by U, the group of mth
roots of unity in C, and by {,, a primitive mth root of unity; so {,, generates U,,.

In this section we fix a prime number g, a prime number p, and a positive integer
k such that p* divides ¢ ~ 1 Further n 15 an integer with n > 1 and ged(n,pg) = 1.
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We put 4 = Z[{«,{,], the ring generated by { « and {,, and K = Q({,+,{,), the
field of fractions of A We let B be the subring A[1 /¢q] of K Every element of X has
a unique representation

)y a, §u8)
O<i<(p hpt ' 0gy<g-1
witha, € Q, cf [10, Chapter VIII, Section 3] To multiply two such expressions one
uses the rules

g—2
Al _
TR VY v SRR G D IR ¢
/=0

Restricting the coefficients @, , to Z one obtains the ring A An element of K belongs
to B if and only 1f the denominators of all of 1ts coefficients a,, are powers of ¢, and
1t belongs to the principal ideal nB of B 1f and only if, in addition, the numerators of
these coefficients are divisible by n

For x € Z, x #0 modp, let o, be the field automorphism of K for which
0. ($,¢) = ¢y and o,(§,) = §,, cf [10, Chapter VIII, Section 3] Let

G={0, 1 <x<p* x=#0modp)

Ths 1s the Galois group of K over Q({,) It 1s 1somorphic to (Z/p*Z)*, under an
1somorphism mapping @, to (x modp*) Denote by Z[G] the group algebra of G over
Z, see [10, Chapter V, Section 1} For u € B* and a = ¥, ;n,0 € Z[G] we define
u* € B*by

= [Jo(u)™

0€G
Thas operation of Z{G] on B* sausfies the rules
(u0)® = u®, — u*"F=u* uf,
u'B = (ua)ﬂ’ W = ",

for u,0 € B*, a,f € Z[G], 1 = 0, € Z[G}. so 1t makes B* into a module over Z[G]
Let x be a character modulo g of order p* The Gauss sum 7(x) associated to X 18
the element of 4 defined by

g—1
(71) m(x) = ; x(x)$;
We have
(72) rx)r(x™ ") =x(-1) gq,

see [25, Lemma 6 1(b)], [7, Chaputre 5, Proposition 7], so (x)"' = x(=D7(x “Y/q
€ B This imples that 7(x) € B*, so the expression 7(x)" ° m the following
lemma makes sense

(7 3) LEMMA If n s prime, then
7(x)""° = x(n) "modnB



308 H COHEN AND H W LENSTRA JR

Proof From (1 3) we obtain

g1

x(n)'7(x)" = ¥ x(nx)"{) modnB

v=1
g 1
= ¥ x(»)", (withy = nxmodg)

)1
=7(x)" .
and the lemma follows upon division by the umt x(n)"r(x)® This proves (7 3)

(7 4) This lemma will lead to the tests that were mentioned in Section 2, Stage 2
To see the connection with (1 2), we consider the case that x 1s quadratic, 1e has
order p* = 2 Then ¢ 1s an odd prime, and x 1s the Legendre symbol x(x) = (})
From (7 2) we see that 7(x)* = a, where @ = ( /) g¢. The automorphism o, 1s the
identity, so the congruence of the lemma 1s equivalent to ¢~ P/? = (£) modn Thus
1s the same as (1 2), smce (4) = (%) by the quadratic reciproaty law, which can, n
fact, be proved n this way

We return to the general situation We shall mvestigate what can, conversely, be
said about » 1if the congruence 1n (7 3) 1s known to hold For practical purposes it 1s
mmportant to build in some extra degrees of freedom, as expressed in the following
corollary

(7 5) COROLLARY If n is prime, then

T(X)(n a)f = X(”) "ﬁmodn
for any B € Z[G] and any ideal n of B with n € n
Proof Raise the congruence 1 (7 3) to the power B, this 15 allowed because

o[nB] = nB for allo € G Next use that nB C n This proves (7 5)
We shall make the following assumptions on 8 and n

(76) (=1,
(77) nnZ=nZ,  ofn]l=mn

The reader may think of B =1, n=nB If B=1X no, €Z[G], then (76) 1s
equivalent to

Y n x = 0modp

A8

The map sending { to {# 1s an automorphism of the group U, 1f (76) holds
Condition (7 7) will be mvestigated 1n Section 10

(7 8) THEOREM Let x be a character modulo g of order p*, and assume that
(79) 7(x)""° % = {modu for some { € Ux, some B & Z[G]
sausfying (7 6) and some deal 1 of B satisfying (77)
Assume further that condition (6 4) is sutisfied Then x satisfies (6 5),1 e
x(r) = x(m)""
for every disor r of n, with [ ,(r) as in (6 4) and 67
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Remark For given 8 and 1, the congruence (7 9) 1s true for at most one { Uy,
this follows from (7 17)

Proof. By (76) and ged(n,p) = 1 we can write { =7 " for some 5 € U, Let
1€ Z,1 > 0 We raise both sides of the congruence

(7.10) ()" % =4 "Pmodu
to the power ' _,n' ' g/, this 15 allowed because o,[11] = n. Using that

=1

(7’1”’0”) Zn’ I_jonjzn’wq:7 nu"znn
7=0

and writing u = 7(x)?, we find that

(711) un’—d,’, = n—mﬂmodn
for every 1 € Z,1 > 0. With = (p — 1) p* 1t follows that

A
att W

(7 12) "= Imodn.

Let now r be a prime divisor of n. Then we know from (7.5) that (7.10), with n, 1,
n replaced by r, x(r), B, 1s true, so the same holds for (7 11). Taking 1 = p — 1, we
obtain

(7.13) w’tob = ()T ?modrB
We shall combine (7 11) and (7.13) modulo the 1deal
r=rB+n,
which contains both rB and n.
By (6.4), we have r”~' = (n? ")) for some ,(r) & Z, Chooseme Z, m > 0,
such that
(7.14) m =1 (r) modp*.
From
PR NG L ((n” l)’n(”“"’ - 1) p(p=1m

1t then follows that
A
(7 15) Dp(rl)—l _ n(p—l)m) > vﬂ((np—l)ﬁ _ 1)’
and 1n particular, since the right-hand side exceeds k
(7 16) Pl = nPm DM modpk, of ! =glr m

We apply (7.11) to 1 = (p — 1)m, and divide 1t by (7.13); this 1s allowed since both
sides of (7.13) are unuts in B. Using (7 16), we then find that

1
nlr m_p —m)([’ hr?

"= (x(r)n ¥ modr

Let a be the largest divisor of n‘? b7 — 1 that 1s not divisible by p. If we raise the
congruence to the power a, then by (7 15) the exponent on the left becomes divisible
by n(P~ V" — 1 50 by (7.12) we obtain

] = (X(r)ﬂ_m)(p_w, B modr

Assume, for the moment, the following lemma
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(7 17) LeMMA. If { € U« sausfies {=1modr, then{ =1
Then we find

—m(p=Dr" Ba
(x(r)n=m)” = 1.
From (p — 1)r”"'a 2 0 modp and (7 6) 1t now follows that x(r) = 3™, so

x(r) ="

by (7 14) This we proved for prime divisors r of n By multiphicativity (cf (6 7)) 1t
holds for any divisor r of n In parucular, since /,(n) = 1, we obtam x(n) = 7, so
x(r) = x(n)»" for all r dividing n. This proves (7.8)

Proof of (71 17) We have an equality of polynomials

IT(x - 6) = (X7 = )/ - N='% x

the product ranging over all { & l]pA, ¢ = 1. Substituting 1 for X we find that

TT(-¢)=p

t=1
Therefore, if the lemma 1s wrong, we have p* € ¢t = rB + n, so p* =rx + y for
certain x € B, y € n. Upon multiplication by n/r ths would give p*n/r € n, so
pkn/r € nZ by (1.7). But r 1s a prime dividing n, and p 1s a prime not dividing n, so
this 1s impossible This proves (7.17).

We shall now develop several methods that can be used to prove that condition

(6.4), which occurs both in (6.3) and n (7 8), 1s satisfied. A different way to do this
can be found 1n Section 10; see (10 7) Our first two methods require that p > 3.

(7 18) PROPOSITION. If p > 3 and n?~' = | modp?, then condition (6 4) 1s satisfied.

Proof. By (5.1), the hypotheses tmply that (n?~ "% =1 + pZ, Since Ple
+ pZ, for all divisors r of n, 1t follows that (6 4) 1s satisfied This proves (7.18)

(7.19) THEOREM. Let x be a character modulo q of order p*, and assume that p > 3
Suppose that (19) s satisfied with a primitive p¥th root of umity §. Then p satisfies
condition (6.4).

Proof As i the proof of (7.8) we write { = n~"# with 5 € Uy. Since { 15 a
primitive p*th root of umty, the same 1s true for 9. Let u = 7(x)# Applymng (7.11)
tor = (p ~ Dp*~ !, we find that

Aot
(p hp -
n

u

(7.20) = 977" modn

Let r be a prime dividing n. Replacing n, 1, n by r, x(r), rB, as in the proof of (7 8),
we obtamn

(7.21) 2 U= 5 (r) P modrB.

We combine (7.20) and (7.21) modulo tr = rB + n. Let w denote the order of
(umodr) n the group (B/r)* Since 7 1s a primitive p*th root of unity, 1t follows
from (7.6) and (7.17) that n#* "' % 1 modr. Therefore (7.20) imples that « does
not divide n(»~ 17" ' — 1, but that 1t does divide p(n? ~Y?*"' — 1). Consequently
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we have
= (p=Dp* ' _
v,(w)=1+v,(n?7b? 1)
From (7 21) we see that w divides p(r?~ 7" ' — 1), 50
v(w) <1+ vp(r(”_‘)pA L~ 1)
It follows that
(7 22) vp(r“’““’k 1) > Up(n(p~|>pk g 1)

Notice that the equality sign holds 1f and only 1f x(r)?* ' = 1
From (7 22), (5 1) and the fact that p > 3 we obtan

L A P LAY

for some / € Z, Since Zj; contains no elements of order p, by (5 2), this immediately
implies that r?~ ' = (n?~")! Ths proves (7 19)

In the rest of thus section we take p = 2 and, consequently, n odd In this case an
important role 1s played by quadratic characters For such characters 1t 1s convement

to replace condition (7 9), with { a primitive 2nd root of umty (so with { = —1), by
a condition of the form a"~ "2 = —1 modn, cf (74)
(723) LeMMA Let a € Z, and suppose that a2 = —1 modn Then for every

divisor r of n we have vy(r — 1) > v,(n — 1), the equahty sign holding if and only if
(¢)= —1 In particular (3) = —1

Proof 1t 1s not difficult to see that 1t suffices to consider prime divisors r of n So
let » be a prime dividing n, and let w be the order of (amodr) n the group (Z/r Z)*
From a"~"/? = —1 modr 1t follows that v,(w) = v,(n — 1), and since w divides
r — 1 thus implies that v,(r — 1) = v,(n — 1) The inequality 1s strict 1f and only if w
divides (r — 1)/2, so 1f and only 1f a"~"/2 =] modr, and this 1s equivalent to
(¢) =1 Ths proves (7 23)

(7 24) PROPOSITION Suppose that n = 1mod4, and that there exists a € Z for
which a2 = —1 modn Then condition (6 4) 1s satisfied for p = 2

Proof Let r|n be prime By (7 23) we have v,(r — 1) > v,(n ~ 1), and v,(n — 1)
> 2 by hypothests From (5 1) 1t now follows that r € n%2, as required This proves
(724)

(7 25) PROPOSITION Suppose that n = 3mod8 and that 2" V%2 = —1modn Then
condition (6 4) 1s satisfied forp = 2

Proof Let r|n be prime By (723) we have either r = 1mod4 and (}) =1, or

r=3mod4 and ()= —1( Smce (3)=1 for r= +1mod8 and (3)= —1 for
r= +3mod8, 1t follows that we have either » = 1mod8 or r = 3 = nmod8 There-
fore one of v,(r — 1) and v,(rm™' = 1) 1s > 3 But 3 = v,(n® - 1), 50 (5 1) now

implies that r or rn~' belongs to (n*)%2 Hence r belongs to n?#2 U n'*2%2 = pZ: 4q

required Thus proves (7 25)
Remark 1f n = 3mod8 and 2""Y/2 = —1modn, then n 1s clearly not prime, by

(12)
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The case n = Tmod 8, which 1s not covered by (7 24) or (7 25), 18 most conveni-
ently dealt with by means of Proposition (10 8) Alternatively one can use the
following theorem, which 1s the analogue of (7 19) We use the notation introduced
at the beginning of this section

(7 26) THEOREM Let x be a character modulo q of order p*, with p = 2 and k > 2
Suppose that (19) 1s sausfied with a primitwe 2*th root of umity { Suppose also that
g™ "? = —1modn Then condition (6 4) is satisfied for p = 2

Remark Suppose that n 1s prime, and that (7 9) holds with a primitive 2 th root

of unity { We claim that the extra condition ¢ /2 = — 1 modn 1s then satisfied

To prove this, we first note that { = x(n) "# by (75) and (717), so x(n) 1s a
Aol

primitive 2¥th root of unity, and x(n)> = —1 Let y be the quadratic character

x* ' Theny(n)= —land y(—=1)= x(—1)* "= 1, so by (72) and (7 3) we have
g2 = r(¢)"" ! = Y(n) = ~ 1 modn, as required
It follows that n 1s composite if 1t does not pass the extra testg!” "2 = — Imodn
Proof of (726) In the case that n = 1mod4 the theorem immediately follows from
(7 24) Assume therefore that n = 3mod4 As in the remark above, let § = sz ' Let
r be a prime divisor of n Arguing as in the proof of (7 19), we find that

(727) 0,(r* "= 1) > 0,(n* ' - 1)

(cf (722)), the equality sign holding 1f and only 1f Y/(r) = —1 Since k > 2 we have
v,(n? ' — 1) = 3,50 by (51) we have r2* ' = n? " for some / € Z, By (5 3), the
only roots of unity in Z, are + 1, so r = +n' The remark about the equality sign in
(7 27) implies that /15 odd if and only if Y(r) = —1 This can also be formulated as

Y(r)= (-1
Notice that ¢(r) = (¥), by applying (7 4) with ¢, r in the role of x, n, and using
that ¥(—1) = 1 Therefore the extra conditton ¢* "2 = —1modn and Lemma

(7 23) imply that
v,(r = 1) = v,(n = 1), withequality if and only if Y(r) = —1

Since n = 3mod4, this can also be formulated as r = Y/(r) mod4 From r = y(r) =
(- 1)/ = n'mod4 1t now follows that the plus sign i r = +n’ must be vald

This proves (7 26)

(7 28) Remark The complications that arise in the case p = 2 disappear if, for
p =2, we restrict to k =1, 1e to quadratic characters In that case (6 4) can be
replaced by the simpler condition v,(r — 1) > v,(n — 1) for all r|n, cf [16, Section
2] The restriction to quadratic characters implies that the auxihiary number ¢ chosen
n Stage 1 of the algorithm (see Sections 2 and 4) should sausfy the extra condition
t = O0mod4

8. Jacobi Sums for Odd p. We let g, p, k, n, x, B, G, 7(x) be as nn the previous
section, and we retain the notations {,,, U,,, o,

It 1s our purpose to reformulate condition (7 9) 1n such a way that it only refers to
elements of the subring Z[{,+] of B

Let a and b be two integers The Jacobr sum j(x“, x?) associated to the characters
x“ and x " 1s the element of Z[{,«] defined by

(81) Hx%x") = };()x“(X)x”(L - x)
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In B, we have

(8.2) Hx“x?) = r(x)7(x*) /r(x**?) fa+ b= 0modp,
with the Gauss sums defined as in (7.1). For the proof of (8.2), see [25, Lemma
6.2(d)] or [7, Chapitre 5, Proposition 9] If ab(a + b) = Omodp then (8.2) can be
written as
(8.3) 1(x“x") =7(x)
Notice that the condition ab(a + b) = 0 modp forces p to be odd.

In what follows we write [ y] for the greatest integer not exceeding y, for a real
number y For p > 3, we put

(8 4) M={xeZ:1<x<pk x=0modp).

Tt 0 Ouyp

(8.5) THEOREM. Suppose that p > 3. Let a, b be integers sausfying

(8.6) (a+b)" =a”+ b’modp®,  ab(a+ b)=0modp,
and let w be an ideal of Z[{ ] for which
(8.7) mNZ=nZ  ofm]=m.

Define a € Z|G] by

If, with this notation, we have
(8.8) Hx4x")" = ¢{modm for some ¢ € Uy,
then (7.9) 1s satisfied. If (8.8) does not hold, then n 1s compostte.

(8.9) Remarks. (a) Notice that 7(x% x”)® belongs to Z[{FA], since the coefficients of

@ are nonnegative.
(b) In the proof we shall see that 1f (8.8) holds, then (7.9) 1s true with the same ¢.

Thus 1s important for (7 19).

(¢) If 3<p<6-10° p & {1093, 3511} then condition (8.6) 1s satsfied for
a=ph=1,by[13]. From (p — 1) = p — 1 modp? 1t follows that in any case (8.6)
holds for somea < p — 2withbh = 1.

(d) An example of an 1deal i of Z[{ ] satisfying (8.7) 1s given by m = nZ[g“pk]. In
Section 10 we shall discuss a different way of choosing m.

Proof of (8.5). Let n be the 1deal of 3 generated by m. From

g—2

n= {( > a,§4) g% a,€m(0 <J<q—2),dez}
=0

and ged(g,n) = 11t1s not difficult to derve that

(8.10) n N Z[{FA] =m.

From (8.7) 1t now follows that 11 satisfies (7.7).
Define 8 € Z[G] by
La_tb_)z} . [@} - [Pz”agl’
P Pl et

5.1 p- %
with M as in (8.4). The following lemma will be proved below.

xeEM
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(8.12) LEMMA. Let a,b € Z sansfy (8.6), and let o,8 € Z|G] be as in (8.5) and
(8.11). Then we have
(n—0,)B=(0,+0,—0,.,)a
in Z[ G, and B satisfies condition (7.6)
Q’,’ = 1.

Assuming this lemma, we see from (8.3) that

JXAXP) = a () T = g (x) T,
so by (8.10) the congruence (8.8) 1s equivalent to

T(X)("Ma"w = {modn forsome{ € Uy.

Since B and n satisfy (7.6) and (7 7), 1t 1s now immediate that (8.8) imples (7.9) The
second assertion of the theorem 1s clear from (7.5). This proves (8.5).
Proof of (8.12). Define 8 € Z[G] by
6= Y xo !,
reM

with M as 1n (8.4). Let m € Z, m # 0 modp. Writing x = mymodp*, we then see
that

0,"0:: Z r(my)o;la
veM

where r(my) 1s the element of M that 1s congruent to my modulo p*. From
r(my) = my — [my/p*] p* 1t now follows that

(8.13) (m—-9,)0=p<- 3 [ﬂ%]cf'
yveM| P
Applying this tom = n, a, b, a + b, we find that
(n —0,)8 = pta,
(8.14) (o, +0,—0,.,)0=((a+b=-0,.,)~(a—0,)~(b—0,))0=p'B
and therefore
Pk(n - U,,)B = (oa + Op ™~ Ga+b)(n - 0,,)0 = Pk(% + G, — oa+,,)a‘

Dividing by p*, we obtain the first assertion of (8.12).
The second assertion 1s equivalent to

(8.15) ) ( Lﬂt{’ﬁ] - [%] - [%‘”x—' * Omodp

xeM D P p

Here we consider the expression on the left as an element of Zp, to make x!

meaningful, and the same applies to similar expressions below. To prove (8.15) we
first show that

(8.16) op(x)ejMx‘-P) =k-1.

The values assumed by (x'“?modp*), for x € M, are precisely the elements of
H = (y € (Z/p*Z)* y = 1 modp), each taken p — 1 times Ths 1s because H 1s a
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subgroup of index p — 1 in the cyclic group (Z/p*Z)*. Therefore we have
2 x'77=(p-1) ¥ ymodp*

xeM ve
= (p = D(p " +5p4(p*" — 1)) modp*,
and (8.16) follows.

If x,y € Z are congruent modulo p*, then x? = y” modp**!, by the binomial
theorem. It follows that there 1s a ring homomorphism Z[G] — Z/p**'Z mapping
o, to (x? modp**"), for x € M. Applying this ring homomorphism to (8.14), we
obtain a congruence

(a? + b7 = (a+ b)) ¥ x'7*

xeM
+ b
=p¢- ¥ ( _(_a____kﬂ_] _ [_"_’E] _ [b—):J)x"”modpk“.
xeM 4 P p

By (8.6) and (8.16) the exponent of p in the expression on the left is precisely k.
Hence this is also true for the expression on the right, so

= (18] 5]

Since x ™7 = x~ 'modp this is the same as (8.15). This completes the proof of (8.12).
An alternative proof of (8.15) starts from the congruence

z ["n%]w = m(m(=07""" = 1) /pk modp,
xemM|{ P

which is valid for any m € Z, m #= 0 modp. This congruence is proved by calculat-
ing Il ¢ »ymx in two different ways.

Remark. The elements 6,8 € Z|G] that we used in this section are familiar
operators from the theory of cyclotomic fields. See for example [11, Chapter 1V,
Section 4], [25, Section 6.2], where they occur in connection with Stickelberger’s
theorem on the factorization of Gauss sums and Jacobi sums.

x7P # Qmodp.

9. Jacobi Sums for p = 2. In this section we do for p = 2 what we did in the
previous section for p > 3. The notation 1s unchanged; in particular, our hypothesis
ged(n,pq) = 1 implies that n is odd for p = 2. We distinguish the cases k = 1, k = 2
and k > 3.

(9.1) THEOREM. Let p = 2 and k = 1. If, in this case, we have
(9.2) g"" "2 = ¢ modn forsome§ € (1,1},
then (1.9) 1s satisfied. If (9.2) does not hold, then n i1s composute.

Proof. The first assertion follows from 1(x)? = x(— Dgq (see (7.2)), with B=1
and n = nB in (7.9). The second assertion follows from (7.5). This proves (9.1).

(9.3) THEOREM. Let p = 2, k = 2 and n = 1 mod4. Let m be an ideal of Z{{,] for
which
mnNZ=nk.
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If, in this situation, we have

(9 4) JGGX)™ P gt V4 = tmodm for some ¢ € U,
then (7 9) 1s sausfied If (9 4) does not hold, then n 1s composite

Proof Let n be the 1deal of B generated by m As n the proof of (8 5) we have
n N Z[{,]=m Fromn = 1mod4 it follows that g, 15 the identity automorphism, so
n satisfies (7 7)

By (8 2) and (7 2) we have

2 > 2
Jx) =1()7/7(x7). () =x*(-1g=gq
and therefore
m(x)" T =r()" = (x.x)" Vg v

1t follows that (9 4) 1s the same as (79) with 8 = 1 and n as above The second
assertion of the theorem again follows from (7 5) This proves (9 3)

(95) THEOREM Letp = 2,k = 2and n = 3 mod4 If, in this case, we have

(9 6) JO6x)"T g = §modnZ[{,] for some € U,
then (79) 1s satisfied If (9 6) does not hold, then n 1s composite

Remark There 1s no need to allow arbitrary 1deals m of Z[{,] satisfying (8 7) in
this theorem, since from (10 5) 1t follows that the only such m 1s nZ[¢,]
Proof of (9 5) By (72) we have
)T(x) =x(-1)gq,  1(x*)" =g,
and therefore by (8 2) we have

()" T =(x)" () (x 1)
=700x)" 2 s (x (= 1) q)
= x(= 1) s(x.x)" gt 8

It follows that (9 6) 1s the same as (7 9) with 8 = 1 and n = nB, and with { replaced
by x(— 1§ This implies (9 5)

In the rest of this section we assume that p = 2 and k > 3 The triple Jacobr sum
J(X-X,x) 18 the element of Z[{,«] defined by
(97) 106xx) = 106x) 1 (x-x?)
To explain the notation we remark that

1(x:x5x) = )y x(x)x(y)x(z)
Vv EL/gL vyt 1

(see [7, Chapitre 5, Section 4]) but this will not be needed 1n the sequel From (9 7)
and (8 2) we see that

(98) JOexx) =10 /1(x%) = 7(x)’
We put
(99) M={xeZ 1 <x<2' x=1o0r3mod8)
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Notice that M, when taken modulo 2%, 1s a subgroup of (Z/2XZ)*. The mnteger
brackets [ ] are as 1 Section 8.

(9 10) THEOREM. Let p =2, k > 3 and n =1 or 3 mod8. Let wm be an ideal of
Z[$,4] for which

mNZ=nZ  of[m]=m.
Define o € Z{G| by

If, with this notation, we have
(9.11) 7. x.x) " = {modm  for some { € Uy,
then (7.9) 1s satisfied. If (9.11) does not hold, then n 1s composite.

Proof. Define 8 € Z[G] by
3x | _
(9.12) B= 2 [5;]% !
veM
with M as 1n (9.9). Below we shall prove that
(9.13) (n—0,)B=03~0)a
for n = 1 or 3mod8, and that S satisfies condition (7.6):
(9.14) (-1 =1.
Assuming this, one proves the theorem n exactly the same way as (8.5) was deduced

from (8.12). The only difference 1s that (8.3) 1s replaced by (9.8).
To prove (9.13) we define § € Z{G] by

=3 xo !

xeM
We have
(9.15)  (m—g,)0 =23, [%}o;’ form &€ Z,m=1or3 mod8
xeM

by the same argument that was used to prove (8.13). Applying this to m = n and
m = 3 we find that

(n—0,)0 =2,
(9.16) (3~ 0y)8 = 2°B,

and this imphes (9.13). To prove (9.14) we apply to (9.16) the ring homomorphism
Z[G) — Z that maps every o, € G to 1. This leads to

(9.17) 2- Y x=2k ) [—}

(9.18) )y [3]:2“’ 1.
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This is odd, and therefore (—1)# = ~ 1, as required. This completes the proof of
(9.10).

(9.19) THEOREM. Let p = 2, k > 3 andn
for which

I

5 or Tmod8. Let m be an ideal of Z[{+]

mNZ=nZ, o[m]=m.
Define o € Z|G| by
nx
= LI
and put & = x> . If, with this notation, we have
(9.20) JOGX X)) (9,6%) = ¢modm  for some ¢ € Uy,
then (71.9) 1s satisfied. If (9.20) does not hold, then n 1s compostte.
Proof. Let B be defined by (9.12). Below we shall prove that

(9.21) ()" = x (= 1) 100xx) s (0.8%)

From this the theorem follows by the argument used in the proof of (8.5). Notice
that B satisfies condition (7.6), by (9.14).

To prove (9.21) we apply (9.15) to m = —n; this is allowed because —n = 1 or 3
mod 8. We find that

(—n—o_)8=2"Y [_”X}o;‘ - —2"(0{—{- ¥ UA).

A
\eM 2 veM

Combination with (9.16) leads to
(n+o”),8==(3~o¢)(a+ Zo‘):(3~03)a+2- Y o,
\EM veM

50

T(X)(rwo B =f(XstX)a . T(X)ZL\;MO\'
By (7.2) and (9.18) we have

g,ta , 3 2.
()T = (x(-1)g) = x(=1)g7" .

Upon division we obtain

(n—a,)f o e yd, 2
7(x) = x(=1)00x.x) " (x) /g% L

To prove (9.21) 1t therefore suffices to show that

(9.22) ()™ =g T Y(e,60)

Thus 15 eastly seen to be a consequence of the Hasse-Davenport relations, see [12,
Chapter 2, Theorem 10 1] We give a direct argument, by applymng induction on k.
For k = 3 we have x = ¢, 50 by (8.2), (7.2) and ¢*(— 1) = 1 we find that

2

g (6.6 = g+ (1(6)7(6)) /r(6*) = (r(6)r(¢"))",
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which 1s the same as (922) Let now k > 3 Puty = ¢* = x2A ', this 1s the quadratic
character modulo ¢ From 8]2* ' 1t follows that x¢ = x' for some y € M There-
fore we have

2 cmMd )3 e 40
(x)’ = (r(x)(x¥))
Assume for the moment that

(923) r(x)T(x¥) = x(4) 'r(¥)7(x?)
Applying X, .. ,,0, and using thaty = ¢ for x € M, we find that

T = x(@) et (9 (k)
By (9 17), the first factor on the right-hand side 1s 1 Since ¥ 1s quadratic and
Y(—1) =1, we see from (7 2) that the second factor equals q2A " The third factor
can be written as

7(x2) e,

where M" = (x 1 <x<2" ' x=1 or 3 mod8), and by the induction hypothesis
this 15 equal to g% " Y(¢,6%)? This completes the induction step

The 1denuity (9 23) 15 a special case of the Hasse-Davenport relations, and 1t can
be proved directly as follows [5, Section 20 4] We have

g 1 g 1
Jxx) = X x(x)x(1 —x)= Z()X(x — x?)

> x(y)m(y),

VveZ/q9L

where m( y) 1s the number of x € Z/qZ for which y = x — x?, this 15 0, 1 or 2
according as the discrimmant 1 — 4y of X? — X + y 15 a nonsquare, zero, or a
nonzero squarein Z/qZ,som allcasesm(y) =1+ ((1 —4y)/q) =1 + (1 ~ 4y)
Therefore

J6Gx) = X x(y) (L+¢(1 -4y))

ve€Z/qZ
= Y x(»)+ X x(z/49¢0 -z)
yez/q2 el/c L
=0+x(4) " Y x(2)v(1-z2)=x(4) "J(x.¥)

eZ/cL

By (8 2) this 1s the same as
r(x)’/r(x*) = x(@) 't r(¥) /7 (x¥)

and this imples (9 23) This completes the proof of (9 19)

(9 24) Remarks (a) From the proofs of the theorems 1n this section we see that if
(92), (94), (96), (9 11) or (920) holds for some { € Uy, then (79) 1s true with {
replaced by +¢ Notice that, for k > 2, the 2*th root of unity +¢ 1s primutive if and
only 1f { 1s primitrve This 1s important for (7 26)

(b) The number x(—1) € {1, — 1) that appears 1n many formulae in this section 1s
equal to — 1 1f and only if k = v,(g — 1), which 15 often the case in the applications
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10. Choice of the Ideal. In this section p denotes a prime number, & a positive
integer, {,« a primitive p¥th root of unity in C and n an integer for which n > 1 and
n# 0 modp By fwe denote the order of (nmodp*) in the group (Z/p* Z)*, and we
let 0, be the automorphism of the ring Z[{ «] for which o,(§,:) =

In Section 11 we shall see that in our primality algorithm we have to test (8 8),
(92), (94) (96). (911) and (9 20) for several choiwces of p, k, g Each time this
requires a calculation modulo an ideal i of Z[{,« ] satisfying

(10 1) mNZ=nZ, o lm}=m

This calculation 1s easier to do if the ring Z[¢ «]/nv1s smaller, so 1f 1 15 larger In
this section we shall see how to choose ut as large as possible The methods that we
shall describe are usually successful if # 15 prime, even 1if we do not yet have a proof
that n 1s prime However, 1f n 15 composite, then the methods are not likely to work
It 15 therefore advisable to use them only if # 1s probably prime n the sense that 1t
passed several tests as in (1 2)

(10 2) The first method 15 taken from [1, Section 4, A 5] We apply Berlekamp’s
algorithm [8, Section 4 6 2] to find an fth degree polynomual h @ Z[T] with leading
coefficient 1 such that (hmodn) divides £ ) 77" " in (Z/nZ)T] If n1s prime,
then such an & exists, and (Amodn) 1s irreducible, ¢f [25, Chapter 2] We now let m
be the 1deal of Z[{ ] generated by n and h({,+) Then Z[{, ]/ may be 1dentified
with the set of all expressions

[
Yoal'., ae€Z/nLZ 0<1</f),
1=()

where { = (§,,A modnt) 15 a zero of (hmodn) This ring has n’/ elements, and 1f n 1s
prime, 1t 1s the field F,, We have m N Z = nZ, since this 1s the kernel of the natural
map Z — Z[{,<]/m The condition ¢,[n1] = mt can be shown to be automatically
sausfied if 4 has been obtamed by means of Berlekamp’s algorithm, but 1t can 1n any
case easily be tested by checking 1f (" 15 a sero of (4 inodn) We remark that if n s
prime, the condition o,{n] = m 1s satisfied for all ideals m of Z[{ «] containing n To
see this, one uses (13) to show that o,(a) = a"modm for all « € Z{{l))\], then
0,[m] C m, and equality holds because o, has finite order

Iff=(p— DHp* ', then the above method leads to m = nZ[{,], and from (10 5)
it follows that this 1s n fact the only 1deal of Z{{,+] satisfying (10 1) The methods
described 1n this section are therefore only useful if f < (p — 1)p’ ' This occurs
for example if p = 2 and & > 3, since in that case (Z/p* Z)* 15 not cyclic

If f<(p~— Dp* ' then the coefficients of h are usually rather large This makes
Euclidean division by 4 into a complicated operation 1n practice, and the same thing
1s therefore true for muluplication i the ring Z[{,«]/m at least for f =1 The
second method to construct m does not have this disadvantage It 1s as follows

(10 3) First one constructs a ring F with n/ elements that contains Z/nZ as a
subring, such that f 15 a field 1if »n 15 prime For example, one can take F =
(Z/nZ)T/g (Z/nZ)[T], where g 15 an fth degree polynomal in (Z/nZ)[T ] with
leading coefficient 1 that 1s irreducible 1f 7 1s prime, *he latter property can be
checked by an irreducibility test as described n {8, Fxeraise 46 2 16] Wniting § for
the image of T Fwe have F = (&) Ja,¢' a, € Z/nZ (0 <1 <f)) withg({)=10
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To facilitate the multiplication 1in F one should choose g such that its coefficients are
“small”, and this can usually be done in practice

It 1s important that F be constructed in such a way that we can recognize whether
a given element of F belongs to the umit group F* In the example given we can do
this by calculating the ged with g in (Z/nZ)[T], using the Euchidean algorithm, this
can only fail if at some stage a nontrivial common divisor of n and some leading
coefficient 1s found, in which case # 1s factored [1, Section 5]

Once F has been made one constructs a ring homomorphism p F — F such that if
n1s prime, we have p(a) = o for all « € F For F as above this is done by checking
that g(¢") = 0 and putting p(X/_da,é ) =13/ Ja " 1f g(¢")= 0 then n is com-
posite

Next one chooses an element 8 € F, B = 0, such that 8 /7 = 1 Such an
element B should not be hard to find, since if # 1s prime, then a random 8 € F — (0}
has this property with probability ( p — 1)/p

If n 15 prime, then we must have

(104) pt=1, BV —1e P p(B) =B
One now checks that B8 does indeed have these properties, and one calculates
§= B¢ /r* Then {1sazero of L2 X7 "= (X7 — 1) /(X" ' = 1), so we can
define a ring homomorphism A Z[{ <] — F by >\(§pl\) = { We have p(¢) = {", and
therefore A o0, = po A

Finally we let m be the kernel of A Since Z/nZ C F, we have m N Z = nZ We
prove that o, [m]=m For a € m we have A(g,(a)) = p(A(a)) = p(0) =0, so
o,(a) € m Hence o,[m] C m, and equality follows as before We conclude that m
satisfies (10 1) From (10 5) below 1t follows that A 1s surjective, so that Z[{ «]/m = F

This fiishes the description of the second method to construct m Some addi-
tional work would be needed to find explicit generators for nt, but these are in fact
not needed to check a congruence modulo m 1t suffices to apply A and to check the
corresponding equality in F'

If f = 1, then mn the second method we can simply take I' = Z /nZ and p equal to
the 1dentity map Notice that f = 11f and oaly if n = 1 modp* This 1s not a rare

event, since 1n practice p* 1s small
If one of our two methods successfully constructs an 1deal m satisfying (10 1), then

m 1s indeed largest possble, even 1f 7 1s not prime This 1s an immediate consequence
of the following proposition

(10 5) PROPOSITION Let m be an deal of Z[ «) satisfring (10 1) Then the number
of elements of Z[§,x]/m 15 at least n'

Proof From m N Z=nZ 1t follows that Z/nZ C Z[{.]/m Wnte g“ =
¢, Amodm) It suffices to show that the map (Z/nZ)’ — Z[{«]/m sending (a,)/
to /- a " 1s mjective Suppose therefore that &/ ja ' = 0 From o [m]=m we
see that ¢, induces an automorphism of Z[{,.]/m that maps ¢ to {" Repeatedly
applying this automorphism we find that
[t

(10 6) YNal"m =0 for0<y<f
1=0
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From the identity [17° (1 — §,) = p' n the proof of (717) and ged(p.n) =11t
follows that 1 = ' &€ (Z[{,,]/n)* for all x €Z 1 # Qmodp" Therefore the
Vandermonde determmnant det({"” )o., ., = Moo, <,/ (8" = ") 15 a umt n
Z{$,«]/m, and (10 6) implies that @, = 0 for 0 < ¢ < f This proves (10 5)

[t 15 an attractive feature of our second method to construct i that 1t gives us an
easy way to check condition (6 4)

(10 7) PROPOSITION Let F be a 1ing with n! elements that contams L/n'Z as a
subring Suppose that F contains an element 8 satisfying (10 4) for some ring homomor-
phism p F — F If p=2 and n = 3mod4, suppose that k > 2 Then p sauisfies
condition (6 4)

Proof Put { = B 1/r" From the proof of (10 5) we see that det(p’({ Vo<, J<f
e F* and hence that 1 ¢, . ¢/ 'isabasis of Fover Z/nZ Hence F 15, 1 the
terminology of {16, Section 8], a Galors extension of rank f of Z /nZ with group {p)
We can now apply [16, Theorem (8 4)] with s equal to the largest power of p dividing
n/ = 1,and a = B /' Then we find that for each r|n there exists 1 € Z such that
r=n'mods, thenrn '€ 1 +s2Z,= (n/)?1. by (5 1), and (6 4) follows immediately
This proves (10 7)

For the final result of this section we assume that 7 = 3mod4 Let u € Z/nZ be
chosen such that u? + 4 € (Z/nZ)*, and let [ be the ring

(Z/n)[T]/(T? —uT 1)
Denote by £ the residue class of T and let p be the automorphism of F with
p(&) = u — & Nouce that p(§) = —¢& !

If nis prime and ((u” 4 4)/n) = —1, then F 15 a field in which ¢ and p(¢) are
conjugate 5o p(§) = £" by the theory of fiite fields, and é”*!' = —1 The following
proposttion tells us what can conversely, be saud if £€" ' = —1 The reader inter-
ested 1n Lucas functions [26] should notice that " "' = — | 1s equivalent to &7+ 12
+ p(£&)" V2 =0, since n = 3mod4

(10 8) PROPOSIIION Suppose that n = 3mod4, and that, with the above notation,
we have £"*' = 1 Then p = 2 satisfies condition (6 4)

Proof [hisis an immediate consequence of (107) withk ~ 2, f=2and B =¢
This proves (10 8)

We leave 1t to the reader to deduce (10 8) directly from properties of the Lucas
function, and to prove that the assumptions of (10 8) also imply that ((u” + 4)/n) =
-1

11. The Central Stage of the Algonthm. In this section we grve a more detailed
description of the second stage of our primality test than was given in Section 2

(11 1) Let n be the integer to be tested for primality n ~ 1 and let 7 and s be
integers satisfymg (21) (22) (23) (2 4) and ged(s7 n) — 1 We desciibe an algo-
rithm that leads either to a4 proof that s 15 composite or to a proof that (2 5) holds

(a) First one selects for every prime power pt dividing 1, an 1deal m = m, x of
Z[§ <] satisfymg (10 1) This 1s done erther by takmg nu = nZ[{ ] or by using one of
the methods described in Section 10

(b) Next one lets Y, be as in (6 3) and cheeks that every x = x, . € Y, satisfies
(79) If p1sodd this is done by selecting @ b as in (8 6), calculating the Jacobr sum
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J{(x*x"), and checking that (8.8) 1s satisfied; if (8.8) 1s not satisfied for some pair p,
g, then n 1s composite by (8 5), and the algorithm halts If p = 2, then one proceeds
In a similar way, replacing (8.8) by (9.2), (9.4), (9 6), (9.11) or (9.20), whichever 1s
applicable.

(c) Finally one checks that every prime p dividing ¢ sausfies condition (6.4). The
procedure by which this 1s done 1s described in (11.2) for odd p and n (11.5) for
P = 2 If this has been done then from (7 8) 1t follows that every x € Y, satisfies
(6.5). From Theorem (6.3) one can now draw the desired conclusion that (2 5) holds.
This 1s the end of the second stage

(11.2) Let n, £, s be as 1n (11.1), and let p be an odd prime dividing 1. We desciibe
a procedure that leads either to a proof that n 15 composite or to a proof that p
satisfies condition (6.4). If in (11.1)(a) algorithm (10.3) has been used to construct 1,
1t suffices to apply (10.7). Otherwise we can proceed as follows.

(a) First one tests whether #” ' # 1 modp?. If this holds, then (6.4) 1s satisfied, by
(7.18), and the procedure halts.

(b) Secondly, one checks whether there exists a prime ¢ dividing s, with ¢ — 1
divisible by p, such that x = x, , satisfies (7.9) with a primutive p¥th root of unity {;
here k = v,(g — 1). The calculations that are needed to check this have already been
carnied out 1n stage (b) of algorithm (11.1), c¢f. Remark (8.9)(b). If such a prime ¢
indeed exists, then (6.4) 1s satisfied by (7.19), and one stops.

(¢) Suppose now that both (a) and (b) have failed to establish (6.4). Then one first
tests whether n 1s the pth power of an integer. If this 1s the case, then clearly n 1s
composite, and the procedure halts.

(d) Next one determines a prime number ¢ (not necessarily dividing s) for which

(11.3) g=lmodp, n'“ Y7 = Imodg.

Such a prime ¢ can be found by trying all primes n succession; cf. Remark (11.4)(a)
below.

(e) Now if ¢ divides s, we claim that n 15 composite (see (11.4)(b)), and the
procedure halts. Suppose finally that g does not divide s. Then one first checks that ¢
does not divide n. Next one lets x be a character modulo ¢ of order p, and one tests,
using (8.5), whether (7.9) 1s satisfied with { € U, primitive If this 1s the case, then
(6.4) 1s satisfied, by (7.19), and if this is not the case, then we claim that n 1s
composite (see (11.4)D)). In all cases the procedure halts.

(11.4) Remarks (a) If n1s not a pth power, then the density of the set of primes ¢
satisfymg (11.3) 1s 1/p. To see this, note that for a prime ¢ not dividing n condition
(11.3) is equivalent to the condition that g splits completely m Q({,), but not m
Q({,,n'/7); next one can apply the well-known theorem that the density of the set of
primes sphitting completely 1 a normal number field of degree d over Q equals 1 /d;
see [11, Chapter VIII].

It follows that a prime ¢ = I modp satsfies (11 3) with probability (p — 1)/p.
Therefore the desired ¢ should not be hard to find If the truth of the generalized
Riemann hypothesis 1s assumed, then 1t can be proved that the least prime ¢
satisfying (11.3) 1s < ¢ - p* - (logp + logn)? for some absolute, effectively computa-
ble constant ¢, by [9, Corollary 1.3]. Without unproved hypotheses no satisfactory
upper bound for g 1s known. Consequently we can give no satisfactory upper bound
for the running time of part (d) of procedure (11 2)
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(b) To justify the claxms made 1n (11 2)(e), suppose that # 15 prime and that ¢ 18
prime satisfying (11 3) with ¢ not dividing n Let x be as in (11 2)(e) if ¢ does nc
divide s and x = x, , if ¢ does divide s Write order(x) = p* Then from (11 3)1
follows that x(n) 15 a primitive p*th 100t of unity so (7 5) imphes that x satisfic
(79 with§ € U« primutive

Hence 1f one finds that (7 9) 15 not truc with § primstive one can conclude that #1
composite This apphes 1 particular if ¢ divides s smce m this case 1t wa
discovered mn (11 2)(b) that x = x, , does not satisfy (79) with { primiive Thy
proves the claims in (11 2)(e)

(¢) Procedure (11 2) 1s quute efficient 1n practice despite the theoretical difficultie
mentioned in (11 4)(a) In fact, it only rarely happens that parts (¢), (d) and (e) of the
procedure are needed This occurs, for example 1if n 15 a prime number that 1s
congruent to a pth power modulo p* s 1f n15 very likely to be prime the procedure
can be speeded up by omutting part {¢) and by restricting the seaich in (d) to the
primes g not dividing s

(115) Let n, ¢, s be as m (111} and assume that 7 1s even We describe a
procedure that either proves that p = 2 satishes (6 4) or proves that n 1s composite

First suppose that # = 1mod4 In this case one determines an nteger a sattsfying

(;y= —1, by trymg all primes 2,3 5, i succession, and one tests whether
a" V2= —1modn, 1t this 15 the case, then p = 2 sausfies {6 4), by (7 24), and
otherwise # 15 composite, by (1 2) If 1t 15 difficult to find an integer a with (,,) = — 1,

one tests whether n 15 a square

Secondly, suppose that #n = 3mod4 In this case one determines an integer u
satisfying ((u? + 4)/n)y= — L by trying u = 1,23 ¢l (116)a) Next, one lets
¢=(TmodT? —uT - 1) € (Z/nE)T1/(T? — ul’ — 1) be as detined before (10 8),
and one tests whether £” ' = —1, if this 15 the case then p = 2 satisfies (6 4), by
(10 8), and otherwise n 15 composite by the remark preceding (10 8)

This finishes the description of the procedure Alternatively one mught make use
of (7 25) or (7 26)

(11 6) Remarks (a) The remarks made in 111 4)(a) about the existence and the size
of ¢ also apply to the number a that appears n the above procedure for n = 1 mod4

Suppose that n = 3mod4 We prove that there exists u € Z with ((u” + 4)/n) =
—1 Let r be a prime divisor of n with v,(n) odd, and let a be the least posttive
wteger for which (/) = —1 By the mimmahty of « there exists v with vP=a— 1
modr and then (v + 1)/r)= —1 Now lct u € Z be such that u = 2vmodr and
such that u 15 divisible by all other primes that divide n Then one easily checks that
((u? + 4)/n) = —1, as required

If the generahzed Riemann hypothesis 1s true then there 1s an absolute effectively
computable constant ¢ with the following property if 1115 a positive odd integer that
15 not a square, and 7 has no prime factor < ¢*(logn)® then che least positive
integer u with ((u? + 4)/n) = — 1 satisfies u < ¢(logn)* This 1s proved by combin-
ing {9, Corollary 1 3} with {3, Lemma 1] We are indebted to A M Odlyrko for this
observation

(b) The search for ¢ in (11 2)(d) and the search for ¢ and w mn (11 5) are the only
ponts in our primality testing algorithm that prevent us from proving a worst case
running time estimate of the form (logn)¢ P#<te " From (11 4)(a) and (11 6)(a) 1t
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follows that the truth of the generalized Riemann hypothesis would imply such a
bound for the algorithm, we should then choose m = nZ[{,Jm (11 1)(a) If we wish
the result of Pomerance and Odlyzko quoted in Sectlon 1 to be vahd for our
algorithm, we should use algorithm (10 3) i (11 1)(a), and apply (10 7) to check
(64) The conditton k& > 2 1n (107), for p = 2 and n = 3mod4, 1s not a serious
restriction, cf (7 28)

12. Detailed Description of the Algorithm.

(121) Let N be some large integer We describe, from a computational point of
view, an algonithm to determine whether an integern, 1 < n < N, 1s prime

Step 1 Preparation of Tables These tables depend only on N, and can be made
once and for all

(a) Select a positive integer ¢ with e(2) > N'/2 (cf Section 4, Table 1)

(b) Perform steps (b1) and (b2) for each odd prime g|e(?)

(bl) Find by trial and error a primitive root g modulo ¢, 1¢ an integer g # Omod
g such that g9~ /7 = 1 modgq for every prime p|qg — 1 Make a table of the function
F,2, ,9g-2y—-(,2, ,q-2)definedbyl — g*= g/(%) modg

(b2) Perform steps (b2a), (b2b), (b2c), (b2d), (b2e), (b2f) for each prime p|q — 1

(b2a) Put k = v,(g — 1), the number of factors pm g — 1

(b2b) 1f p* = 2, compute

g 2
Jp g™ ) §;*+f(X) € Z[gpk]
=1

Here an element £, <, 1y,* 1@,$p¢ Of Z[{,x], with a, € Z, 15 to be represented as a
VELLOr (@, ) o, <(p—1)p* s cf Section 7 (Notice that Jp g =J(Xx) for x = Xp g» SCE
B1))

(b2c) If p = 2, do the following Let

M={xeZ 1 <x<ph x#0modp),
§= 2 xo.'€Z[G],
reM
(v)= ) [P—)E}aY e Z[G] forve M,
xemMl P
where [y] denotes the greatest mteger <y and o, and G are as i Section 7
Calculate

. 0 = ya(t)
j()p(]mqu? Jl,pq qu

for each v € M, as elements of Z[{ »+] (see Section 7 for the definition of the action
of Z[G]) The numbers, , ,, for v € {0) U M, should be tabulated

M2 Ifp =2,k =1, let
j02q=q’ ]]2q=1’
and tabulate these values
(b2e) If p = 2, k = 2, do the following Calculate

jOZq =.]22q qe Z[§4]9
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and let
Jizg =1 FR2gT Ny
The numbers, , ., for v = 0, 1,3, should be tabulated
2D If p = 2, k = 3, do the following Calculate

g 2 qg 2

2
];d Ty Z §22‘H/(\)» J?q = ( Z f;\ f(\))

v—1 vt
as elements of Z[{,:], where {, = §22f " (Notice that 7y =J(x.x-x) and ,%tq =
J(¢,¢)2, with ¢ = x2* ', as i Section 9 ) Put
L={xeZ 1<x<2*" x150dd),
M= {xe L x=1or3modg},
6= ) xo 'eZ[G],

oM
(¥
alv) = X [Eﬂf’\ 'e Z[G] forvel,
M
and calculate
[
j02(/= (]2*(/) 5
aft)
Jo2g ™ (j;q) fOI‘UEM’
- x (olty g
-]DZq_“(qu) qu fOrDEL—M

The numbers, , ,, forv € {0y U L, should be tabulated

Step 2 Prefinunary Tests Let now an integer n be given, 1 < n < N, to be tested
for primality

(c) Depending on the mformation that one may already have about #, 1t may be
wise to test n for small divisors, or to subject n to the test of Miller and Rabin [8, p
3791

(d) Test whether gcd(ze(t),n) = 1, using Buclid’s algorithm 1If not, then a prime
divisor of n 15 obtained, since re(1) 1s completely factored, and we stop

(e) Select a divisor s of e(r) with s > n'/? (cf Secuion 4) Replace ¢ by the smallest
t’ for which s divides e(z’) (Note that the new r 1s the exponent of the group
(Z/sZ)* and therefore divides the old ¢ )

Step 3 Pseudoprime Tests with Jacobt Sums Perform steps (f), (g), (h) for each
prime p dividing ¢

(f) Declare a boolean variable >\,, (telling us whether (6 4) has been checked) Put
A, =“true” 1f p1s odd and n* ' # Imodp?, and A, ="“false” otherwise

(g) For each integer k > 1 with p*|1 determune integers u,, v, such that n = u, p*
+uv,and 0 g v, < p*

(h) Perform steps (hl), (h2), (h3) for each prime g|s with plg — 1

(D) Putk =v,(g — 1), andu = u;, v = v, asn (g) Calculate

J(;‘[J g Ju rq mOan[prJ

by means of repeated squarings and multiplications modulo nZ{{,+], here a residue
class (Lgc,w, ypr a8 modnZ[§ 1), with a, € Z, 15 to be represented as a vector
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(b)y ,<(p 1yt » where b, €{0,1, . n~ 1), b, =amodn If there does not exist
he{0,1, ,p*— 1)wth

j(;‘,, g Jopg= §;Am0an[§pA],

then #n 15 composite and the algorithm halts (This s test (8 8) witha = b = 11f p1s
odd, test (92) if p* = 2, test (94) or (96) 1f p* = 4, and test (9 11) or (920) if
=2,k » 3) Suppose now that h exists

(h2) If h = Omodp, and either p* = 2, n = 1mod4 or p 15 odd, put A, =“true”
(This combines (7 24) and (7 19))

(h3)If 4 = 0 mod2, p = 2,k > 2 and A, =*false”, do the following Test whether
g"~1/2 = — 1 modn If this does not hold, n 1s composite, and the algorithm halts
If 1t does hold, put A, =“true” (This1s (7 26))

Step 4 Additional Tests Perform steps (1) and (j) {or every prime p dividing ¢ for
which A, = “false”

(1) Select a small prime number ¢ not dividing s such that

g = lmodp,
g=1mod4 1if p=2andn = 3mod4,
nte Ve g lmodq

If such 4 prime g cannot be found below a reasonable hmut, do the following Test
whether n 1s a pth power If so, declare n composite and halt Otherwise, halt with
the message that the algorithm 1s unable to prove that  1s prime Suppose now that
q has been found Haltif n = Omodg

() Put k = 21f p = 2 and n = 3mod4, and k = 1 else Determine integers u,, v,
asn (g) Calculatey, , ,asmn (b1), (b2b), (b2c), (b2d), (b2e), but only for v € {0,v,)
Test whether jg% , o, p g = . modnZ[{,.] for some h&€Z, 0 < h <p* h=0
modp If this 1s not the case, # 1s composite, and the algorithm halts (To justify thus,
cf (114)(b)) Otherwise, perform steps (h2) aad (h3)

Step 5 Final Trial Dwisions (It 1s not likely thatn this step 1t will be found that »
is composite, cf the remark at the end of Section 2)

(k) Putry = 1

(1) Perform steps (11), (12), (13) for1 = 1,2, . ¢

(11) Determne 7, by r, = nr, ;mods, 0 <7, <

(12) If r, = 1, declare that n 1s prime and halt

(13) If r,|n, and r, < n, declare that n 1s composite and halt

(Notice that one of (12) and (13) apples for some s < 1, since n’ = 1mods)

Thus finishes the description of the algorithm

(12 2) Remarks (a) Since we used a = b = 1 in (8 8) (see step (hl)), the correct-
ness of the test 1s only guaranteed 1f 27 = 2modp? for all primes p|r, cf (8 6) This
condition 1s satisfied for all p < 1093, see (8 9)c) In practice we usually have
p < 20, see Section 4, Table ]

(b) Several improvements have not been incorporated in the above description
First of all, the results of Section 10 have not been used Secondly, the algorithm of
(3 1) has not been included Finally, the possibtlity to combine the test with the older
tests described 1n [26] has been neglected, see {16, Section §]
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13. The Implementation. The algorithm described in Section 12 has been imple-
mented by H Cohen and A K. Lenstra on the CDC Cyber computer system at the
SARA computer center in Amsterdam In this section we discuss the main features
of this implementation, referring to a forthcoming publication by H. Cohen and A.
K. Lenstra for more details.

Two programs have been written, one 1n Pascal and the other in Fortran. Both
programs make use of multiprecision routines that were written 1n the assembly
language Compass by D. T. Winter and made available by the Mathematisch
Centrum 1n Amsterdam.

The auxiliary number ¢ was chosen to be 5040 for the Pascal program, and 55440
for the Fortran program. We have ¢(5040) > 15 - 1052 and ¢(55440) > 4.9 - 10'%,
so the Pascal program can deal with numbers of up to 104 decimal digits and the
Fortran program with numbers of up to 213 decimal diguts.

The programs incorporate the following improvements that are not included n the
algorithm 1n Section 12. Use has been made of the results of Section 10, but only
those cases where the mteger f defined at the beginning of that section equals 1. We
also construct a ring F of n? elements that 1s a field 1f » 1s prime. This ring enabled
us to combine our algorithm with the test that 15 based on known prime factors of
n? — 1; see [16, Section 8]

The Fortran program does not make use of prepared tables as described 1n Step 1
of the algorithm i Section 12, since such tables would have required too much
memory space. Instead, the entries of the tables that are needed are recomputed for
every n.

For each prime power p* dividing ¢ special routines were written to do multiplica-
tions i Z[ «]/n Z[{ +]; or, equivalently, to multiply polynomuals of degree less than
m=(p— 1)p*!, with coefficients in Z/nZ, modulo the p*th cyclotomic poly-
nomial L7 ) X7 ' In additon to the necessary m reductions modulo n, the
straightforward way to do one such multiplication takes m? integer multiplications
It 1s important to reduce this numnber Theoretically, 2m — 1 integer multiplications
suffice, by a theorem of Winograd [8, p. 495]; but Winograd’s method 1s completely
impractical because 1t involves a great number of additions and multiphications by
small constants We made use of special formulae for each p* For example, for
p* = 16 we use 27 nstead of 64 integer multiplications to do one multiphcation n
Z[%,61/nZ[¢ 4], and only 18 to do one squaring It may be that along these lines
further improvements are possible

Tables 3 and 4 contain data on the runmng time of the Pascal program and the
Fortran program, respectively. For each number 4 1n the first column we tesied 20
prime numbers of d decimal digits Each prime was selected by drawing a random
number of d digits and using the program to determine the least prime exceeding the
number drawn The second column gives the average running time i = (23,2_2 11,)/20,
the third one the sample standard deviation ((X2°,(7, — 1)2)/19)!/2, the fourth the
maximal running time, and the fifth the mummal running time. All times are 1n
seconds. The time spent on the composite numbers 1s not counted

The two programs tested the same set of 20 primes ¢f 100 digits The tables show
that for these numbers the Fortran program 1s slower than the Pascal program. This
1s mainly caused by the fact that each program works in a fixed precision, which 1s
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twice as large for the Fortran program as 1t is for the Pascal program. Only a minor
part of the difference is due to the use of prepared tables in the Pascal program.

We indicate the speed of the multiprecision routines that are used. Denote by a,,,
b, numbers consisting of m words, each word containing 47 bits. Then the calcula-
tion of ag - by, ay - byg, (ajmoddy) = ay, — [a,5/bg]bg and (as,modb () = a,, ~
lay,/b 1k, takes on the average less than 71073, 2.1-107% 2-10"“ and
4.7 - 10™* seconds, respectively.

TABLE 3. Runnming times of the Pascal program in seconds ( see text)

number average standard maximum minimum
of digits deviation
50 6.437 1.687 10.030 4.525
60 8.634 2.554 15.168 5.009
70 12.074 2.289 15214 7.032
80 16.224 3.897 23.800 8.006
90 25.572 5.870 35,752 15.810
100 32.349 9.103 47.689 17.891

TABLE 4. Running times of the Fortran program n seconds ( see text)

number average standard maximum minimum
of digits deviation

100 50.442 15.203 75.416 26.031
120 97.797 28.274 147.259 51.077
140 156.429 43.122 210.756 77.316
160 246.204 44,144 298.144 111.888
180 359.728 55.833 436.039 259.021
200 495.748 80.025 614.254 258.859

Acknowledgements are due to D. T. Winter for writing the Compass multipreci-
sion routines, and to A. K. Lenstra for his great help in implementing the algorithm
and for performing all tests reported in this section.
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