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Abstract. The numbcr field sieve is an algorilhm to fartor inlegers of only a few Wecks tO faclor numbers that WOuld have taken
the form r- ±s for small positive r and s This note is iniended äs a j ars had W(J uscd ^̂
rcport on work m progrcss on this algonthm. We informally descnbe . . . . .
the algorilhm, discuss scvcral Implementation relaled aspccts, and Implementation Will De dlSCUSSCO.
prcsent some of ihe factorizations obtained so far. It SeCITlS that a SUlUlble Version of the number field
We also mcntion some Solutions to the problems encountcred whcn sjcve factors an integer n Of the form re ± S in expCCted

gcneralizing the algorilhm to general integers using an idea of Buhler and .
Pomerance. It is not unlikely that this leads to a general purpose factor-
ing algorilhm lhat is asymptotically substantially faster than ihe fastest (1.1) exp((c+O (l))(log«)1/3(loglogn)2/3),
factorinß alßorithms known so far, like ihe multiple polynomial qua- , .
dratic sieve with c = 2(2/3p3 = 1.526, irrespectivcly of the size of the

factors of «, for r and l s l below a fixed upper bound.
This is substantially better than mpqs, which runs in

1. Introduction heuristic expected lime

Since the introduction of the elliptic curve factoring algo- (1.2) exp((l+ö(l))(log«)1/2(loglogn)1/2),

rithm in 1985 we have not seen any significant theoretical also independentiy Of the size of the factors of n . Other
advances in integer factoring algorithms. Existmg algo- factoring algorithms achieve the same running time äs
nthms, like the multiple polynormal quadratic sieve algo- mpqs> heuristica]iy or rigorously, but generally they are
rithm (mpqs, the fastest practical general purpose factor- lcss practical lhan mpqs_ Some people suspccted lhat the
ing algorithm), have bcen polished both theoretically and running üme in (L2) would bc ̂  bcst we CQuid cvcr
pracücally. Altliough these cfforts have pushed our fac- achieve for faclorinc
torizaüon capabiliücs from the cighty digit ränge, through Unfortunatcly we 'are unable to give a rigorous proof
the nincties, to integers having more lhan one hundred ^ (U) is jndccd ̂  ^ runnj ümc of ̂
digits [l, 4, 10, 14], cryptographcrs still fcel confidcnt number fidd sieve_ Consequcntly, this apcr docs not
basmg the sccurity of some of thc.r cryptosystems on the contain _ rigorous malhcmaücal resuk In this context thc

supppscdmtractabihlyof the factoring problcm. following quoiation from Donald Knuth (cf. [6]) is of
It ,s unhkcly that the mcihod prcscnted here will have a imerest. .Qne Qf my malhcmaücian fricnds told mc hc

majorimpactonthcsecunlyo.co'ptosystems. Howcvcr, wou,d bc wi]]i (Q nlzc iCT scicncc
u docs makc thc integer factoung problcrn lcss iniractablc worlhwhilc ficld of SUld as soon as it conlains , 0()() ά
than many pcopic cxpcctcd it to be. We will prescnt a i h ,„·„.„„-,<. τκν ·, · u < j i · , , , ,

. . ' l * . . . ., , , , . , thcorcms. This crucnon should obviously bc chanqcd to
spccial pumosc faclonng algorilhm, thc number ficld ;„̂ i„̂  ̂ „̂ ;,̂  ̂ „ n . -/-,Γ, ,

• , · ,, ? , ι, ι mcludc algorithms as well as llicorcms, say 500 dccn
sieve, lhat is asymptoticallv fasicr lhan any othcr algo- ,hnnrnm<. ~~,i anr\ ̂  , · · . ,̂
. . . }, lr ' . , . ,. llicorcms and 500 dccp algorithms. The prcscni nancr
nihm wc know of, for thc class of numbers u apphcs to. rw^r-H^c ̂  *„n ι ·,κ r ( ι · !· /-
τι, ι · u u , i · · i · i dcscnbcs a decp algonthm for ihcsolution of a fundamcn-
Thc algorilhm has provcd 10 bc quile practical: n took us . ,, _ K, . . . , . .
__________ Problem, and it dcpcnds on tcchmqucs tliat have not

ĉn ̂  iraditional usc in this arca. Wc üicrcforc irusi ihm
il is of inicrcsi lo ihcoreiical Computer scicntists, and iliai
ihcy will apprccialc thc challcngc poscd by iLs rigorous
running limc analysis. For a non-rigorous analy.sis, and a

> ar. oo A Λ lAr^c TV,Proc. 22nd Annual ACM Symp. on Theory funhcr discussion Qf ̂.̂..

' Υ •/';Uion «ISorilhms, wc rcfcr u> Scciion 3.
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As Joc Buhlcr and Carl Pomerance observed, the idca Because φ(α+οώ) = (a+mb mod n), each pair providcs a

of ihc numbcr ficld sicvc can be applicd to gencral congruence modulo n bctwecn two products. Sufficicntly

intcgcrs äs well. Wc present somc suggestions how üiis many of those congrucnces can thcn be used to find solu-
gencralizaüon can be madc to work in theory. It is tions loy2 = z2 modn, which in turn might lead to a fac-
suspcctcd lhat the rcsulling algorithm runs in the same torization of n. This method evolved from a method
heurisüc expccted lime (1.1), with c = S2'3 = 2.080. If this based on Gaussian integers from [5].
turns out to be the case we would finally have an algo- An algebraic integer is smooth if it can only be divided
rithm that is faster lhan (1.2), thercby settling the question by prime ideals of Z[a] of small norm. We can restrict
about the optimality of (1.2). The practical consequences ourselves to the prime ideals in Z[a] of prime norm, since
of this new gencral purpose factoring algorithm remain to those are the only ones that can contain algebraic integers
besecn. of the form a+ab with a and b coprime. The set of

prime ideals of Z [a] of prime norms is in 1-1 correspon-
2. The algorithm dence with the set of pairs p,cp, where p is a prime

number and cpe[0,l,...,p-l} satisfies f(cp) = 0
Let n be a composite integer of the form r' -s, for a modp: for each pair p,cp a prime ideal of norm p is
small positive integer r and a non-zero integer s of small generated by p and a-cp , or equivalently, the prime ideal
absolute value. Examples of such n can be found in the js the kernel of the ring homomorphism from Z [a] to
Cunningham tables [2]. We describe a factoring algo- z/p Z that sends α to cp. In particular, α+ob is in the
rithm, the number Geld sieve, that makes use of the spe- prime ideal corresponding to p , cp if and only if

cial form of n . If n does not have the proper form, but a a+cpb =Q mod p .

small multiple of n does, äs is often the case on the The prime ideal factorization of a+ab corresponds to
'wantcd' lists from [2], the algorithm can be applied to üie factorization of the norm Ν(α+οώ) = a*-c(-by e Z
this multiple of n . of a+ab, if a and b are coprime: if a*-c(-by has

The algorithm makes use of some elementary algebraic exactly k factors p , with k > 0, then a = -cpb moap for

number theory. For background on this subj'ect we refer a unique root cp of / modulo p , and the prime ideal

to [15]. Given n =r<-s, we first select an extension corresponding to the pair p,cp divides a+ab exacüy to
degrce d & Z>0. Given d, let k e Z>o be minimal such ihe ytth power. So, one ideal of norm p takes care of the
that kd>e,so that r ω = srkd-e modulo n . Put m = r* fun exponent of p in a*-c(-by.

and c = sr̂ -e, so that m* =c modn, and let \ve give a more precise description of the algorithm.

/(X)_Xrf_c e Ζ[χ] For a reasonable choice of d a After selecting K, we first fix a smoothness bound

non-tnvial factor of / will lead to a non-trivial factor of B e R>0. xhe value for B is best determined experimen-
n, so that we may assume that/ is irreducible. This ^ τ̂  a and b be inlegers with b > l md

enables us to define our number field K äs Q(a), where α gcd(a ,b)=l. Suppose that boih N(a +vb ) and a +mb

saüsfies /(oc) = 0. By φ we will denote the ring are 5 -smooth, i.e.

homomorphism from Z [a] to Z//iZ that sends α to „
m modn. (2·1) ΙΝ(α+αί»)Ι = Π J>v'>

. P pnme, p £ B
ine irreducibility of / can easily be checked: / is and

rcducible if and only if eilhcr there is a prime p dividing n i\ \ - ττ

d such that c is a p th power, or 4 divides d and -4c is a ( ' a = p pj[fp s/"''

fourth power (cf. [8, Ch. VIII, Thm. 9.1]). So, for exam- for Vp,wpe Z£0. Suppose furthermore that we can use

ple, if i = l we must have gcd(d, e) = l, but gcd(d,e) the prime factorizaüon of Ν(α+αί>) to derive a factoriza-
may beapowerof 2ifs =-1. tjon Of a+ab into units and prime elements, i.e.,

Alihough it will not be the case in general, we will .._. IWTT v \

assume that Z [a] is a unique factorization domain. This ^ ' a+ AV \Vc8

implies that the ring of integers of K equals Z [a], so that for tu e Z and vg e Zao. Hcre U is some predetermined

we do not have to worry about denominators in the set of gencrators of the group of units and G is a set of

description of the algorithm. The algorithm can be made generators of the prime ideals of Z[a] of prime norms

lo work in the general case äs well. To give an example, < B . It follows that
for3239-l (oneof the numbers wc factored, cf. Sectiono), ,0 ,, /· ττ */· v wrr */· \v \ /
we used the number field Q0i*), so d = 5, m = W, and (2'4) (UW(" WffJÜW = (p
f (X) = X5-3; the ring Z[31/5] is indecd a unique factori- where a minor change of the tu 's, if nccessary, takes care
zation domain. of ̂e sign of a +mb .
The idca of the number ficld sieve is to look for pairs of if we have more than #U+#G+n(B) (with n(B) the

small coprime integers a and b such that both the alge- number of primes <£) of such pairs a, b, then we can
braic integer a+ab and ihc integer a+mb are smooth. fin(] integers x(a,b) € {0, 1), not all zcro, such that at



-3-

thc samc lime sion. If there are only a few smoolh a+mb 's per b this

(2.5) n(a+aö):£(0|fc) = (( Π "r>)'( Π ί7'))2 might be a reasonable idea. Usually however, there will
α Λ u e u gec be far top many smooth a+mb's per b (only a few of

and which, if any, will lead to a smooth Ν(α+οώ)) to make

(2 6) Γ\(α +mb >(*,*>) = ( ΓΤ P"')2 this efficient· We found Λα1 il is far more efficient to lest
1,4 pprimcfpsfl ' the norms for smoolhncss using another sieve.

so that, This can easily be achieved if we use the pairs p, cp äs

(2.7) (( Π Φ(«)Γ·)·( Π Φί?)7'))2 = deiined above, because a prime p divides a*-c (-by if
u eT/ gVG and only if α = -cp b mod p for some cp. So, to be able

(( O p"')2modn), to sieve efficiently, it suffices to compute all pairs p,cp

pprimc.pjß with/(ci,) = 0modp for the primes p <B. The number
whcre tu e Z, and vs, wp e Za0. Such *(a, b) can for of pairs we get jn this way equals #G and will turn out to
instance be found by applying Gaussian elimination be approximately equal to the number of primes < ß. The
modulo 2 to the vectors consisüng of the exponents in pairS p > Cp should be computed once, using for instance a
(2.4). From (2.7) we find integers y and z with probabilistic polynomial root finder over finite fields (cf.
y2 = z 2 mod n. A possibly non-trivial factorization of n ry])( aru} stored in a file.
then follows by Computing gcd(n,y-z). It should be For each b and some interval of a -values we generated
noted lhat each new solution x(a,b) to (2.5) and (2.6) the good pairs α,Z? äs follows:
gives a new pair y, z, and thus another chance of factor- _ ĵ .̂  ̂  ̂& ,ocaüons tQ zerQ
mg n.
To turn the above description into an algorithm, we · Sieve && a+mb >s by addi"g V°£2P~l to Λε appropriate

havetoanswerthefollowingquesüons: sieve locations for the primes p<B. The starüng
_. _ , , . , , , , . , . . points can usually te found either by adapüng informa-

l - GivenB howdo wefind good pairs-a b,,.«,. pairs üon from ̂  $ Qr ^ end

a.fc such that both (2.1) and (2.2) hold? from the previous interval of α's. Small primes can be

2 - How do we und sufficiently many good pairs? replaced by their powers to make this Step go faster,

3 - How do we find a set U of generators of the group of . Check the sieve locations. For a location that contains

units? a value close to Iog2(a+mb) and for which

4 - How do we find a set G of generators of the prime gcd(a ,&)=!, replace that sieve locaüon by zero. Oth-
ideals of Z[a] of prime norms <£? erwise, replace that sieve location by a sufficiently

5 - How do we turn (2.1) into (2.3)? sma11 neSative number-

6 - What is the expected running Urne of the resulüng ' Sieve *e *^H>Ks by adding [tag*] to the
. ., 9 appropriate sieve locations for all pairs p,cp with

p <B . The starüng points are again easy to compute,
And, less important for thc momcnt, but of considcrable once üie C0mputaüon has been set up.
practical interest: _, , , _ , . ,

- Check the sieve locations. For a location that contains
7 - Can we take advantage of large primes in (2.1) and a value dose to Iog2(ad_c(_ö)rf); attempt to factor

(2·2) · a +mb by trial division using the primes < B. If the
The remainder of this section will be devoted to Quesüons factorizaüon attempt is successful, attempt to factor
l through 5. Qucstions ö and 7 will be discussed in See- ad-c(-b)d by trial division using the primes <B. If
tions 3 and 4, respectively. the factorization attempt is successful, a good pair a, b

Finding good pairs. has been found-
Concerning question l we note in the first place that for Notice that for each b and interval of a -values we sieve
each fixed b the a-t-mb's can be tested for B -smoothness twice but use the same memory locaüons for the sieve
using a sieve over some suitablc interval of α-values. For locaüons. We found that this is fastcr than sieving with
a prime p tbe starting point for the sieve equals α +mb and ad-c(-b)d at the same üme, again using one
-mb mod p, so that the starting point for the sieve for memory location per sieve locaüon, because of the large
b+l follows by subtracüng m mod p from the starüng number of false reports we got in that case. This latter
point for b. Sequcnces ofconsccuüve b -values can there- problem can bc avoided by using two memory locaüons
fore be proccssed quite efficiently (i.e., without divisions) per sieve location.
once m mod p has been computed for all primes p < B, Findi suffidently ma irs
andthecomputaüonhasbeensctupforsomeinitial/,. To answer ̂  second question> just j Λ ab

For pairs a b for which a+mb ,s ß-smooth we could b = l̂  in succession> unü] Jsufficî J ma C l°
lest N(a+ab) = a<t-c(-by for smoothness by mal divi- 3 y fcuuu
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pairs havc bccn found. There is one problcm, however. that g(p ,cp) = g(p, cp). For thc pairs for which
The biggcr b gcts, thc smallcr Ihc probability lhat both a(p,cp) *±1, we computc g (p, cp) by dividing g (p, cp)
a+mb and ad-c(-b)d are 5-smoolh. In practice Ihis by the appropriate gcnerator of an ideal of norm a(p,cp)\
means lhat the yicld becomcs quite noticcably lowcr and this will require thc compulalion of only a vcry limitcd
lower, and that it might bc impossible ever to find number of inverses of elements of K. If r i > 0, rcplace
sufficiently many good pairs. For the momcnt there is not g(p,cp) by -g(p,cp), if nccessary, to make its real
much we can do about this (but see also Section 4). The embedding positive; if d is odd we can look at the sign of
only remedy sccms to be to select a bigger B, and try N(#(p,cp)) instead. In the füll version of this paper it
again. will be explained how an and CB should be chosen; in
Finding U practice it suffices to try several values until it works.

Lei r \ be the number of real roots of /, and Finding ihe unil contribulion.
l = ((rf+n)/2)-l. Nolice lhat for our type of polynomial Now how do we use our good pairs, and our sets U and G
r\ will be 0, l, or 2. The group of units is generated by an to produce relations that are useful for factoring n, i.e.,
appropriate root of unity «o and / independent elements, how do we turn (2.1) into (2.3)? Above we saw how the
say MI, «2,..., ui, of infinite Order. Nolice that MO = -l if factorization of ad-c (-b)d can be used to obtain the fac-
r\ > 0. torization of a+o.b äs a product of powers of prime
Compute the norms of many elemenis of the form ideals. Replacing, in this product, the prime ideals by

2>α<· e Z[oc] for a; 's wilh small absolute value. In that their generators, we find an element that multiplied by a
'=o . . „ , . . . , suitable unit equals a+ab. The problem is to find this
way it is usually not hard to find / mulüphcatively unit, and to express it äs a product of elements of i/.
independent elements «,, «2,.... u, with norm equal to ±1 In ind lg Qne can find th& umt formi divi.
that logether wilh MO generale the group of units. Later sions ̂  ̂  number fi ̂  then s .{̂  υ ̂
we wil see lhat, if r, > 0, U is useful to require that some , A ̂ m^Qa ^ Qf some ̂ .̂ _

paracular real embcddmg of thc u,· s is posiüve. If r, > 0, ma[ion ^ uses vec[or addiüons in$[ead Qf

we fix oneparucular real embedding for ihispurpose. We polynomial muluplicaüo™ modulo /. Let U = [Uo,ui.
put U - {«o, ui ....«); if necessary we laier change me _ constructed above. Choose / embeddings of

P' HXP n , κ (J ?·, ? T T K ™° C such .hat no two are complcx conjugates, and
Finding U can also be done while findmg G. amQ^ {oTxeK<by χ. the image of χ undcr tne ,·Λ

G. embedding, for i = l, 2,.... /. Let
Finding a sei G of generators of the prime ideals of Z[a] ,, ,. _,, , ,_,. ,»τ, \i\/j

of prime norms < B is more challenging, but can be done V j f)̂  |-(loclN(;c)lw'

inmoreorlessthesameway. As we have seen above, .he ...Jog"̂  -(loglN(̂ l)'/d) e R',
#G pairs p, Cp wiihp < B arein 1-1 correspondence with fa v fa ' '
ihe prime ideals of Z[a] of prime norms <B. So, for forx e AT. Under the mapping v the group of units forms

cach of tlic #G pairs p,cpil is our task to find a genetator a lattice in R/· Let w be lhe lx/ maü'ix navinS v(«-)r as
g(p,cp)of the prime ideal corresponding to p, cp, i.e., an *'ώ column, for i = l, 2,...,/. Then lhe columns of W

cxpression of lhe form ¥ g, a/ e Z[a] , wilh gi e Z, of form a basis for this lalüce·
/so d_j Now lo wnie (a +00)/lXg(f, cp)v- as a producl of ele-

norm equal lo ±p for which V g, cp = 0 modp. If r\> 0 menls of U, simply compute

we require lhat lhe real embedding, as fixed above, of W-Kv(a+ao)-}Tvg-v(g(p, cp)));

£(p,cp)is posilive. the z-th eiement of lnjs integral veclor equals lhe number
Let an and CB be two posiüve constanis depcnding on of limes „. QCCUK in Λ6 quoticnt; for / = i, 2,...,/. If

B (and on K). First, put α (p, cp) = aß for all pairs on lhe ri > 0> Λε MQ COniribuiion will be equal lo the sign of lhe
list. Ncxl, for all h = TA, a·' € Z[a], with h, e Z, for real embedding of α+αά, if the M; and theg(p,cp) have
, . , <W, ,. ._ ^ ,, 1= , XT.. . . . , . ... been chosen such thai iheir real embeddings are posiüve

which y/!,2|ocl2' < CB and N(/j) is of lhe form kp for , , , , , ... , .f , F Γ ,
,•=6 (where we use lhe real embedding lhal has been fixed

some prime p from our list of pairs and some non-zcro above). If r\ = 0, the MO contribulion can be found by

inicger k wilh \k l < min(p, OB), do lhe following. Find keeping track of the arguments of a parucular complex

the root cp corresponding to p and h, i.e., cp such lhal embedding of lhe M,· and the g (p, cp).

y/i,c/ Ξ 0 mod p; if \a(p, cp)\ > \k l then rcplace In practice the mapping v and lhe eniries of IV-1 will

a(p, cp) byk and pul g (p, cp) equal loh. οη1* be comPu^ in limitcd precision and lhe enlrics of

If aa and CB were chosen properly, we should now lhc above vector Wll] have to be rOunded tO intCScrs- To
have lhal a(p,Cp)<aB for all pairsp.c,. In pracüce avoid Problems Wllh ümitcd ptccision computaüons, it

most a(p,cp) will be equal lo±1?for üiose pairs we have hclPs to selcct (or to chanSe) U SUCh ̂  ̂  C°lumnS °f
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W form a reduccd basis for thc lattice lhat they span. It field sieve we use thc following function L from [9,

also hclps to selcct (or to changc) thc g(p,cp) such that (8.10)]. Let for γ, v e R wilh 0< v < l thc function

ihc coordinates of v(g(p, cp)) lie betwccn -1/2 and 1/2; Lx[v;j] be any funclion of χ that equals

this can be achicvcd by multiplying g(p,cp) by some exp((yfo(l))(logx)1'(Ioglogx)I-v), for χ -> oo. For fixcd

appropriatc product of units (to be determincd using v). γ, δ, v, w e R with γ, δ > 0 and 0 <w<v<l,a random

Notice that the resulting v(g(p,cp)) need be cornputed positive integer <Lx[v;y] has only prime factors

onlyonce. <Ζ,α[νν;δ] (is Lx[w, 8]-smoolh) with probability

Lx[v-w; -γίν-πΟ/δ], for χ -> oo (cf. [9, (8.10)]).

3. Expected running time Suppose that for a certain n=r'-s the extension

degree d has been chosen close to (31og/2/(21ogIog/z))1/3.
In this scction we present a hcuristic esümate of the If r and Is l are below a fixed upper bound, it follows that
expccted running time of the numbcr field sieve. m =L„[2/3, (2/3)'/3]. Furthcrmore, let B =Ln[lß,
Currenüy thcre are various factoring algorithms that have (2/3)™], and let a and b both be bounded by Ln[lß,
a subexponcntial expected running time: the continued (2/3)2'3]. Notice that 7i(L„[1/3, (2/3)2/3]) = Ln[iß[
fracüon algorithm, the class group method, the quadratic (2/3p3]. We make the heuristic' assumption" that
sieve algorithms, the elliplic curve algorithm, the number ΙΝ(α+οώ)Ι = \a*-c(-b)<* l and \a+mb l, both of which

field sieve, Dixon's random squares algorithm, Vallce's are <L„[2/3, (2/3)i/3] if Ic l is assumed to be small,

two-thirds algorithm, and Seysen's class group algorithm behave äs random posiüve integcrs <L„[2/3, (2/3)i/3].
(cf. [9]). Only for the last three algorithms a rigorous This would give each of them a probability
analysis of the expected running üme has been given, for /,„ [l/3,-(18)-"3] to be B -smooth. The probability that
Seysen's algorithm under the assumption of the general- thcy are simultaneously B -smoolh is therefore assumed to
ized Riemann hypothesis. These three algorithms tend to be L„ [1/3, -(2/3)2/3].
be Icss practical than the othcr algorithms mentioned u follows that the L„[l/3,2(2/3)2/3] pairs a,b can be
above, alihough for the laltcr nothing better can be done expected to produce the L„[l/3, (2/3)2/3] relations of the
than a run time analysis that is based on heuristic esti- form (2.4) necded to factor n; this takes expected time
mates. Ln[l/3,2(2/3)2/3]. Because the matrix of the exponent
Each of thc algorithms mentioned above draws a vectors is sparse, a dependency can be found in the same

sequence of integers from a certain distribution. Only amount of time (cf. [16]), so that we expect a running
those integcrs lhat are smooth in a certain sense can be time of L» [1/3,2(2/3)̂ 3] to collect the relations and to
used by the algorithm. Consequently, the expected derive a factorizaüon from them. The running time is
number of smooth integcrs in the sequence plays an probably only affected by a factor L„ [1/3,0] if large
important rolc in the running üme analysis. A saüsfactory primes are used äs well (see below).
esümate of this expected numbcr can be given if each of Compared to the collection and elimination steps, the
ine integcrs is uniformly distributed over [1,5], for some time needed to find U and G is in pracüce negligible.
uppcr bound B. Howevcr, none of the algorithms mcn- jhis would suggest that the total factoring üme becomcs
tioned above satisfics this uniformity condiüon. To obtain L« [1/3, 2(2/3)»3] = L„[l/3, 1.526]. It scems difficult to
a heuristic analysis, one simply assumes that the smooth- give a satisfactory asymptoüc analysis of thc method to
ncss probabilitics are the same äs in the uniform case. fmci t; and G that we described in the previous section. It
This can actually bc proved for the last three algorithms js not unlikely, however, that altcrnaüve methods of
menüoncd above, and this Icads to a rigorous analysis of finding U and G can be shown to meet the above run time
their expccted running times (modulo the Riemann bound.
hypotheses, in one case).

For the other algorithms, including the algorithm . _, , .
described in this papcr, nothing better can presently be 4" Taking advantaSe of larSe P"mes
given than a heuristic analysis, which is bctter than having A considerable speed-up of the algorithm can be achievcd
nothing at all. Such hcuristic analyses add to our under- by allowing large primes in (2.1) and (2.2). The use of
Standing of algorithms that are pracücally uscful. In addi- large primes in factoring algorithms is well known [33].
tion, thcy enable us to compare the algoriihms to each In the quadratic sieve algorithms relaüons are collectcd
other, and to make prcdictions about their pracücal perfor- such that
mance. If one insists on having fully proved theorems, χ2 = α'· Π p^modn

nothing bettcr can be done lhan explicitly formulating all pptmes.p&e

hcurisüc assumpüons that entcr into the proof. Forexam- for some bound B, integer x, integer r e (0,1), and
pics of such theorems we rcfcr to [12]. For the number prime q > B. If more than B of such relations with t = Q
field sicvc wc rcfcr to [3]. (so called füll relaüons) are found, the factorizaüon of n

To analysc the expccted running time of thc numbcr can be derived äs explaincd above.
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Relations with t = l (partial relaüons) are, however, tively it should be the case that, if ihe/p's have already a
much easicr to find lhan füll relaüons. Furlhermore, two reasonable probability to match among themselvcs, thcn
pariial relaüons wilh ihe same q can be combincd (i.e., they will have a much higher probability to match wiih
mulliplicd) into one rclaüon lhat is equally uscful (but the pp's; the fp,pppairs thus found should then still have a
denser, sce below) for the faclorization process äs a füll reasonable probability to match with the p/'s, and a some-
relation. Because the partials come in much faster than what higher probability lo match with the remaining pp's.
the fulls, one expects to find quite a few double q 's (cf. That this indeed works in practice can be seen in Section
birthday paradox), and consequenüy quite a few addi- 6.
tional useful relaüons. In practice this leads to a speed-up While generaling the combinations, care should be
by more than a factor of two: for a certain n for which taken that they remain independent, the extreme example
we uscd B = 50,000, only 20,000 of the first 320,000 rela- being that an fp can but should not be combined with
tions wcre füll. But the remaining 300,000 partials itsclf. In the füll version of this paper we will describe
sufficcd to generate the olher 30,000 relaüons needed for our algorithm to find a maximal independent sei of com-
the factorization (cf. [10]). bined relaüons, including cycles among the pp's. Our

In (2.1) and (2.2) the Situation is similar, but allows for algorithm cannot be guaranteed to find the shortest combi-
more variaüons. In the first place we notice that there is naüons, but the combinations will never be more than
no problcm at all in allowing a large prime at the right twice too long.
hand side in (2.2), but no large prime in (2.1). It leads to a For relations that us&fp's, pfs and pp's the unit contri-
relation äs in (2.4) with a large prime at ihe right hand bution can easily be found by adding and/or subtracting
side, a so-called fp, for full-partial-relauon. Two fp's the relevant low dimensional vectors that wcre introduced
with the same large prime can be combined into a relaüon above. As notcd above the combincd relaüons give rise to
that is äs useful äs (2.4). much denser rows of the matrix than the ff s. This makes

A large prime at the right hand side of (2.1), but no the matrix elimination Step much slower.
large prime in (2.2), apf, leads to a slightly more compli-
cated situaüon. To be able to write down (2.4) we would ^ Additional remarks
necd a generator of the prime ideal corresponding to ihe
large prime (i.e., of the same norm, and having the same Tnere is yet another way to get some extra relations, the
root modulo the large prime äs the corresponding α+αύ). free relaüons. Suppose that for some prime p <B the
Although such a generator would only be needed for large polynomial/ modp factors completcly into linear factors
prime idcals that will be matchcd, this still does not look °ver Z/p Z. Then the ideal generated by p is equal to the
vcry appcaling, at Icast not givcn our way of finding gen- corresponding product of ihe prime idcals of norm p.
erators. Fortunatcly, thcre is an easy way out of this prob- Hence p equals a unit ümes a product of the generators of
lern: combine relaüons with the same large prime ideal t!lose ideals. This unit can be dctcrmined äs above. The
by dividing them, instcad of mulüplying ihem. In that dcnsity of the primcs lhat split completcly in this way is
way generators corresponding to the large primes are not thc inverse of the degrce of tlic normal closure of K,
needed, but two p/s with the same large prime ideal can whicn divides d-$(d) and is a multiple of lcm(J,<Xrf))
be combined äs bcfore into a useful relaüon. The only (wiln Φ the Eulcr φ-funcüon). So, for d = 5, we gct about
diffcrence is lhat we now have to allow for negaüve #G/20 relations for free, which amounts to about 1/40 of
exponents vg,vs,wp, and wp in (2.4) and (2.7). the relations needed.
The/p's and ihe pfs already allow us to take advantage II is of course not at all ncccssary to have two factor

of pariial relations in a way lhat is similar to the quadratic bases of approximately ihe same size, although it is
sieve algorithms. But we can do even more by taking the asympioücally optimal. For any parlicular number n and
pp's, ihe relations having a large prime both in (2.1) and choice of d it might be advantageous to select a bigger
in (2.2), into account äs well. For example, the product of fact°r base on either side. Sizes that work satisfactorily
an fp wiih large prime q i and a pf with large prime qi can usually quite easily be found experimcntally.
dividcd by app wiih large primes q^ (in (2.1)) and q\ (in Another idea that might be of pracücal value is to use
(2.2)) is a useful rclation (if the prime ideals of norm q2 more lhan one number field. If we use smoothness bound
are ihe same). Noüce lhal combinations do not neces- B> in t2·1) for the 'Λ number field ff/, and for all z's the
sarily have lo begin and end with an fp or pf; cycles same smoolhness bound θ in (2.2), then we need approxi-

among ihe pp's also Icad lo uscful relalions. mately *(ß )+£(#[/,·+#G,) relaüons (2.4) io factor «,

If Uiefp's and pfs are casy lo find compared lo ihe ff s whcre t/,· and G,· gcneraic ihe units and thc prime ideals
(ihe full-full's, äs in (2.4)), thcn the pp's should bc evcn of norms <Bl in K-t. So, cach ff,· should contribute at
casicr to find (sce Section 6 for an example of actual frac- Icast #Ui+#d relaüons to make using the ah field
üonsbetwcen numbcrs of ff s, fp's, pfs, and pp's). Iniui- worlhwhile. Thc exlcnsion dcgrccs of the number ficlds
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do not havc to bc disünct, äs the followmg examplc [b\,b\+l, , 62), a dient Starts sicvmg all pairs a, b for
shows. Lct ζ bc a 16lh root of unity, ihcn thc numbcr Ια l less lhan some prcdcicrmincd bound, and for

ficlds Q(C2), (Χζ-ζ-1). and (Κζ+ζ-1), all of cxtcnsion b -b\,b\+\, ,bz-\ m succcssion After each b, a

dcgrcc 4, could all bc uscd for thc factonzaüon of 2512+1. chcnt reports the good pairs a, b to thc central processor,
Wc do not havc any practical expcnence yct with this and it reports lhat it just processcd lhat particular b. The

mulu-ficld approath We cxpcct that it is anothcr way to central processor kccps track of thc good pairs it reccived,
lowcr the total factor base size. for each new field we can and of the b 's that have bccn processed It also notices if
Start afresh with small b values, which have a higher pro- a chcnt dies or becomes unavailable (for instance because
babihty of success. the owner Claims his machine), so that H can redistribute

the b 's that are left unfimshcd by that dient In this way,

6 Results â  P°slllve ̂ 's Wl11 ̂ e processcd, without gaps, until
sufficiently many good pairs have been collected.

Thc first factonzation oblamcd by means of the number This 1S shghtly diffcrent from our ecm and mpqs imple-
field sieve (nfs) was the (already known, cf. [l 1]) facton- mentations where we do not worry at all about mputs lhat
zation of the 39 digit number F? = 22'+1. This factonza- have been distributed but that have never been processcd
tion was carned out by the fourlh author in twenty hours complctely. For ecm and mpqs we could easily afford
on a Philips P2012, an 8-bit Computer wilh 64K of that. For nfs it might be possible äs well, but because
memory and two 640K disc drives. With /(X) = X3+2, smaller b's are bctter than larger b's we dccided to be
one unit and 497 prime idcals for the factonzaüons in careful and not to waste any mputs.
(2.3), and 500 pnmcs for (2.1), n took 2000 b's (and jn Table l we list some of the new results obtamed so
a 6 [-4800,4800]) to find 538 ff s and 1133 fp's with far. For the factonzaüon of the first two entrics we did
large pnmc < 10,000 (no pfs orpp's were used). This led not make use of the pp's yet. Clearly, both these numbers
to 399 combmaüons, which combmed with the 81 free C0uld have been factored with much smaller factor bases
rclations sufficcd to factor Fj: had we used the pp's äs well. The first entry was the first
2128+1 = 59649589127497217 * number we collected relations for. Still being quite unex-

5704689200685129054721. penenced wilh the method, we chose the factor bascs for
Several Steps of this first nfs factonzation were not car- that number much too big, even without usmg the pp's In

ned out äs descnbed m the previous sections For the 'run-time' columns it should be kept m mmd that the
mslance, only the a+mb 's were bcmg sieved, and for the relaüons were collected on a network of several hundred
reports both a +mb and N(a +ab) were tested for smooth- CVAX-es, but the ehminaüon was done in parallel on one
ness. Thc unit contnbution was found by means of a table smgle machine contaimng six CVAX-es. For all facton-
contammg u\ for ι =-8, ,8. The fourth aulhor was zaüons in Table l we sieved for each b ovcr the a m
able to rcducc the time needcd for factonng Ρη by a factor [-5 106, 5 iQ6), spht up m mtervals of Icngth 500,000

of two by usmg some of the mcthods descnbed m Section The hmit for the large pnmes was 10». For the last thrcc

2. Othcr numbcri factorcd by the fouith author are 2144-3 cases we found Üiat Z[oc] is not a umque factonzation
(44 digits, in 47 hours) and 2153+3 (47 digits, m 61 hours)· domam, a problem that was easily overcome because m

2144-3 = 492729991333 * a11 cases Λε ful1 nng °f mteSers of K does have umclue
45259565260477899162010980272761, factonzation.

For the first two entries about 2/5 of the relaüons
2:53+3 = 5*11* 600696432006490087537 * needed were //s and me rernaining 3/5 were spht evenly

345598297796034189382757. among the//?,//> pairs and pf, p/pairs. For the third entry
For numbers in thc 100+ ränge the nfs can be expected we had 10,688 ff s, 103,692 fp's, 116,410 pfs, and

to run fastcr than the multiple polynomial quadratic sieve l,138,617/>/?'s after 1,136,000 b 's. This gave 5,Q58fp,fp
algonthm (mpqs), at Icast whcn applied to numbers of the pairs, and 5,341 pf, pf pairs. Furthermore we had 1,222
nght form But one still nccds quile impressive computa- frce relations of the type <J>(u Y[g)-p for each pnme
tional rcsources to factor numbers that large. p <B for which / modp has d roots, where the product

In our Implementation at Digital Equipmcnt ranges over d gcnerators g of norm p and where u is a
Corporaüon's Systems Research Center (SRC) we fol- unit. About 28,000 additional relations were requircd, and
lowed the same approach äs m our SRC-implcmentations these were obtamed from morc comphcatcd combmations
of ihc elhpüc curve method (ecm) and mpqs äs descnbcd contaming pp's Because thc yield was already quile low
m [10]. In short, this means that one central processor for b around 1,100,000, we would ncver have bccn able
dislribuics tasks among several hundrcd CVAX proces- to factor that numbcr wilh those factor base sizcs had we
sors, thc chents, and collccts thcir results. not used uvzpp's äs well

For nfs tasks consist of short, non-overlappmg imcrvals For the last enlry wc had gathcred 17,625 ff s, and a
of consccutivc b values Whcn given an mtcrval
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total of 1,741,365/p's, p/s, and pp's, which gave 62,842 cocfficicnts of ihc clcmcnts of U and G , whcn wnitcn äs
combmations. Furthcrmorc wc had 2,003 frce rclaiions. cxphcit polynomials in a, arc so largc lhat thcy cannot

For all numbcrs in Tablc l thc sct U coniamcd only -l cvcn bc wnttcn down in a rcasonablc amount of timc, Ict
and two uniis which werc casy to find. Fmding G ncvcr alonc calculatcd
took morc lhan about fiftccn minutes on a CVAX proccs- It follows that actual coinputauon of U and G should
sor. be avoidcd. This can bc achievcd äs follows. Supposc
Noücc lhat thc relation collcction stage for 2457+l took lhat sufficicnily many good pairs a, b have bccn found

7/2 ümcs äs much Urne äs for 7149+1. This is approxi- So, for each good pair a,b, we can wnic ihe ideal
matcly the same äs (80,000/50,000)*(2,650,0007 (a +ab) äs the product of pnme Ideals g of norms < B,
1,136,000) and also approximately the same äs we expect / +â  ·> _ π ν,

from ihe run üme analysis. g
and thc in leger a +mb isß-smoolh,

7. Generalization a+mb = J~[ pw'
p pnnc, p ζ Β

To generalize thc numbcr ficld sieve to general mtegcrs, (where -l is among the p's). For simphcity, we assumc

i.e., mlegers which are not of the form r »-s for small r that K has an embeddmg mto R for which all a+ab arc

and s (up to a small factor), it suffices to selcct some positive.

integer d, an^niegcr m closc to and at most n"*, and to Let M be a mainx mal coniams, for each good pair

put /(X) - Y/,X<, whcre n = V/,m1 wilh 0 <f, <m. α, b, a row consisüng of the concalcnauon of ihc vcclors

Now usc K ?Q(o) with / (a) = a This was suggcstcd by ^ > and <-WP mod 2̂  and lct h be an intcScr sl'8hll>'
Joc Buhler and Carl Pomcrancc. blSScr lhan '' whcre ' IS as in Sccllon 2 Onc now finds h

In pnnciple the algonihm could procecd as dcscnbcd mdcpcndcnt relaüons, wilh micgcr cocfficicnls, bclwccn

above. There are some scnous problems, however, lhal the rows of M'in *e left half ̂  relaüons should bc valld
makc part of that approach unfeasible, and for which a ιη Ζ' ιη ώε nSht half ̂  nccd οη1^ bc valld m Z/2Z'
saüsfaclory soluuon is süll unknown. For numbcr ficlds Tms yiclds' for each < wilh l < ί < Λ, mlegers Xl(a,b)

wilh a rclaüvely small discnmmanl as m Seclion 2, ihe such that at ώο same Ume
scts U and G are not ai all difficult to construct. If the Π(α+0*)Ι/(α fc) = 0)

discnmmant gels bigger, as will in general be ihe case for a'

the polynomial/ as construcled here, our melhod will nol as ldeals· and

work: ihe values for ÜB and CB would have lo be laken Y[(a+mb)x'(·" b') = ( Π Ρ"'*)2.
prohibiüvely large Standard cslimales suggest that Ihe "' PPnmc,p<B

Table l
Newfaclorizations obtamed with the numberfield sie\e

n is

facior of
3239-1
2373+1
7149+1
2457+1

# digils

of n

107
108
122
138

f /""V "\T \Λ J

XS-3
X5+4

XS+7

X5+8

sizes

factor bases

2*40,000

2*25,000

2*25,000

2*40,000

used

b up to

120,000

200,000

1,136,000

2,650,000

# digits

of factors

41 &67

48&60

S6&66

49&S9

run-l

relalions

iwo days

Ihrec days

iwo wceks

seven wceks

ime

elimmation

two weeks

four days

fivc days

t v, o wceks

* 17209 * 43301964055635533333945745533106128044213 *
1507825692437133671959981388935564985777556063472074560073441273431,

2373+1 = 3 * 60427 * 694579497316894264425661243659806371972188318857 *

152796756325290043462779779478758328705905947521327614399129,

7149+1 = 8 * 10133* 47338433355189929279110650931837806119829008573928501623*

216553920907130765514882971236304435176465908770055947615503538839,

= 3 * 6885357560205319573060633896800918448254904729193 *
18016078496304630901695171021337431026910172081072177047327272213360916760459792809305587



wherc wlp e Z. This Icads lo a reldüon of the form 1975, pp 183-205.

φ(«,) = ( γ[ pi*f)2mod/i, 12 C. Pomcrance, "Analysis and comparison of somc
ppnmcpsß mtcgcr facloring algonthms," pp 89-139 m. H W

whcro«, isaunitlliatcanbewnucnasf|(a+c^)1'(a'i'). Lenstra, Jr., R. Tijdeman (cds), Compuiatwnal

Usc this cxprcssion to compuie the vectbrs v(i/,)e R'. methods in number thcory, Math. Cenire Tracts
whcre thc mapping v is äs in Secüon 2. 154/155, Mathematisch Centrum, Amsterdam 1982.

Each of the thc h > l vectors v (M,) is conlamed m the 13 c. Pomerance, S.S. Wagstaff, Jr., "Implementation of
samc / -dimensional lallice, so lhat a Z-relation betwecn the contmued fracüon integer factonng algonüim,"
thcm can be found by means of basis reduction. The Congress. Numer., v. 37,1983, pp 99-118.
corrcspondmg product of Ihe u, 's then leads to a solution M H } ; tß ̂^ w M ̂^ ß T ̂^ "Factonng

0 , . , , with the quadratic sieve on large vcctor Computers"
The most rcccnt hcurisüc esümate of the expected run- NM-R8805, 1988, Cenlrum voor W.skunde en

nmg ume of the relation collecüon and matnx elimmation informaüca Amsterdam.
stagcs of the generalizcd algonthm is L„[l/3, S2'3]. It is
expected that the most senous pracücal problems with the 15 IN- Stewart, D.O. Tall, Algebraic number theory,
generalized algonthm will be caused by the elimmation second edmon> Chapman and Hall, 1987
over Z and the size of the mtegcrs involved. 16 D.H. Wiedemann, "Solving sparse linear equaüons

over fimte Gelds," IEEE Trans. Inform. Theory IT-
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