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1. Introduction.

In this paper we show how Galois theory for rings can be applied to the problem of
distinguishing prime numbers from composite numbers. It develops ideas that were first
formulated in [11, Section 8; 12].

A positive integer n is prime if and only if the ring Z/nZ is a field. Many
primality testing algorithms make use of extension rings A of Z/nZ that are fields
if n is prime. They depend on known properties of such fields and of the Frobenius
map A -+ A that sends every x € A to its n-th power. If n is composite then
usually one of these properties is found not to be satisfied, and one is finished. If
one does not succeed in proving n composite in this way then the problem suggests
itself how to prove that n is prime. Only after this proof has been completed one
knows that the rings one works with are actually fields; in particular, this fact may
not be used in the proof. It is for this reason that Galois theory for rings rather
than for fields is needed.

Galois theory for rings can be found in [4; 6, Chapter III]. For the convenience
of the reader we prove in Section 2 all facts from this theory that we need, starting
only from basic properties of tensor products, localizations, and projective modules
[1; 2]. In Section 3 we restrict to finite rings and abelian Galois groups, and we
treat the Artin symbol, which replaces the Frobenius map. Section 4 is devoted to a
special class of extensions of Z/n%Z, which we call cyclotomic extensions. These play
an important role in primality testing. In Section 5 we prove a result about Gauss sums
that can be viewed as a generalization of [5, Theorem (7.8)], and we show how to inter-
pret this result in terms of Artin symbols.

The application to primality testing occupies Section 6. We describe a test that
is closely related to the methods of [3], as generalized by Williams (see [14] for
references). The second test that we describe is an improvement of the method proposed
in [5]. Finally, we show how the theory presented in this paper can be used to combine
the two tests. It may be expected that this combined method, once implemented, will
perform better than any existing primality testing algorithm.

By ring we mean in this paper commutative ring with unit element. The unit element
is preserved by ring homomorphisms, and it is contained in subrings. If R is a ring,

an R-algebra is a ring A together with a ring homomorphism R + A. A group G is



sa}d to act on an R~algebra A 1if G acts on the underlying set of A in such a way
that for each 0 € G the map A + A sending x to Ox is an R-algebra homomor-
phism. In this situation we write AG for the sub-R-algebra {x € A: ox = x for all
o € G} of A. The unit group of a ring R is denoted by R*. If x belongs to a
multiplicative group, we write <x> for the subgroup generated by x. The cardinality

of a set S 1is denoted by #S.

2. Galois theory for rings.

In this section R denotes a ring, A an R-algebra, and G a group that acts on A.

(2.1) Pefinitjon. We call A a Galois extension of R with group G, or Galois over

R with group G, if the following two conditions are satisfied:

(i) as an R-module, A is finitely generated projective of constant non-zero rank;
ii) th - i ® -+ Tl i ® ca)-

(ii) e A-algebra homomorphism A R A GeG A sending a b to ((ca) b)ce G

is an isomorphism; here & GR A 1is an A-algebra via the second factor, and the

A-algebra operations on WO A are componentwise.

€EG

Notice that from (i) it follows that the map R - A is injective, and that A has
rank #G by (ii). If R # 0 then (ii) implies that distinct elements of G have

distinct actions on A, so that G may be considered as a subgroup of AutR(A).

(2.2) Remark. Suppose that R is semi-local or, more generally, a ring over which
every finitely generated projective module of constant rank is free [2, II.5.3, Propo-

sition 5}. Then (i) and (ii) imply that there exist Zyr Zor sees 2 €A such that

t
(iii) A= Z§~1 Rzi, and the map R + A is injective;
. = *
(iv) t #G, and det(dzi)o €G, 1<€i<t € A¥.

Conversely, (iii) and (iv) imply (i) and {(ii) since the z;, must be independent: if
t . t - = ;
L/o1 T2, =0 with r, € R then X/, roz;, =0 forall 0eG so r, =0 by (iv).

(2.3) Examples. (a) Let A = RS for some t > 0, and let G be any group of order t

permuting the coordinates transitively. Then A is Galois over R with group G.
Such a Galois extension is said to be totally decomposed. This example shows that the
group G need not be uniquely determined by R and A.

(b) If K is a field and L 1is a finite Galois extension of K with Galois
group G in the sense of field theory, then L is Galois over K with group G in
the sense of (2.1).

(c) Suppose, in the situation of (b), that K and L are algebraic number
fields, with rings of integers A, and A . Let I be an ideal of A, that is
relatively prime to the discriminant of L over K. Then AL/IAL is Galois over
AK/I with group G.

(d) 1f Ai is Galois over R with group Gi' for i = 0, 1, then A, ®R A




is Galois over R with group GO % Gl'

(2.4) Base change and localization. Let B be any R-~algebra. Then the action of G

on A induces an action of G on the B-algebra A @R B, and if A is Galois over
R with group G then A ®R B is Galois over B with group G. In particular, if
A 1is Galois over R with group G then AP is Galois over RP with group G, for
every prime ideal P of R. Conversely, if AP is Galocis over RP with group G

for every prime ideal P of R, and A is finitely generated as an R-module, then

A 1is Galois over R with group G (cf. [2, II.5.2, Théoréme 11).

(2.5) Proposition. The R-~algebra A is Galois over R with group G if and only if

there exists an R-algebra B such that:
(i) as an R-module, B is finitely generated projective of constant non-zero rank;

(ii) A ®R B 1is a totally decomposed Galois extension of B with group G.

Proof. For the "only if"-part it suffices to take B = A. For the "if"-part, we need
from (i) only that B is faithfully flat over R (see [2, I.3.1 and 1.2.4(1)]) and
from (ii) only that A ®R B is Galois over B with group G; the assertions then

follow from [2, 1.3.6, Proposition 12 and I.3.1, Proposition 2]. This proves (2.5).

(2.6) Proposition. Let A be Galois over R with group G. Then we have:

{a) AG = R;

(p) if B is any subgroup of G, then A is Galois over AH with group H;:

(c) if H 1is any normal subgroup of G, then AH is Galois over R with group G/H.

Proof. If the Galois extension is totally decomposed it is straightforward to verify
these assertions. In the general case one chocses B as in (2.5) to reduce the proof
to the previous case. It then remains to verify that the natural map AH @R B >
H | . .
(A QR B) is an isomorphism. To do this, one considers the exact seguence of R-
H .

modules 0+ A" »~» A>Tl A in which the last map sends a to (a - ca) . Since

c€eH geH
B is flat over R, the sequence remains exact upon tensoring with B over R, as

required. This proves (2.6).

(2.7) Proposition. Suppose that A is Galois over R with group G. Let I be an

ideal of A and B = {0 € G: oI = I}. Then we have:
. H

(a) A/I is Galois over A /(I n AH) with group H;

(b) as an ideal, I is generated by I n AH;

(c) 1if A/I # O, then distinct elements of H have distinct actions on A/I.

Proof. Since A is Galois over AH with group H, we may as well assume, by change
of notation, that G =H and R = AH. Further, by localizing with respect to prime
ideals of R containing I n R, we may assume that A is free as an R-module. Let
Zys Zyr eeen Zy € A be as in (2.2)(iii), (iv). Then (2.2) (iii), (iv) is also valid

with R, A&, z; replaced by R/(I n R), A/I, (zi mod I), and (a) follows.



Assertion (c) is generally true for non-zero Galois extensions, as we noted after (2.1).
To prove (b), let J be the ideal of A generated by I n R. Then there is a sur-
jective map A/J » A/I. Since A/J and A/I are free over R/(I n R} of the same

rank, this map must be an isomorphism, so J = I. This proves (2.7).

(2.8) Proposition. Suppose that R # 0, and let A, be a Galois extension of R with

i
group Gi' for i =0, 1. Let f£: AO -+ Al be an R-algebra homomorphism such that
for every o ¢ G1 there exists T € GO with f1 = 0f, Then for every o ¢ G1 there
exists a unique T € G0 with £t = of, and the map ¥ G1 - GO that maps 0 to T

if fr1 = of is a group homomorphism. Moreover, the image of f is equal to ATerw,

and this is a Galois extension of R with group WEGl].

Proof. The uniqueness of 1t for given o follows from (2.7){(c), with A = A I=

0'
ker £f. It is trivial that ¢ is a group homomorphism, and that f[A.] is contained
ker ¢ ViG]
Tt 0

that f[AO] is Galois over f[A
=R, s0O f[Ag[Glj
with the same group y[G ] = G, /ker .

To prove that f[Ao] = ATerlb it now suffices to show that if A' and A" are

0
and w[GE], we see

1] G1] G
o 1eat

are both Galois over R

in A From (2.7)(a), with R and G replaced by A

thl]] with group WEGl]. But R c f[a

0 ker ¥
] = R, and the rings f[AO] and Ale

Galois over R with the same group G, and there is an inclusion A' < A" respecting
the G-action, then A' = A". By a base change as in (2.5) this is reduced to the case
that both Galois extensions are totally decomposed, and by localization to the case
that R has no idempotents except O and 1, and 0 # 1. Then each of A' and A"
has precisely Z#G idempotents, so all idempotents of A" 1lie in A'. Since A",

as an R-module, is spanned by its idempotents this implies that A' = A". This proves
(2.8),

(2.9) Proposition. Suppose that R has no idempotents except 0 and 1, with 0 £ 1,

and that A is Galois over R with an abelian group G. Then any R-algebra homomor-

phism 1: A + A satisfying 10 = 0T for all 0 € G belongs to G.

Proof. First suppose that the Galois extension is totally decomposed. Then we may

identify A with 0 G R, the G-action on the latter algebra being given by
pE€

a((r ) ) = (r ) , for o € G. Considering the idempotents of A one easily
P pPpeéG po’'peG

proves that any R-algebra homomorphism T: A + A is given by T((rp)pe ¢ =
(rf(p))pe G for some set-theoretic map £: G + G. If moreover 70 = 0T for all o©
€ G then f commutes with right multiplication by o, for any o, so £(p) = £(1+p)
= £(1)+*p. Then f is left multiplication by £(1), and since G is abelian this
implies that T = £(1) € G.

In the general case we choose B as in (2.5) such that the rank of B is as
small as possible. Suppose that B %:BO x Bl for certain rings Bi' Then each Bi
is a finitely generated projective R-module, and by our assumption on R it is of

constant rank [2, I1.4.3, Corollaire 2 to Proposition 15]. Also, A @R Bi is totally



decomposed over Bi' for i =0, 1. Our minimality assumption on the rank now implies
that one Bi equals B and the other is zero. Hence the ring B has exactly two
idempotents, and the first part of the proof applies. This proves (2.9).

(2.10) Galois extensions of finite rings. In the sequel we are only interested in the

case that R is finite, for example R = Z/nZ for some positive integer n. 1In this
case the Galois extensions have been completely classified. Since we do not need this
classification we give it without proof.

First let R be a finite field, for example R = Z/nZ with n prime, and de-
note by L an algebraic closure of R. Let G be a finite group, and fix an element
T € G. Define the subring A of npe G L by
e R" for all o € Gl.

Notice that A, as a ring, is isomorphic to the product of #G/<t> copies of a field
H<T> )
peG’

of order (#R) . We let G acton A by o((x) ) = (
Galois over R with group G. Moreover, if T ranges over all elements of G, wup to

A= {(x)
P

oloea xpo Then A is
conjugacy, then all Galois extensions of R with group G are obtained in this way,
up to isomorphism.

Next let R be a finite local ring, with maximal ideal M; for example, R =
Z/nZ where =t with r prime and k 2 1, in which case R/M = Z/rZ. If A
is Galois over R with group G, then A/MA is Galois over the field R/M, by
(2.4). Conversely, if B is Galois over R/M with group G, then there is a Galois
extension A of R with group G, unique up to isomorphism, such that A/MA =B as
Galois extensions of R/M.

Finally, let R be an arbitrary finite ring. We can write R as the product of
finitely many finite local rings Ri’ see [1, Chapter B8]. For example, if n =T rk(r),
with r ranging over a finite set of primes and k(r) > 0 for each r, then Z/nZ
=1 Z/rk(r)ZL Now the Galois extensions A of R with group G are uniquely of the

form T A,, where each A, is Galois over R, with group G.
i i i

3. The Artin symbol.

In this section R denotes a finite ring, and A a Galois extension of R with an

abelian group G.

(3.1) Let M be a maximal ideal of R. Then A/MA is Galois over R/M with group
HR

G, and the map 1: A/MA + A/MA defined by T(x) = x ™ is an R/M-algebra endomor-

phism of A/MA that commutes with all elements of G. From (2.9) we therefore see

that 1 belongs to G. This element is called the Artin symbol of M, notation: -

#R/M

We have ¢Mx B X mod MA for all x € A, and this property characterizes ¢ as

M
an element of G. (It does not in general characterize ¢M as an element of AutR(A)-)
The Grothendieck group G(R) 1is defined by generators and relations. There is one

generator [Q] for each finite R-module Q, and one relation [Q] = [Q'] + [g"] for



each exact sequence 0~+Q' +Q+Q" > 0 of finite R-modules. Each finite R-module
Q has a sequence of submodules @ = QO =] Q1 D ... 2 Qk = {0} such that for each i

with O £ i < k there is a maximal ideal M of R for which 0,79 ~ R/M. Using

this fact one proves that G(R) is a free abelian group with indepe;;int generators
{R/M], one for each maximal ideal M of R.

We conclude from the above that there is a unique group homomorphism ¢: G(R) » G
for which ¢([R/M]) = ¢M for each M. We call ¢ the Artin map, and its image
¢$[G(R)] in G the decomposition group of the Galois extension, notation: D. This is
a subgroup of G. The element ¢([R]) of D is called the Artin symbol of the Galois

extension, notation: ¢R'

{3.2) Examples. (a) Let n be a positive integer. We are mainly interested in the case

that R 1is equal to the ring Z/n%Z, which we denote by n. The set of primes r
dividing n is in bijective correspondence with the set of maximal ideals M of n,
by M = rA. This allows us to identify G(n) with the multiplicative subgroup of Q*
generated by the primes dividing n, so that [Q] € G(n) is identified with #Q e Q¥*,
for each finite #r-module Q. With this convention, we write ¢x instead of ¢(x),

so that ¢r = ¢rn and ¢n = ¢R'

(b) Let n and n be as in (a), and let L be a quadratic number field whose
discriminant A over @ is relatively prime to n. Denote by A, the ring of inte-
gers of L, and A = AL/nAL. From (2.3) (c) we see that A 1is Galois over #n with a
group G of order 2; let this group be identified with {*1}. One easily checks that
for x € G(n) we have ¢x = (é); here (%) is the Kronecker symbol, extended to G(n)

by multiplicativity. In particular we have ¢ = (éﬂ-

(¢) Let n and s be two positive integers with gecd(n, s) =1, and n = Z/nZ.
Denote by Cs a primitive s~th root of unity in an extension field of @. By (2.3)(c)
the ring A = Z[cs]/nzﬂcs] is Galois over 1 with group (Z/sZ)*, where (x mod s)
€ (Z/sZ)* acts on A by raising L  to the power x. For x € G(n) we have ¢ =
(x mod s); even for non-integral x this is a well-defined element of (Z/sZ)¥*,

since x is built up from primes not dividing s. In particular we see that D is

generated by {r mod s: r is a prime dividing n}, and that ¢n = (n mod s).

(d) Suppose that Ai is Galois over R with abelian group Gi’ for i =0, 1.
Denote by ¢(i)- G(R) - G. the Artin map and by ¢él) € Gi the Artin symbol. Then for
i

the Galois extension A = A_®_ A of R with group G = GO x G1 the Artin map ¢:

0 R
G(R) + G is given by 60 = ¢, ¢ (), and the Artin symbol ¢, ¢ G equals

(0) (1)

0g s oM.

(3.3) Remark. Suppose that R = Z/nZ for some positive integer n. If we wish to
calculate the Artin symbol ¢n of a Galois extension from its definition, then we need
to know the prime factorization of n. But there are cases, such as examples (b) and
(c) above, in which one can calculate ¢n without this information. It would be inter-

esting to know how generally this can be done.



(3.4) Proposition. Let R be a finite non-zero ring, and Ai a Galois extension of R
, . i
with an abelian group Gi’ for i =0, 1. Denote by ¢( ): G(r) > Gi the Artin map,

by Di the decomposition group in Gi' and by ¢;l) € Di the Artin symbol, for i =
0, 1. Let f£: Ay > A be an R~algebra homomorphism such that for every o € G, there

exists T € G, with fT = of, and let y: G > G, be the group homomorphism from

(2.8). Then we have

o)y _ (1) _ (0) _ (1)
¢ =vwee,  po=wlpd, by = W(ep ).
; . , (i) #R
Proof. Suppose first that R is a field. Then ¢R (x) = x for all x € A,, so
f¢;0) = ¢é1)f. By the definition of ¢ this means that w(¢é1)) = ¢é0).

)

In the general case, let M be a maximal ideal of R and denote by ¢;l the

Artin symbol of M in Gi' By the previous case, with R/M in the role of R, we

have W(¢(1)) = ¢;O)

M . The assertions of (3.4) now follow immediately. This proves (3.4).

(3.5) Corollary. Let H ¢ G be a subgroup. Then the composite of the Artin map G(R)

. . H
+ G and the natural map G -+ G/H is the Artin map for the Galois extension &~ of

R with group G/H.

Proof. Apply (3.4) to A_ = a? ana a, = A, with f: Ay > A the inclusion map. This

0 1 1

proves (3.5).

(3.6) Remark. Let H be a subgroup of G, If R is a field, or a local ring, then
the decomposition group for the Galois extension A of a? witn group H is equal to
H n D. For general R the group H n D may be bigger. It is true in general that the
Artin symbol ¢AH for the Galois extension A of AH with group H 1is equal to
¢#G/H

R .

The following proposition explains the name "decomposition group".

fes H
(3.7) Proposition. Suppose that R # 0. Let H be a subgroup of G, and B = A .

Then the following three assertions are equivalent:

(1) D © H;
(ii) the Galois extension B of R with group G/H is totally decomposed;
(iii) there is an R-algebra homomorphism B -+ R.

Proof. The implication (ii) = (iii) is obvious. To prove (iii) = (i) one applies (3.4)

to AO = B and A1 = R. Then one finds that the decomposition group D

so (3.5) implies that D < H.

0 is trivial,
Finally we prove (i) = (ii). By change of notation we may assume that A = B, so
that F is trivial. By (i), the group D is trivial as well.
rirst assume that R is a field, and let N be a maximal ideal of A. Since D
is trivial we have x#R'= x for all x € A, so the field A/N satisfies #A/N < #R.
It contains R, so A/N =~ R. From (2.7)(b) one deduces that the natural map A =

m B/oN = TI R is injective, so by a counting argument it is bijective. This

€G geG
proves (ii) if R is a field.



Next let R be a local ring with a nilpotent maximal ideal M. We claim that each
idempotent of A/MA can be lifted in a unique way to an idempotent of A. To prove
this, let (e mod MA) € A/MA be idempotent. Since A 1is finite there exist integers

2k__22 Zk—Z'Q'

k L
k, £ with k > £ 2 0 for which e? = e2 . Then e is idempotent, and e

3 3 2
8 e mod MA. If e and e are idempotent then we have (e, - e ) = e] - 3ele

+
2 3 0 1 1 0 1 170
3ele0 ey =e - e if also ey = mod MA then this implies e, - e, = 0, because
MA is nilpotent. This proves our claim.
By the case already dealt with there is an isomorphism A/MA g=nce G R/M of R/M-

algebras. Let the idempotents corresponding to this decomposition be lifted to A. By
the uniqueness statement this gives rise to a collection of idempotents that annihilate
each other, are transitively permuted by G, and add up to 1. Hence A ;;ﬂoé G R'
for some R-algebra R'. Since the map R =+ A is injective the same is true for R >
R'. By a counting argument we now have R =~ R' as R-algebras, and (ii) follows.

Since any finite ring can be written as the product of finitely many local rings
with nilpotent maximal ideals, see [1, Chapter 8], the general case follows immediately.

This proves (3.7).

(3.8) Proposition. The ring A is a field if and only if R is a field and G = <¢R>.

Proof. The “"only if"-part is easy. To prove the "if"-part, let N be a maximal ideal

of A. From ¢Rx = x#R, for all x € A, we see that ¢RN = N, so by (2.7)(b) the

ideal N is generated by N n AG =N ONR. Hence N=0 and A z A/N is a field.
This proves (3.8).

4. Cyclotomic extensions.

In this section we fix an integer n with n > 1. We denote the ring Z/nZ by n,
and we use the notation introduced in (3.2){(a). Further, we let t be a positive inte-
ger with gcd(t, n) = 1 and we let u be the order of (n mod t) in the group

(z/tzZ)*. By @t we denote the t-th cyclotomic polynomial.

{4.1) Definition. A t-~th cyclotomic extension of N 1is an n-algebra A together

with an automorphism ¢ of A and an element ¢ of A, such that the following con-

ditions are satisfied:

(1) A is Galois over M with group generated by 0;
(1) © (1) =0 and of = "

.i. u = 4 .

(l l) o] ldA

It is well-known that such extensions exist for any t if n is prime. If <n mod t>

= (Z/tzZ)*, then A = Z[ct]/nzfct] is a t-th cyclotomic extension of n, with ¢ =
(Ct mod n) and o7 = ;n These observations are generalized in the following prop-

osition.



{4.2) Proposition. A t~th cyclotomic extension of K exists if and only if for each

i . ) L i .
divisor r of n there exists an integer i with r #n mod t. Moreover, if A, O,
z constitute a t-th cyclotomic extension of 5, then we have:

(a) o equals the Artin symbol ¢n of the extension, and ¢ has order u;
{(b) if r e G(n) < @*, and i e zZ, then r = n1 mod t if and only if ¢r = ol;

{(c) a=nlz].

Proof. To prove the "if"-part, suppose that (r mod t) € <n mod t> for all divisors r
of n. Then the decomposition group D, of the Galois extension A, = Z[Qt]/nzict]

of N with group (Z/tZ)* equals <n mod t>, see (3.2){(c). By (3.7) there is now a
ring homomorphism B = A;n mod t> +n. Let A=A, 8 n and ¢ the image of e in

A. Since AO is Galois over B with group <n mod t> the same is true for A over

n. It follows that A, together with the action of (n med t) and the element (¢ € A,
is a t~th cyclotomic extension of n.

Conversely, let A, o, ¢ be as in (4.1) (i), (ii), (iii), and let AO be as above.

The ring homomorphism f£: AO + A sending (ct mod n) to ¢ then satisfies the con-

ditions of (2.8), with A, = A, and the group homomorphism Y: <o> + (Z/tZ)* from

(2.8) maps ¢ to (n modlt). From (4.1) (iii) we now see that ¢ is‘injective and

that o has order u. By (2.8) the injectivity of ¢ implies that f is surjective,
which is (c). Further, (3.4) and (3.2)(c) imply that W(¢n) = (n mod t) = w(O),' so O
= ¢n' This'proves (a). Finally, in the situation of (b) the assertions r = n® mod t

i ,
and ¢r = ¢~ are both equivalent to W(¢r) = w(o)l. This proves both (b) and the
"only if"-part of the first assertion.

This proves (4.2).

From (4.2) we see that the existence of a t-th cyclotomic extension implies the ex-
istence of a tl-th cyclotomic extension for each divisor t1 of t. One can also
prove this directly by raising ¢ to the power t/t1 and applying the following result.

(4.3) Proposition. Let A be an n-~algebra, o an automorphism of A and ¢ an el-

ement of A such that conditions (i) and (ii) of (4.1) are satisfied. Then #nlz], to-
gether with the restriction of o to #n[z] and the element f, 4is a t-th cyclotomic
extension of #.

Proof. This easily follows from (2.8) with AO as above, A, =A, and f£f(z_ mod n) =
. t

. This proves (4.3).

(4.4) Proposition. Let A be a Galois extension of n with a cyclic group <g> of

order u. Suppose that for each prime divisor g of t there exists a =g € A

q
such that oo = an and such that
u._
a ¢ ra, u(n 1/q -1 ¢ ra u m(q)
for each prime r dividing n. Put ¢ = Uq a;n -1)/q . where m(q) is the number

of factors g in t. Then A, 0, [ is a t-th cyclotomic extension of n.
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Proof. First let q be fixed, and o as in the proposition. Let I = aA. From oa =
n o,

o it follows that oI ¢ I, so oI = I because ¢ has finite order. By (2.7)(d) this
implies that I = dA for some divisor d of n. But 1 ¢ rA for each prime r di~

u_
viding n, so d=1 and o € A*. In the same way one proves that a(n 1)/q -1c¢€
u u_
A*., From oa = o and oY = id, it follows that o = a, so o 1. 1 because
* (nu¥-1) /g (q) s
a € A¥. The element B = a now satisfies
m(q) T a1
Bq = 11 Bq -1ce A*I
q q

m(q)

so it is a zero of the g -th cyclotomic polynomial. It follows that ¢ = ﬂq B is

q
a zero of @t. The other conditions of (4.1) are clear. This proves (4.4).

(4.5) Proposition. Let the n-linear map X from n[X]/®tn[X] to itself be defined by

)\(Xi mod ®t) = (Xni - Xi mod 0t), for O £ i < deg ®t. Suppose that h, Gyr Gpr ey
Iy € n[x] have the following three properties:

(1) )\(gi mod 0t) =0 for 1 51 5 k;

(ii) h has leading coefficient 1, and 0 < deg h < u;

(iii) nnlx] = @ nlx1 + z§=1 g, n[x] as ideals of nlx].

put A = nixI/bnlx] and ¢ = (X mod h) € A. Then A has an automorphism o with ogf

cn, and A, o, [ constitute a t-th cyclotomic extension of Kn. Moreover, deg h

]

u.

(4.6) Remark. To motivate this proposition we remark the following. Let first n be
prime. Then one can construct a t-th cyclotomic extension of n by letting A be the
field nlx1/hnlx] for some irreducible factor h of ¢t in nl[x1, and defining o
and ¢ by { = (Xmod h) and o = Cn. To find h, one can apply Berlekamp's algor-
ithm [8, Section 4.6.2; 9, Section 4] to factor the polynomial @t in nlx]. Studying
this algorithm one discovers that each irreducible factor of Qt produced by this al-~
gorithm is, as in (iii), of the form gcd(@t, gyr o1 ees gk) for certain g9; € nlx]
satisfying (i). It is well-known that each irreducible factor of @t in n{x] has de~-
gree u.

If n is not known to be prime one can still attempt to use Berlekamp's algorithm
to find a factor h of Qt in n[x] of degree u. However, if n is not prime this
attempt is not likely to be successful (except if <n mod t> = (Z/tZ)*, in which case
one finds h = ®t). The above proposition asserts that if Berlekamp's algorithm pro-
duces a factor h as just described, then h does give rise to a t-~th cyclotomic ex-

tension of n.

Proof of (4.5). There is a ring isomorphism n[x]/otnEX] >Ry = ZICt]/nZICt] that

maps (X mod Qt) to (Ct mod n), and it is easily seen that this isomorphism maps the

kernel of X onto the subring B = A;n mod £ penote by h(c.), g,(z) the images
k
= = {
of h, g, in Ay, so that A=A /h(f )A,. From A =A/2’  g;(L)A, and g, (5)
€ B we see that A = AO ®B B', where B' denotes the image of B in A. Hence A

is Galois over B' with group <n mod t>; in particular, A is free of rank u as a



11

B'-module. But (ii) implies that A 1is free of rank deg h < u as a module over the
subring #n of B'. Counting A shows that we must have deg h=u and n = B'.

This implies (4.5).

(4.7) Proposition. Let h € n{Xl] be a polynomial of degree u with leading coefficient

1, and A = n[x]/hnlxX]. BAssume that o = (X mod h) has the following properties:

(1) h(a') = 0;
n4
(i1) o] = 0;
. nu/pP s
(iii) a ~ o € A¥ for every prime p dividing wu.

n
Then A is Galois over #n with group <o0>, where oJa = a .

; . n
Proof. From (i) we see that there is a ring homomorphism o: A + A with oo = a , and

from (ii) that o = idA. Further 1, o, ..., au_l is an #n-basis for A. By (2.2)
and Vandermonde's determinant it remains to prove that oia - oj € A* for i # j mod
u. Suppose that I = (cia - Uja)A is different from A. By oo = o and oV = idA
we have oI = I, so H= {1 € <0>: 1Ta 5 a mod I} is a subgroup of <o> containing
oi'_j. By (iii) it does not contain ou/P for any prime p dividing u. Hence H

is trivial and i ® j mod u. This proves (4.7).

(4.8) Remark. Suppose that n is prime in (4.7). Then clearly ¢ = ¢n' and A is a
field by (3.8). Notice that (i) is automatically satisfied for prime n, and that (ii),
(iii) constitute a well-known irreducibility test for h, see [8, Exercise 4.6.2.16;
9, Section 5].

If n is not prime we need not have ¢ = ¢n, as is shown by the example n = 35,

2
£f=2, h=X -15+1 or hs= X2 - 14X + 1.

5. Gauss sums.

As in the previous section, let n be an integer, n > 1, and write n = Z/nZ. Let

further t be a positive integer with gcd(t, n) = 1, and put u = #<n mod t>.

(5.1) Proposition. Suppose that
(i) ged(t, (n" - 1)/t) =1,

(ii) there exists a t-th cyclotomic extension of n.

Let t' be a positive integer satisfying
(3ii) each prime factor of t' divides t, and if t = 2 mod 4 then t' # O mod 8.

Then a t'~th cyclotomic extension of n exists.

EESSE: By the remark following (4.2) we may assume that t' is a multiple of t. Then
(iii) precisely means that the kernel J of the natural map (Z/t'Z)* + (zm/tz)*¥ is
cyclic of order t'/t. For each prime p dividing t'/t the kernel J of the natu-
ral map (Z/t'Z)* + (Z/ptz)* has index p in J, so the groups J pare exactly

p
the maximal subgroups of J. From n” =1 mod t it follows that (n" mog t') € J,
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and from gcdl(t, (nu ~ 1)/t) =1 that (nu mod t*') ¢ Jp for each p. Therefore (nu
med t') generates J, so any integer that is congruent to a power of n modulo t

is congruent to a power of n moduloc t'. By (4.2), this proves (5.1).

(5.2) Remark. Let t, t' be as in (5.1) with t dividing t', and let A, o, L be a
t-th cyclotomic extension of n. Then a t'~th cyclotomic extension of #n is given by

zle 1, ¢t =1@¢ and o' acting as © on A

Al ot ' [ J— ®
’ ¢+ 5, where A A zlt, ] er?

and as (n mod t') on Z[Ct,]-

{5.3) Remark. Let t satisfy (5.1)(i), (ii), and let r be a divisor of n. Then
(5.1) implies that there exists i € 1lim Z/(ut’/t}Z such that r = n' in the profi-
nite group 1ljim (Z/t'Z)*; here both projective limits are taken over the set of
multiples t' of t satisfying (5.1)(iii). We denote this value of i, which is
uniquely determined, by Qt(r). It may be thought of as a "t-adic logarithm of r to
the base n". 1In fact, if p 4is an odd prime dividing t then the image of lt(r)
under the natural projection 1ljm Z/(ut'/t)z > Zzp equals (1ogpr)/logpn, where loqp
is the p-adic logarithm. The same assertion holds for p =2 if t = 0 mod 4. Notice

that t' = t2 satisfies (5.1) (iii), so it is meaningful to consider Qt(r) meodulo t.

(5.4) Gauss sums. Let A, 0, L be a t-th cyclotomic extension of n. Let further m

be a positive integer with gcd(n, m) = 1, and x: (Z/mZ)* » <> a group homomorphism
that is primitive in the sense that it does not factor through the natural map (Z/mZz)¥
+ (Z/aZ)* for any divisor d <m of m. For x € G(n) c @* we write x(x) =
x{x mod m), cf. (3.2)(a), (c).
The Gauss sum 1(x) is the element of A ®z Z[cm] defined by

T(x) = Zy x(y) @ Cz;
here qm denotes a primitive m~th root of uniE}lg as in (3.2)(c), and y ranges over
(Z/mZ)*. From the well-known formula T(x)T{(x ) = x{-1)m and gecd{m, n) =1 it
follows that 1(x) belongs to the unit group (A @, Z[Em])*.

We let ¢ act on A @z ZZ[t;m] via A, and we write the induced module structure

of (A ®Z E[Em])* over the group ring Z[<o>] exponentially.

(5.5) Theorem. Let n and t be integers with n > 1, t > 0, gcd(t, n) =1 and

ged(t, (n"-1)/t) = 1, where u = #<n mod t>. Let the further hypotheses and nota-

tions be as in (5.4). Then we have:

. 1 -

(a) if n is prime, then t(YX) n/o x(n);

(b) conversely, if n € <g> is such that T(X)l - n/o =n, then n = x(n} and
x(xr) = x(n)zt(r) for each divisor r of n, with SLt(r) as in (5.3).

Proof. Assertion (a) follows by a computation as in [5, Lemma (7.3)].
- n/c

1
We prove (b). Let j be a positive integer. Raising 1(¥x) = n to the power

1 X '
Zf\'].=0 (n/)*  and using that n/c acts as the identity on <¢> we find that

_ 3,3 :
T(X)l n-/c =n3-
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Putting j =u and v = (nu - 1)/t we see that the order of +t(x) divides t(nu - 1)
= tzv.

Let now r be a prime dividing n, and let & be a positive integer congruent
to lt(r) modulo tu, so that ng & r mod t2. Putting j = £ 1in the above equation
we find that

L, 2
T(x)(l -n’/o7)v _ nkv.

L L
But n'v is congruent to rv modulo the order of 1t(x), and o = ¢ by (4.2)(b),

so the equality simplifies to

T(X)(l - x/ép)v _ nlv.

Since r is prime, the argument used to prove (a) leads to r(x)1 - ¥/ o x(r) mod r.
Therefore

x(r)v E nzv mod r.
The identity ﬂ;;; (1 ~ ci) = £ shows that no two distinct elements of <g> are con-

gruent modulo xr, cf. [5, (7.17)]. Hence x(r)V = nlv, and since by hypothesis

gecd(t, v) = 1 we find that we have proved

Le A
() = n*t®
for each prime r dividing n. By multiplicativity, the same equality is valid for
2
each r € G(n) < @*. With r = n we see that x(n) =n, so x{r) = x(n) e gy

each r e G{(n).

This proves (5.5).

{(5.6) We show how to interpret (5.5) in terms of Artin symbols. Let m and ¥ be as
in (5.4). The field @(z ) is Galois over @ with group (Z/mzZ)*, and we let L =
Q(Cm)kerx be the subfield corresponding to ker X © (Z/mZ)*, with ring of integers
AL Then AL/nAL is Galois over K with group equal to the image of x, by (2.3)(c).
This group is cyclic of order dividing t. From (3.2)(c) and (3.5) it follows that the
Artin symbol ¢X in this extension equals ¥(x), for each x ¢ G(n), and in particu-
lar ¢n = x(n). Thus we see that the conclusion of (5.5)(b) is equivalent to the
assertion that, for each t' as in (5.1)(iii), the decomposition group of the Galois

extension (Z[Ct,]/nzfét,]) ® (AL/nAL) of N with group (Z/t'Z)* x (image x) 1is

generated by the Artin symbol ”¢n of the extension.

Viewing A ®_ ZZ[Cm] as a Galois extension of A with group (Z/mZ)* one
checks easily that the action of any y € (Z/mZ)* on the Gauss sum <T(x) is given by
multiplication by X(y)_l. This implies that 7t(x) is a Lagrange resolvent for the

Galois extension A ® AI of A with group image x; 4i.e., we have A ®
#image X *
€ a¥*,

z AL =

alt(x)] with T(x) and the Galois action of any x(y) € image x on

1(x) is given by multiplication by x(y)‘l.

(5.7) We close this section with two remarks of computational interest. First, the el-

ement T(X)l.-n/O of A ® Sz[cm] belongs in fact to the subring of A generated by

Z
the image of ¥. It can be expressed in terms of certain Jacobi sums that belong to

1-n/c .
that ring. One can use these expressions to calculate T(x) / without leaving the
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ring A.

Secondly, Theorem (5.5) and its proof are also valid if throughout <t(x) is re-
placed by wt(x) for some w € A*. This remark can be applied if there are divisors
my and m, of m and primitive group homomorphisms xi: (ZVmiZﬂ* > <g> for 1= 0,
1, such that x(y) = Xo(y mod mo)-xl(y mod ml) for all y e (Z/mZ)*. 1In that case
one has T(XO)T(Xl)/T(X) e B¥, so one may work with T(xO)T(xl) instead of 1(x).

6. Applications to primality testing.

Galois theory for rings can be applied to the problem of how to recognize whether an
integer n > 1 is prime. For background information on this problem we refer to [14;
10; 71.

Composite numbers are usually easy to recognize by means of tests that are based
on Fermat's theorem and its generalizations. A single such test that n fails to pass
suffices to show that n 1is composite, although it does not readily yield a factoriz-
ation of n. However, if n passes many tests of this sort then it is very likely
that n is a prime number, and the problem becomes how to prove that n is a prime
number.

Let n be an integer, n > 1, put # = Z/nZ, and let G(n) < 0* be as in (3.2)
(a). Clearly, n is prime if and only if it generates G(n), and if this is the case
then for any Galois extension A of R with an abelian group the decomposition group D
is generated by ¢n. To prove that n is prime, one can apply the theory from the pre-
ceding sections to show that D = <¢n> for many choices of A, and use this informa-

tion to check that n has no divisors except 1 and n. A more precise outline of

how one might proceed is as follows.

(6.1) To prove that n is prime one proceeds in three stages.
(2) In the first stage one selects two auxiliary positive integers s and t. The

precise conditions that s and t should satisfy depend on the method that is used.

They include:
. 1/2

s 1is "large" (e.g. s >n '),

t is "small",

t

n 8 1 mod s,

the complete prime factorization of s is known.
(b) In the second stage one constructs one or more Galois extensions of n with
abelian groups, and one performs certain calculations in these Galois extensions. Using
results like (4.2) and (5.5) one proves that the decomposition group of the Galois ex-
tension Z[CS]/nZ[Q ] of n with group {Z/sZ)* is generated by (n mod s); or,

[
equivalently, that for each divisor r of n there exists i (mod t) such that r =
i

n mod s.
(c) In the third stage one uses the information from (b) about the divisors of n to

prove that 1 and n are the only divisors of n, so that n is prime. It is for
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this stage that one needs s to be "large". For more details about this stage, which
has nothing to do with Galois theory, we refer to [5, Section 3].

Several of the rings occurring in this primality proof turn out to be fields in
the end. This applies for example to n itself and to the cyclotomic extensions from
(4.1). But using this information in the proof would obviously give rise to a circular
argument. Thus we are in the paradoxical situation that we generalized Galois theory
from fields to rings in order to apply it to rings that are in fact fields.

Before we give examples of algorithms that proceed in the above way we treat some

auxiliary algorithms.

{6.2) Constructing cyclic extensions. Let u be a positive integer. We describe four

algorithms to obtain an explicit presentation of a Galois extension A of n with a
cyclic group <o> of order u, with the property that o¢ = ¢n if n is prime. (So
A becomes a field if n is prime, see (3.8).)

(a) Suppose that a small positive integer t with gcd(t, n) = 1 can be found
for which u = #<n mod t>. Then we can use Berlekamp's algorithm to construct a t-th
cyclotomic extension A, 0, { of 1, see (4.6). This is a Galois extension of n
with a cyclic group <0> of order u, and o = ¢n, by (4.2) (a).

(b) Alternatively, one can determine a polynomial h e n[X] with leading coeffi-
cient 1 and degree u, such that h is irreducible if n is prime. See [9, Section
5] for methods to do this. Next one uses (4.7) to construct the desired extension; if
any of the conditions of (4.7) is found not to be satisfied then n is not prime (see
(4.8)). It is, with this construction, not guaranteed that o = ¢n (see (4.8)), but if
n is prime it is of course true. Usually it is possible to choose h such that its
coefficients are "small", which facilitates the multiplication in A = n{xJ/hnlx].
Method (a) does not have this advantage (unless h = Qt in (a)).

(c) Suppose that one can find a small positive integer m with gcd(m, n) =1
and a group homomorphism X: (Z/mzZ)* - <¢,> such that x(n) generates <z >. This
is usually easy to do, unless n is a p-th power for some prime p dividing u. Let
. be the subfield of Q(Cm) corresponding to ker ¥, with ring of integers AL.
Then A = AL/nAL is Galois over n with group <t,>» and the Artin symbol ¢
equals x(n), cf. (5.6). To obtain an explicit presentation of A one can choose «
€ AL such that L = @(a) and such that the discriminant of the irreducible polynomial
h of o over @ is coprime to n. Then A = n[xl/hnlx]. From a computational point
of view this is an attractive presentation: not only the multiplication is easy to per-
form, as in (b), but alsc the Galois action of the group <cu>. If X is an isomorphism
we can take a = [ and h = Qm, which in this case also results from (a) (with t=m).

(d) Suppose that u = Ugy where v, and u, are positive integers with
gcd(uo, ul) = 1. Suppose further that Ai is Galois over N with a cyclic group
<0,> of order u, for i =0, 1. Then A = A e, Ay is Galois over n with a
cyclic group <co> x <cl> = <(co, 01)> of order u, by (2.3)(d). Moreover, if each

g, is the Artin symbol for Ay then (co, 01) is the Artin symbol for a, by
pa
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(3.2)(@).

(6.3) Composite numbers. The properties of the algorithms in (6.2) that are relevant

in the context of primality testing are: (i) if n is prime, then the algorithms are
likely to terminate within a reasonable time limit; (ii) if any of these algorithms
terminates, then the result is a Galois extension with the stated properties (even if

n is compdsite). In particular, in primality testing it is irrelevant whether the al-
gorithms terminate if n 4is composite. This is nevertheless a question of independent
interest. We stated already in (4.6) that method (a) is not likely to work for compos—
ite n, except if <n mod t>= (Z/tZ)*. The behaviour of algorithm (b) probably de-
pends on the particular method that is chosen to determine h. Algorithm (c) works for
any n that is not a p-th power for any prime p dividing u. The method in (d) can

be used for any n to reduce the problem to the case that u is a prime power.

(6.4) Isomorphism of subextensions. Suppose that Ai is Galois over N with a cyclic

group <Oi> of order ui, for i =0, 1, and let u be a common divisor of u, and
<g¥®>
1 Then Bi = Aiol is Galois over n with a cyclic group of order u generated by

the restriction of oy for i =0, 1. If n is prime and oi = ¢n for each i, so

u

that each Ai is a field (see (3.8)), then we know that BO is isomorphic to B1 as
a Galois extension of n. We describe an algorithm to f£ind such an isomorphism. As in
(6.3) we want the algorithm to have two properties: (i) if n is prime and 0i = ¢n
for each i then the algorithm is likely to terminate within a reasonable time limit;
(ii) if the algorithm terminates then the result is an isomorphism f: B, > B, with

Olf = fco (even if the Ai are not known to be fields).
There are situations in which the isomorphism BO ;‘Bl is obvious. This is the

case, for example, if there is a Galois extension A of #n with a cyclic group <o>

such that each A, 1is contained in A, with oi = OlAi. If this is not the case one
i

might try to construct such an A, but it is more efficient to proceed as follows.

One begins by constructing, as in (6.2), a Galois extension B of # with a

cyclic group <o> of order u. Next one constructs ring homomorphisms fi: B » A,

for i =0, 1. 1f B = n(x]l/nnlx] for some h € n{x] this comes down to finding a

zero of h in A,, which can be done by the methods described in (9, section 3]. If
i

B is a tensor product of several rings n[x]/hjn[x] it suffices to find a zero of

each h, in A,.
J hA

Once the f£. have been constructed one checks that fio = Oifi' as must be the

case if n is prime and o, oi are the Artin symbols. If in = Uifi then by (2.8)

the map £, vyields an isomorphism B g;Bi, for i = 0, 1. This leads to the required
i

isomorphism BO g:Bl.

(6.5) Constructjon of cyclotomic extensions. Let t be a positive integer that is co-
We

prime to n, and suppose that the complete prime factorization of t is known.

describe an algorithm to construct a t-th cyclotomic extension of n that is likely

to be successful if n is prime and the number u = #<n mod t> is not too large.
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One begins by constructing a Galois extension A of n with group <o> of
order u, as in (6.2). If one uses method (6.2)(a) to do this, with the same t, this
leads by (4.5) to the required extension. Otherwise, one continues as follows.

For each prime q dividing t one does the following. One finds, by trial and
error, an element a =a € A, o # 0, such that

d, u_
n OL(n 1)/q

oo = o , z 1.

If n is prime and o = ¢n then any o« has the first property, and it has the second
property with probability 1 - 1/q; so o should not be hard to find. If o has been

u_
found one expresses o and a(n W/a _ 1

on a basis of A over n. Let cq € N be
one of the non-zero coefficients of the first of these expressions, and dq e n of the
second.

This being done for each ¢, one checks by means of the Euclidean algorithm that
ﬂq (c dq) € h¥, as must be the case if n is prime. Then the conditions of (4.4) are
satisfied, so if [ is as in (4.4) then A, 0, L is a t-th cyclotomic extension of n.

Notice that the same construction actually yields a tO-th cyclotomic extension

u . :
of »n, where tO is the largest divisor of n - 1 that is built up from the primes

dividing t.

We remark that the calculations involved in the above construction can often be

: m(q)
done in proper subextensions of A. For example, if g Ty a prime power dividing

t, as in (4.4), then the search for o = aq can be done in the subextension of rank
qm(q)>

equal to #<n mod , which may be smaller than t. Explicit presentations for

such subextensions can be obtained as in (6.4).

(6.6) Classical primality tests. Our first example of a primality test that proceeds as

in (6.1) is as follows.

First one constructs s and t as in (6.1)(a), with t as small as possible.
This is done by looking for prime factors of ®I(n) =n -1, ®2(n) =n+ 1, ®3(n) =
n2 +n+ 1, 04(n) = n2 +1, ..., and letting s be equal to the product of the primes
that are found, with the proper multiplicities. If one is lucky this leads to a number

s that is sufficiently large, and one puts t equal to the order of (n mod s) in
k

(zZ/sZ)*. For example, if n = 2k + 1 for some k 21 one can take s = - 1 =2,

t =1, and if n = 2k - 1 for some k 2 2 one can choose s = 2(n + 1) = 2k+1' t=2.
I1f one does not succeed in finding a sufficiently large value for s in this way there
is still the possibility of applying a technique that depends on lower bounds for the
unknown prime factors of n -1, n+ 1, ..., see [14].

Suppcse that s and t have been found, with t=4#<n mod s>. Then one con-
structs, by the method of (6.5), an s-th cyclotomic extension of n, which is an ex~
tension of rank t. From (4.2) it now follows that for each divisor r of n there
exists i (mod t) with r = ni mod s. With this information one can proceed to part
{c) of (6.1).

If t=1 or 2 then the above test is essentially contained in [3], except for

the language that is used. lLarger values for t, all dividing 12, were employed by
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(6.7) Gauss sum tests. We next describe a test depending on Theorem (5.5). It general-

izes a method that was proposed in [5].

First one chooses s and t as in (6.1)(a), but with the condition nt E 1 mod s

replaced by

at E 1 mod s for all a € Z with gcd(a, s) = 1,
We refer to [5, Section 4] for methods to choose s and t. The number t will
usually be somewhat larger than in (6.6). To give an impression of the size of these
numbers we remark that for n < 10100 one can take t = 5040 = 24-32-5’7 and
s = 2t.ﬂq prime, g-1]t ¢

= 26°33~52-72'11-13'17-19‘29-...-1009-2521 s 1.532'1052.

If s and t have been chosen one checks that gcd(st, n) = 1.

Next one puts u = #<n mod t>, and one constructs a Galois extension A of n
with a cyclic group <o> of order u, as in (6.2). Notice that u divides 12 if
t = 5040. One now replaces t by the largest divisor of n” - 1 that is built up
from the primes dividing t, so that (5.1) (i) is satisfied. Using the method of (6.5)
one finds [ € A such that A, 0, T 1is a t-th cyclotomic extension of #n.

At this point we know from (5.1) that for each divisor r of n and each t' as

in (5.1)(iii) we have

r = p*tx)

med t',
where lt(r) is as in (5.3). We wish to prove the same congruence modulo s.

Let s' be the largest divisor of s that is relatively prime to t. (By [5,
(4.1)], the number s' is squarefree.) One selects a set Y of pairs (m, X) such
that: (i) for each pair, m is a divisor of s' and X is a primitive group homomor-
phism (Z/mZ)* + <¢> (see (5.4)); (ii) the induced group homomorphisms (Z/s'Z)*

+ <r> sending (x mod s') to x{x mod m) generate the group of all group homomor-
phisms (Z/s'Z)* + <z> if (m, X) <ranges over Y.

s 1 -
For each (m, X) € Y one now checks the condition T(X)

n/o

€ <> of Theorem

(5.5)(b). As we remarked in (5.7), this verification can de done within the subring of
1 - n/o
A generated by the image of x. If T(x) / ¢ <> for some (m, x) € Y then n
1 - n/o

is not prime, by (5.5)(a). Hence assume that T(x)
2e(r)  £0y each (m, x) € Y, by (5.5)(b), and

€ <g> for all (m, x) € Y,

and let r divide n. Then x({(r) = x(n)

L .
property (ii) above now implies that x(r) = x(n) £{r) for all group homomorphisms

X: (Z/s'Z)* + <r>. Since the exponent of (Z/s'Z)* divides t, this yields

L¢ ()

r ®En mod s'.

. . . ' .
To prove the same congruence modulo s it now suffices to do it modulo s/s', since

gcd(s', s/s') = 1. Because t' = s/s' 1is built up from primes dividing t it usually

. L+ (x
satisfies (5.1)(iii), so that r En t(r)

which t' = g/s' does not satisfy (5.1)(iii) is given by
u is odd, t = 2 mod 4, s = s/s' B 8 mod 16.

mod s/s' is automatic. The only situation in

n = 3 mod 4,
This minor problem can be solved in three ways. The first is to avoid this case in the



selection of s and t. The second is to observe that t' = ls/s' does satisfy (5.1)
(iii), and to be content with the slightly weaker conclusion r = nzt(r) mod %s. The
third is to check T(x)1 - n/o € <> for one more pair (m, ¥), with now m not
being a divisor of s' but a multiple of 8; for example we can take m = 8 and
X(i3j mod 8) = (—l)j, in which case T(x)1 - /o € <L> 1is equivalent to 8(11'-1)/2 =
1 mod n. If r = ngt(r> mod %s and x{r) = x(n)zt(r) for a pair (m, x) as just
described, then r = nlt(r) mod s.

If, finally, it has been proved that r = nzt(r) mod s for each r dividing n,

one can proceed to part (c) of (6.1).

This concludes our description of the Gauss sum method.

{6.8) Comparison of the two methods. The methods discussed in (6.6) and (6.7) differ in

two important respects. The first is that whereas in (6.6) the numbers s and t
should satisfy

nt 2 1 mod s,
they should in (6.7) satisfy the much stronger condition

at E 1 mod s for all a € Z with gcd(a, s) = 1.
This implies that the second method is less sensitive to special properties of the
number n: the same values for s and t can be used for all n of the same order
of magnitude, and several quantities can be computed once and for all (cf. [5, Section
12, Step 11).

The stronger condition that s and t should satisfy in (6.7) also implies that
the value for t is larger in (6.7) than it is in (6.6). This is compensated for in
the other difference between the two methods: whereas the main calculations in (6.6)
are performed in a ring of rank t over K, the calculations in (6.7) are performed

in a t-th cyclotomic extension of #, the rank of which is usually much smaller than t.

(6.9) Combination of the two methods. We shall now see how the formalism of Galois

theory allows the two methods to be combined. Suppose that method (6.6) has been applied
with auxiliary numbers s, tq, and method (6.7) with numbers S;+ ty;- Then one knows

that for each divisor r of n there exist integers iO (mod to) and il (mod tl)

such that . .
10 1
r B n mod so, r=n mod sl.

Suppose moreover that each of the numbers Sgr Sy is too small for stage (c) of (6.1)
to be practicable, but that the number s = lcm(so, Sl) is sufficiently large. Then
one would like to show that for each divisor r of n there exists an integer i

0
tl)'

module t = lcm(to, tl) such that r = ni mod s. This clearly holds if i = iO mod t
and i = i1 mod tl' so one is faced with the task of proving iO = i] mod gcd(to,
That is easy to do if #<n mod gcd(so, Sl)> = gcd(to, tl)’ but in many cases #<n mod
gcd(so, sl)> is smaller.

One can solve this problem by interpreting the above congruences as relations be-

tween the Artin symbols ¢r and ¢n in suitable Galois extensions of 5 and by exhi-
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biting isomorphic subextensions, as in (6.4). Instead of describing in abstracto how to
proceed let me use a few "seminumerical" examples to indicate the possible techniques.
Suppose that t, = 5040 and assume for simplicity that the number u = #<n mod

1
t1> from (6.7) equals 12. Then the Gauss sum calculations are performed in a Galois

extension A1 of n with a cyclic group <01> of order 12. They lead to the con-
clusion that for r dividing n we have
re nl(r) mod 54
for some integer 2(r) (mod 5040). If ¢r’ ¢n denote the Artin symbols for A1 we
also have ¢r = ¢§(r)' and this determines £(r) modulo 12.
Assume now first that ¢t divides 12, as is the case with the tests described

0
by Williams [14]. Then the calculations involved in (6.6) are performed in a Galois

extension A, of N with a cyclic group <00> of order dividing 12. Suppose that

there is a rgng homomorphism f£f: Ao -+ A1 with foo = clf; this is the case, for ex-
ample, if one has chosen AO to be a subextension of Al' with 00 = 01|AO’ and in
any case f may be constructed as in (6.4). Then the equality ¢r = ¢£(r) for A1
implies the corresponding equality for AO' by (3.4). From (4.2) (b) one then obtains
r B nz(r) mod SO' SO0 r B nl(r) mod lcm(so, sl), as desired.

Let it next be assumed, still with t1 = 5040 and u = 12, that to = 5. Then

AO has rank 5 over #n, 50 to establish a connection between the two tests we need

a Galois extension of n of degree divisible by 5 that is associated to the Gauss
sum test. Suppose, for simplicity, that there is a pair (m, x) in the set Y occur-

ring in (6.7) with the property that the image of x has order 5 and is generated by

ker ¥ 2{x)

x(n). Let L = Q(cm) and AL be as in (5.6). Then the equality x(r) = y(n)
L(x)

resulting from (5.5) (b) exactly means that ¢r = ¢n for the Galois extension

AL/nAL of n occurring in (5.6). Hence if we establish an isomorphism A, ;:AL/nAL

of Galois extensions then we also have ¢r = ¢2(r) for AO. This leads, as before, to

n
the congruence r = nz(r) mod lcm(so, sl). that we wished to prove.

The conclusion is that it is advisable to construct the Galois extension AO used
in (6.6) from Galois extensions that arise in connection with (6.7). This makes it
possible to combine the two methods without extra effort. It may be expected that this

combination will lead to important practical improvements in primality testing.
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